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1 Introduction

In TISPAN#7 WG7 meeting Huawei presented the contribution 07TD175 [1] that discussed a mechanism where the IMS authentication is bundled with NASS. It was agreed in TISPAN WG7 to move the issue to SA3 for further handling. This paper presents some comments on the Huawei contribution and proposes some modification and alternatives to it. It should be noted that IP address based authentication might not be usable in all access network configurations. The usability depends on how IP addresses are allocated and NAT devices are used between access network and IMS.

2 Discussion

2.1 Compatibility requirements related to Early IMS Security at terminals

The idea of reuse of access authentication for IMS subscriber authentication is very similar to the Early IMS Security [2]. Because of the “single-sign-on” nature of the both methods, their usage looks very same from the end-user’s point of view: There is no IMS-specific authentication data/setting for the terminal but the whole IMS-authentication is done “behind-the-scene” in a transparent manner toward the terminal reusing the access authentication. Early IMS Security is already used in many terminal implementations so incoming NASS-bundled authentication must maintain compatibility toward those terminals.

This transparency to the terminal and compatibility with Early IMS Security at terminal level implies that the NASS-bundled authentication must not require any mandatory additional parameters compared to ones used in Early IMS Security. Specifically:

· Sending of Authorization header must not be mandatory for the UE

· Sending of additional parameters like Access-Subscriber-ID or Access-Network-ID must not be mandatory for the UE. However, there must be a binding between an access network identifier and an IMS identifier. This binding needs to be generic in a sense that using the identifiers in IMS must not restrict the identifiers in access network.

This transparency toward terminals does not only provide backward-compatibility with Early IMS compliant terminals, but also makes the mechanism applicable for plain SIP terminals that implement core SIP only. The support for plain SIP terminals is very desirable or even essential in early deployment phase of convergence network.

Though sending of Authorization header must not be made mandatory, it is strongly recommended if the UE is able to do so. The Authorization header, which provides the IMPI explicitly, is very useful for the following purposes:

· To facilitate concurrent registration with same IMPU at several terminal.

· To support the “family-subscription” use case, where there is same subscription and same bill (so same IMPI) is used for the whole family, each member having separate IMPU for service differentiation (different target for messaging, different ringing tones, etc.)

2.2 Alternatives for NASS-bundled authentication

There are two alternatives for NASS-bundled authentication, which are discussed in details in chapters 2.2.1 and 2.2.2 below.

2.2.1 Modified Huawei solution

This alternative is based on the Huawei contribution 07D175 [1] proposed in TISPAN#7 with some modification to make it inline with the requirements discussed in chapter 2.1.

The main changes compared to [1] are:

· Authorization header is not mandatory but recommended

· Access-Subscriber-ID and Access-Network-ID are not required from the UE

· CLF query is done based on allocated IP address, the result is Access-User-ID bound to the allocated IP address.

· HSS provides S-CSCF with Access-User-ID, which is to be checked against Access-User-ID originally provided by CLF.

2.2.1.1 Proposed procedure

The modified procedure is as following:
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1. UE sends REGISTER message to P-CSCF. The REGISTER message may or may not contain an Authorization header.

2. P-CSCF identifies the allocated IP address for the UE based on the source IP address in the received IP packet. P-CSCF locates the CLF based on the UE’s IP address or/and on the information of the access network from which the P-CSCF receives the IP packet (P-CSCF may have several logical/physical interfaces toward different Access Networks). 
P-CSCF performs a “Location Information Query” (LIQ) toward CLF over the e2 interface (in TISPAN NASS architecture this is the interface between CLF and Service control subsystems and applications). The key for the query is the IP address used by the UE.
P-CSCF also puts a “ReleaseIndicationRequest” flag into the “Location Information Query” to indicate to CLF that it would like to receive “IP Connectivity Release Indication” message from CLF when the IP address allocated for the UE is released. Note: The “ReleaseIndicationRequest” flag is currently not defined for “Location Information Query”. However, the purpose of the “ReleaseIndicationRequest” may not be unique for P-CSCF but common for other Application Functions also, so it needs be added to the LIQ. “IP Connectivity Release Indication” is already defined message used for e4 (in TISPAN NASS architecture this is the interface between CLF and RACF) so it can be easily reused for e2.

3. CLF answers the query with a “Location Information Response” containing Access Subscriber ID (called from now on AccSubID_CLF) corresponding to the IP address used by the UE.
CLF also puts P-CSCF (IP@ of P-CSCF) on a list of recipient of “IP Connectivity Release Indication” message.

4. P-CSCF puts the AccSubID_CLF (Access subscriber ID) to the REGISTER message and forwards the REGISTER message to I-CSCF. 

5. I-CSCF performs UAR/UAA Cx operation with HSS to find S-CSCF. The operation is similar to the one for Early IMS Security, except that if Authorization header exists in REGISTER message then IMPI is obtained from the Authorization header instead of deriving it from IMPU.

6. I-CSCF forwards the REGISTER to S-CSCF. The REGISTER message contains AccSubID_CLF.

7. S-CSCF performs Cx-MAR operation towards HSS. The Authentication-Scheme AVP is filled with “NASS-bundled-authentication”. IMPI is obtained from Authorization header if it exists; otherwise IMPI is derived from IMPU as in Early IMS Security.

8. HSS is provisioned with a new static {IMPI-AccessSubscriberID} mapping list, so based on IMPI HSS can look-up the corresponding AccessSubscriberID (called from now on AccSubID_HSS) and returns it to S-CSCF in Cx-MAA message.

9. S-CSCF processes the authentication bundled with NASS by comparing the AccSubID_CLF embedded in REGISTER message with AccSubID_HSS received from HSS. If they match the user is successfully authenticated.

10. S-CSCF => I-CSCF: as in Early IMS Security

11. I-CSCF => P-CSCF: as in Early IMS Security

12. P-CSCF => UE: as in Early IMS Security

The subsequent SIP messages are authenticated based on IP address in the same way as in early IMS security.

At a later point in time, if IP address allocated to the UE is released, CLF sends “IP Connectivity Release Indication” to P-CSCF, which contain the IP address, IP addressing realm and Access-Subscriber-ID. P-CSCF can then initiate the removal of the subscriber.

2.2.2 Extension of Early IMS Security to non-GPRS access

The Early IMS Security [2] is currently specified for GPRS access only. However, the approach is general enough so it can be extended to non-GPRS access also.

The main differences to current Early IMS authentication mechanism are:

· Including Authorization header in the REGISTER message is recommended, but not mandatory, to keep backward compatibility with current Early IMS implementation in terminals. If Authorization header is available then I-CSCF/S-CSCF obtains IMPI from the Authorization header, otherwise IMPI is derived from IMPU as in current Early IMS Security procedure.

· Allocated IP address is pushed to HSS from CLF instead of GGSN. Furthermore, IP-addressing-realm is pushed from CLF and it may be used in addition to IP address in authentication process.

· Subscriber’s ID, used in access network and pushed from CLF to HSS, is not MSISDN.

TISPAN NGN defines Network Attachment Subsystem (NASS). NASS includes functional entity CLF, which has e2 interface towards Service/Application subsystem. To adapt the Early IMS security (TR 33.978) to TISPAN NGN architecture, the e2 interface can be used to push the access network connection establishment and release information from NASS to IMS, more specifically to SLF or HSS (UPSF in TISPAN terms). Based on that information IMS is able to execute the IP address based authentication as specified in TR 33.978. Figure 1 depicts the architecture.
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Figure 1. Use of “Early IMS Security” with NGN NASS architecture

Following new information is needed in NASS and IMS:

· New data in NASS: IMS subscriber’s SLF or HSS address is part of subscriber’s access profile, which is stored in PDBF. SLF or HSS address is delivered to CLF by UAAF in Access Profile Push.

· New data in IMS: SLF and/or HSS (UPSF) database has subscription specific field to store access-network Subscriber-ID (AccSubID_HSS). Additionally, HSS database has subscription specific flag indicating that subscriber is allowed to use NASS bundled authentication for IMS access. HSS must also have the ability to store subscriber’s IP address and IP-addressing-realm received from CLF.

Functionality during access network connection establishment:

· When NGN subscriber activates access connection, the IP address is allocated and subscriber is authenticated implicitly or explicitly as defined in NASS architecture document [3]. After successful access level authentication CLF sends Accounting-Request (ACR) Diameter message to the SLF/HSS address defined for that subscriber. The message contains subscriber’s ID in access network (AccSubID_CLF), IP address allocated for the subscriber and optionally IP-addressing-realm. Parameter Accounting-Report-Type with value Start-Record is used in ACR to indicate establishment of access network connection. Note: ACR is not currently used in e2 interface, but the possibility to use it is noted in 3GPP TR 33.978. It is also possible to utilize the “Access Profile Push” that is defined for e4 interface (CLF->RACS) or to map Access Profile Push to ACR.

· SLF routes the diameter message to correct HSS, if necessary.

· HSS checks that AccSubID_CLF matches with AccSubID_HSS.

· HSS sends acknowledgement to CLF with Accounting-Answer (ACA) message. CLF may deny the IP connection if the ACR/ACA procedure to SLF/HSS fails according to local policy.

Effects to IMS registration procedure:

· When UE initiates IMS registration, IMS authentication is done as defined in TR 33.978. If the IP-addresses are not globally unique the following addition is needed: IP-addressing-realm is identified in P-CSCF based on configuration data and carried to S-CSCF. IP-address is carried in “received” Via parameter as in Early –IMS Security but new Via parameter called “received-realm” should be introduced to ‘carry realm info’ to S-CSCF. A change in Cx-MAA command is also needed to get IP-addressing-realm value from HSS to S-CSCF. The S-CSCF is then able to compare the realm it receives from P-CSCF to the realm stored by HSS.

The subsequent SIP messages are authenticated based on IP address in the same way as in early IMS security.

Functionality during access network connection release:

· In case access level connection is released, CLF informs HSS by sending ACR diameter message to the SLF/HSS address defined for subscriber in PDBF. Parameter Accounting-Report-Type with value Stop-Record is used in ACR to indicate release of access network connection. ACR contains also AccSubID_CLF, IP-address, and IP-addressing-realm. HSS checks the received parameters against the ones stored in HSS and deletes subscriber’s IP address. Note: ACR is not currently used in e2 interface, but the possibility to use it is noted in 3GPP TR 33.978. It is also possible to utilize e4 message “IP Connectivity Release Indication” or to map IP Connectivity Release Indication to ACR.

· HSS sends ACA diameter message to CLF and starts HSS-initiated de-register procedure towards S_CSCF, if UE is registered.

3 Conclusion

Based on the discussion above we propose to study further the NASS bundled authentication based on the solutions presented in this contribution. The selected mechanism can be documented by 3GPP into a separate TS or the current TR 33.978 for early IMS can be extended to cover this mechanism beside the Early IMS Security.
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