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*** BEGIN SET OF CHANGES ***
5.7
Simultaneous access control

The home network operator needs to be aware of how the user is accessing the WLAN network. If the user is making the SIM or UICC card available for several devices that have WLAN access capabilities, the home network operator may decide, at any time, to allow or bar t he access of two or more network devices simultaneously. 

WLAN direct IP access

The control of simultaneous sessions in WLAN direct IP access can be performed, under some circumstances, using the MAC address of the user’s device. 

After a number of successful authentications, if a subsequent authentication attempt is being performed by another device, the MAC address will be different and the AAA server will be able to detect it. However, this mechanism has some limitations. One of them is that if the two devices are accessing two different WLAN access points (assuming that a WLAN access point has a independent control of MAC address space), the MAC address of one of them can be spoofed and made equal to the other one. This is a fraud situation the home network should avoid. However, it may happen that the user is accessing other WLAN access point and a pre-authentication is performed in this new access point. In this case there is no fraud attempt. Then, in this situation (same MAC addresses, different WLAN radio networks) the AAA server should check if there is a AAA accounting start message sent from WLAN AN after the authentication procedure completes. If there is such accounting start message and the number of simultaneous sessions for the subscriber has already been reached, it is considered to be a fraud attempt and the AAA server should send a message to WLAN AN to stop this simultaneous session.

WLAN 3GPP IP access

The control of simultaneous sessions in WLAN 3GPP IP access has to be performed in a different way than in WLAN direct IP access as in this case the MAC addresses cannot be trusted by the home network and may not be available.

The user gets connected to the 3GPP network using the W-APNs. When a W-APN is activated by the user, an IKEv2 exchange will be initiated and, if successful, an IKE SA and an IPsec SA will be established.

The IKEv2 procedure is authenticated using EAP SIM or EAP AKA, so the AAA server has to be contacted in order to perform this authentication. Then the AAA server will be aware of the fact that a new W-APN is going to be activated.

The mechanism to control simultaneous sessions is to limit the number of W-APNs to be activated by the user and control the number of IKEv2 security associations per W-APN. The home operator shall configure, by subscription, the Maximum Number of IKE SAs per W-APN. With this mechanism, it is ensured that only as many devices as defined by the Maximum Number make use of the same subscription to access the 3GPP network, because each device will have to activate a W-APN (and use a different IKE SA and IPsec SA).
According to the IKEv2 protocol, one IKE SA allows to establish multiple IPsec SAs.  Operators shall be able to configure the maximum value for the number of IPsec SAs per IKE SA at PDG.  To avoid session interruptions when the first IPsec SA reaches the end of its lifetime, re-keying is needed. Implementations shall correctly handle this re-keying, even though this may temporarily raise the number of IPsec SAs to 2 if there is only one IPsec SA per IKE SA.

5.8
Optimization of Subsequent Tunnel Establishment Procedure 

5.8.1 General

Optimization of the tunnel authentication procedure may be optionally supported by the operators. Optimization of the tunnel authentication procedure is done by deriving a new Tunnel Session Key (TSK) as a pre-shared key for IKEv2 authentication, during the tunnel establishment procedure, without the need to perform EAP authentication. Optimization of the tunnel authentication procedure is done only when the EAP-SIM or EAP-AKA authentication has been already done by the WLAN UE and the WLAN UE subsequently requested for the tunnel establishment.  This will remove the need to perform an extra EAP-SIM/EAP-AKA authentication again for an authenticated WLAN UE.  If the operator policy supports tunnel authentication optimization, then the AAA server and the UE shall derive the TSK from the EMSK as defined in the section 6.1.7 for IKEv2 authentication.
5.8.2 EMSK lifetime

Since the AAA server and UE store the EMSK for optimized tunnel establishment, the lifetime of the EMSK should be defined.  The lifetime of the EMSK should be less than or equal to the lifetime of MK or to the WLAN UE’s Authorization-Lifetime.  The EMSK shall be refreshed with the new EMSK value whenever a new EAP-SIM/EAP-AKA authentication occurs, even though the value has never been used.  Within the lifetime of the EMSK, the same EMSK can be used multiple times to derive TSKs for tunnel authentication.  

If the operator policy does not allow optimized tunnel establishment, then it is implementation specific whether the AAA server shall store the EMSK or not.  
6
Security mechanisms

6.1
Authentication and key agreement

The WLAN UE and AAA server shall support both EAP AKA and EAP SIM methods. A WLAN UE with either a USIM or a SIM inserted shall request the authentication method corresponding to the type of smart card it holds (i.e. the user's subscription type). The procedure to select the method is:

1)
The WLAN UE shall send an identity (whatever it is: permanent, pseudonym, etc.) to the AAA server. In the first authentication, the identity shall be an IMSI and the message containing the identity shall also contain an indication of the authentication method to be used. In subsequent authentications, the identity shall be a temporary identity for which the AAA server has already an indication of the associated authentication method. The associated authentication method indication shall not be modified by the WLAN UE.

2)
If the AAA server recognizes the EAP method but not the user identity (for example an obsolete pseudonym), it shall request a new identity using the EAP method indicated by the WLAN UE.

3)
If the AAA server recognizes the user identity (and hence the EAP method), it shall fetch AVs from HSS. If they don't match the EAP method received (e.g. the EAP method received is EAP AKA and triplets are received from HSS), the user's subscription shall prevail (in the previous example EAP SIM shall be used).

4)
If the user identity is not recognized, the AAA server shall decide which method to use (there may exist a default method ONLY in this situation). If this default method does not match user's subscription (e.g. EAP AKA for a SIM user), the WLAN UE shall respond a NACK to the AAA server and then the AAA shall try with the other EAP method until a recognised identity is received.
The authentication and key agreement shall be dedicated for WLAN access only, thus the keys provided by the SIM (Kc) or USIM (CK, IK) during authentication and key agreement shall be stored in the ME's volatile memory.

*** END SET OF CHANGES ***
*** BEGIN SET OF CHANGES ***

6.1.6
WLAN Direct IP Session Start

This section describes how to use the AAA accounting start message to detect a fraud simultaneous session in WLAN Direct IP Access.
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Figure 7C: detecting and stopping WLAN session 

1)
EAP/AKA or EAP/SIM procedure completes.

2)
3GPP AAA server receives an accounting start message from WLAN AN.

3)
3GPP AAA server verifies that a corresponding authentication procedure has been completed. If there is no other ongoing WLAN Access session for the subscriber detected by the 3GPP AAA server, and the WLAN registration for this subscriber is not performed previously, then the 3GPP AAA server shall initiate the WLAN registration to the HSS/HLR. Otherwise, the AAA server shall compare the MAC address, VPLMN Identity and the WLAN access network information of the authentication exchange with the same information of the ongoing sessions. If the information is the same as with an ongoing session, then the authentication exchange is related to the ongoing session, so there is no need to do anything for old sessions. If it is the same subscriber but with a different MAC address, or with a different VPLMN identity or with different radio network information that is received than in any ongoing session, the 3GPP AAA server then considers that the authentication exchange is related to a new WLAN Access session. It shall terminate an old WLAN Access session after the successful authentication of the new WLAN Access session, based on the policy whether simultaneous sessions are not allowed, or whether the number of allowed sessions has been exceeded. If the MAC addresses (the old one and the new one) are equal and the WLAN radio network information received is different from the old one, the new session is considered to be a fraudulent one.

4)
If in step 3 the new session is considered to be a fraudulent one, 3GPP AAA server terminates the new session.

NOTE: 
To control the number of simultaneous WLAN direct IP access sessions and the immediate purging of a user from the WLAN AN, both the AAA server and the WLAN AN need to support Diameter/RADIUS extension, see subclause 5.5.

6.1.7
Subsequent Tunnel Establishment Procedure

When authentication processes have to be performed frequently for tunnel establishment after the WLAN access authentication or after a full or fast authenticated tunnel establishment procedure, it can lead to a high network load and increase the delay in the tunnel establishment procedure, especially when the number of connected users is high. In this case, if the UE and the AAA server have keys with valid authorized lifetime, then it is more efficient to use the optimized tunnel authentication procedure. Thus the optimization of tunnel authentication procedure allows the WLAN UE and the AAA server to derive a Tunnel Session Key (TSK) as the pre-shared secret for IKEv2 authentication during the subsequent tunnel establishment procedures. 

The derivation of a TSK from the EMSK of a previous authentication process shall be performed as follows: the valid EMSK is fed into a pseudo-random function (as in full authentication) with the W-APN, identity and length of the key to generate a new Tunnel Session Key (TSK). 

TSK is derived as TSK = prf {EMSK, “W-APN”, Identity, Length of the Key)}, where prf is the Pseudo random generator agreed between the UE and the AAA server during the previous EAP-SIM or EAP-AKA authentication procedure. EMSK is the Extended Master Session Key that is derived from the Master Key generated by the UE and the AAA server during the previous EAP-SIM/EAP-AKA authentication procedure. The W-APN is the WLAN Access Point Name included in the tunnel request message. Identity is the user identity included in the tunnel request message and Length of the Key is the output length of the TSK key.

This process implies that, when the operator supports the tunnel authentication optimization, the AAA server shall store the EMSK key, in case the next tunnel establishment authentication procedure needs to generate a TSK, after a full authentication process or fast re-authentication process. In the AAA server, the EMSK is stored along with the fast re-authentication keys as specified in the section 6.1.4. When the WLAN UE has completed a full or fast authentication, it shall store the same data in order to be prepared for the tunnel authentication optimization procedure.
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Figure 7D: Optimization of the Subsequent Tunnel Establishment Procedure 

1.
The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG and WLAN UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie-Hellman exchange.
2.
The WLAN UE shall directly derive the Tunnel Session Key (TSK), if it has a valid EMSK generated during the previous authentication procedure. The WLAN UE shall use the derived TSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The WLAN UE sends the user identity (in the Idi payload) and the W-APN information (in the Idr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN UE includes the AUTH parameter calculated using the TSK. The user identity shall be compliant with the Network Access Identifier (NAI) format specified in RFC 2486 [14], containing the pseudonym or re-authentication ID. If the WLAN UE needs to configure the Remote IP address dynamically, then the WLAN UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address. 
3.
When the PDG receives the IKE_AUTH request message from the UE with the AUTH payload, the PDG sends the Access Request message with an empty EAP AVP to the AAA server, containing the user identity and W-APN. The PDG shall include a parameter indicating that the authentication is being performed for tunnel establishment, as indicated in reference [37]. This will help the AAA server to distinguish between authentications for WLAN access and authentications for tunnel setup. The PDG also includes a vendor specific AVP payload to intimate to the AAA server that the WLAN UE requests the tunnel optimization procedure and to derive TSK.  The actual RADIUS/DIAMETER vendor specific AVP value is TBD.

4.
When the AAA server receives the PDG request with the VSA indicating a request for the tunnel optimization procedure, then the AAA server shall fetch the user profile from HSS/HLR (if these parameters are not available in the AAA server) and determines whether the tunnel optimization method is to be used, according to the operator policy . The AAA server checks the user’s subscription if he/she is authorized to establish the tunnel. When all of the checks are successful, the AAA server derives the TSK, if it has a valid EMSK generated during previous authentication procedure. 
If the operator policy does not support the tunnel optimization procedure or the AAA server does not have the valid key, then the AAA server shall reject the access request and the UE would initiate the normal tunnel set up procedure as described in the sections 6.1.7.1.
5.
If the operator policy supports the tunnel optimization procedure and the AAA server has the valid EMSK, then the AAA server sends the keying material to the PDG. This keying material shall consist of the TSK generated using the EMSK. 

The counter of IKE SAs for that W-APN is stepped up. If the maximum number of IKE SAs for that W-APN is exceeded, the AAA server shall send an indication to the PDG that established the oldest active IKE SA (it could be the same PDG or a different one) to delete the oldest established IKE SA. The AAA server shall update accordingly the information of IKE SAs active for the W-APN.
6.
The TSK shall be used by the PDG to verify the AUTH Payload sent by the UE. The PDG responds with its identity, a certificate, and sends the AUTH parameter to protect the previous message it sent to the WLAN UE (in the IKE_SA_INIT exchange) together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. It completes the negotiation of the child security associations as well. The WLAN UE checks the authentication parameters using the public key in the certificate sent by the PDG as described in the section 6.1.5.  
The PDG may optionally use the shared secret based authentication, i.e., using TSK to calculate the AUTH parameter and eliminate the public key signature based authentication. The UE uses its TSK to verify the AUTH value. 

If the PDG detects that an old IKE SA for that W-APN already exists, it will delete the IKE SA and send to the WLAN UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to delete the old IKE SA in the WLAN UE.
6.1.7.1 Error handling 


The optimized tunnel establishment may fail in the case when the policy does not allow the optimized tunnel establishment or the AAA server does not have the EMSK.  In the mentioned failure cases, the PDG cannot complete the IKEv2 exchanges, and the IKE SA is not established.  If this occurs, the UE should start the IKEv2 procedure from the start using EAP-SIM/EAP-AKA for authentication.  
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Figure 7E: Error handling for optimization of the Tunnel authentication procedure
1. UE initiates the procedure to establish an IKE SA with the PDG.

2. UE has the EMSK and it decides to perform the optimized tunnel authentication.  The UE indicates this by including the AUTH value in the IKE_AUTH request message.

3. Since the UE indicated to perform the optimized tunnel establishment, the PDG sends Access_request message to the AAA server with the optimized tunnel indication in the RADIUS VSA.

4. If the AAA server has an EMSK and if its lifetime has not been expired, then the AAA server derives the TSK.  If the AAA server does not have a valid EMSK or if the policy does not allow optimization of the tunnel establishment procedure, then the AAA server does not derive a TSK.

5a. If the AAA server could derive TSK, then the AAA server sends an Access_accept message to the PDG with the derived TSK. 

5b. The AAA server shall send an “Access_Reject” message with the appropriate error code to the PDG. The error code distinguishes a real authorization failure from the optimized tunnel establishment failure.  

6. If the AUTH value calculated using the TSK provided by the AAA server (step 5a) does not match the AUTH value of the UE or if the AAA server sends an Access_Reject message with the appropriate error code to the PDG without the TSK value (step 5b), then the  authentication fails at PDG.  

7. The PDG sends an IKE_AUTH response with Authentication_failed Notify payload.  

8. Upon receiving the Authentication_failed Notify payload, the UE attempts to start the IKE procedure over.  Note that the previous IKE state machine should be reset.

9. The UE sends an IKE_AUTH request without the AUTH payload this time, thus indicating to perform the EAP-SIM/EAP-AKA authentication procedure to the PDG.  

10. The EAP-SIM/EAP-AKA procedure is performed as specified in section 6.1.5.1 of this document.

6.2
Confidentiality mechanisms

6.2.1
Confidentiality mechanisms in WLAN Direct IP Access

The link layer confidentiality mechanisms are outside the scope of 3GPP. When the WLAN link layer is according to IEEE 802.11 then the confidentiality mechanisms of IEEE 802.11i [6] shall be used. It is specified in ref. [4] and [5] how the key material required for the link layer confidentiality mechanism is obtained from the master session key MSK. The generation of MSK is defined in ref. [4] and [5] as well. The use of ref. [4] and [5] in the context of 3GPP is specified in section 6.1 of this document.

When the key derivation is finished in the AAA server, the key material shall be sent to the WLAN AN via the Wa and Wd (in case of roaming) interfaces.
*** END SET OF CHANGES ***
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