3GPP TSG-SA WG3 (Security) Meeting #40 
Tdoc S3-050541
Portorose, Slovenia, 12-15 September 2005
Source: 
Huawei
Title:
Proposal for IMS media plane protection
Document for:
Discussion and agreement
Agenda Item:
 7.1
1 Introduction
Within the current IMS framework, there are still no security solutions which are endorsed for media plane protection, though certain security models and corresponding security procedures have been established for signaling protection in the control plane in both the IMS access domain and the IMS network domain. Actually this requirement is necessary, especially in the fixed access network.
 This contribution provides two possible approaches for media plane protection. One is an end-to-end approach for IMS media protection, the other is a non-end-to-end approach for IMS media protection.
The common main idea for both approaches is:

Firstly media plane protection is based on per session. During the session establishment, keys and security capabilities for media plane protection are negotiated.
Secondly whether media plane protection for per session is needed or not is based on the subscribe data information in S-CSCF and optionally combined with service provision information in AS which is fetched from HSS. 
Thirdly the network domain is supposed to be security relatively, for example the IK||CK sent from HSS to P-CSCF is exposed in the network domain. The focus of media security will be in access domain.

Fourthly the RTP Proxy which BT has introduced before is imported here. It may be seen as the BGF in TISPAN architect.
Finally SRTP [RFC3711] is applied as an application-specific protocol for media stream protection here.
2 Discussion
2.1 An end-to-end approach for IMS media protection
This is an end-to-end approach for IMS media protection, where S-CSCF will play the role in managing keys for media plane protection; Both the caller side and the called side will use the same key for media plane protection.
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2.1.1 Key management procedure 
A possible key management mechanism could work as follows:
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The explanation is as follows: 
On the caller side, the caller S-CSCF (and optionally the caller AS) makes the decision whether media plane protection for this session is needed or not, according to the media security policy in caller subscribe data information (and optionally combined with the caller service provision information in AS) which are fetched from HSS.  If media plane protection for this session is needed, the caller S-CSCF should create the IK/CK for media protection, and an indication flag for media plane protection along with IK/CK should be included when forwarding the INVITE message to the called side. 

On the called side, If the indication flag for media plane protection is not set in received INVITE message, the called S-CSCF (and optionally the called AS) should do similar action as the caller S-CSCF (and optionally the caller AS) does, and create the IK/CK for media protection, and later should send them back to the caller side in response message. The called S-CSCF/P-CSCF has two alternatives to encrypt IK/CK and pass them to the called UE:

a) The called S-CSCF may encrypt the media IK/CK using the key Ks_NAF between the called UE and  the called S-CSCF (NAF)  which can be obtained from GBA process, then forward INVITE to the called P-CSCF/UE. The called UE may use the same Ks_NAF key to decrypt and get the media IK/CK. 

b) The called S-CSCF don’t encrypt the media IK/CK. The media IK/CK is protected by the security channel between the P-CSCF and UE in control plane.

When receiving response message, the caller UE and the caller S-CSCF/P-CSCF do the same actions as the called sides do to get the same media CK/IK.

After the session is established, an end-to-end media plane protection is provided. 
If the IK||CK transported in the network domain require protection, this will be for further study.
2.2 A non-end-to-end approach for IMS media protection     

A non-end-to-end approach for IMS media protection which can be divided into 3 sections protection: UE-to-network protection, network-to-network protection and network-to-UE protection. 
P -CSCF will play the role in managing keys for media plane protection, based on the subscribe data information in S-CSCF, the service provision information in AS and the access network information in P-CSCF; 
The caller side and the called side use different keys for media plane protection; RTP Proxy at one side will decrypt media stream and RTP Proxy at another side will re-encrypt media stream.
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2.2.1 Key management procedure 
A possible key management mechanism could work as follows:
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The explanation of the procedure is as following: 

On the caller side, the caller S-CSCF (and optionally the caller AS) makes the decision whether media plane protection for this session is needed or not, according to the media policy in caller subscribe data information (and optionally combined with the caller service provision information in AS) which are fetched from HSS.  If media plane protection for this session is needed, an indication flag for media plane protection should be set when forwarding the INVITE message to the called side. 

The called S-CSCF (and optionally the called AS) may do similar action as the caller sides do if the indication flag is not set in received INVITE message and later send the indication flag back to the caller side in response message.

When the indication flag in received 180 message means media plane protection is needed, the caller P-CSCF makes the decision again whether media plane protection for this session is really needed or not, according to the access network information.  If the media plane protection is really needed , the caller P-CSCF creates the IK1/CK1 keys for the caller side’s  media plane protection, and encrypts the IK1/CK1 using the ”ck”  key, which can be obtained from the AKA register procedure , and sends them to the caller UE.  The caller UE uses the same “ck” key to decrypt and get the IK1/CK1.  The caller P-CSCF also sends the IK1/CK1 to the caller RTP Proxy.

The called P-CSCF and the called UE do the similar action as the caller sides do to get the CK2/IK2. The called P-CSCF also sends the CK2/IK2 to the called RTP Proxy. Note that the caller side and the called side use different keys for media stream protection.
After the session is established, a non end-to-end media plane protection is established. 

The caller UE will add protection for media stream using IK1/CK1, the caller RTP Proxy will remove protection for media stream using IK1/CK1, then send to the caller side RTP Proxy. The called side RTP Proxy adds protection for media stream using IK2/CK2, and the called UE remove protection for media stream using IK2/CK2.     
If network domain media security is required, this will be for further study.
2.2.2 Security association negotiation procedure

Two possible key management procedures for media plane protection are introduced as described above. In addition, security capabilities (including security protocol, confidentiality protection algorithm and integrity protection algorithm etc) between two UEs can also be negotiated at the same time, as described in IETF RFC 3329 Security Mechanism Agreement for the Session Initiation Protocol (SIP).
2.3 Comparison of two approaches
	
	End-to-end
	Non-end-to-end

	Security
	High
	Middle 

	QoS Guarantee
	High 
	Middle (multi encryption  and decryption  required)

	Lawful interception
	Difficult to implementation relatively
	Easy to implementation

	Flexible
	Low
	High

	Implementation
	Difficult to implementation relatively
	Easy to implementation

	Other Carrier Regular Requirement
	Difficult to implementation relatively
	Easy to implementation


3 Proposal 
It is proposed that SA3 consider and discuss the two approaches for media protection and decide which one is accepted for IMS media protection. And the method introduced in this contribution can be as a basis for succeeding discussion.
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