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1 Introduction
This contribution suggests that the IMS AKA and GBA combine to form a unified protocol for authentication and key agreement. The advantage of each can be incorporated. And it also can be used to protect all application of IMS network.

The contribution have been discussed in WG7 of TISPAN Plenty 7th meeting. The document number is 07TD171. And the conclusion in meeting report is as follow: “This proposal should go to SA3, because of the agreement that was reached at the workshop in Washington in March. TISPAN recognizes that the content of the TD is valuable, and it is an interesting approach, however, according to the agreed process it needs to go through 3GPP”. 
So Huawei proposal it again and discuss it in the SA3 meeting.

2 Discussion
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3 Proposal
It’s suggested that the combination of IMS AKA and GBA as a unified key agreement protocol is adopted. And if so, one CR will be provided in the next SA3 meeting.
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ABSTRACT


The IMS AKA is used in 3GPP Release 5 and Release6. There is also a lot of discussion on how the GBA is used for IMS signalling protection. And the related discussion is raised often. The typical information can refer the S3-050243 and S3-050244 document.

Actually the IMS AKA and GBA have advantage respective for authentication and key agreement. This contribution suggests that the IMS AKA and GBA combine to form a unified protocol for authentication and key agreement. The advantage of each can be incorporated. 

1. Discussion

a. Procedure

The IMS AKA procedure and the bootstrapping procedure of GBA are both based on AKA. The procedure is almost same. The difference is just usage or purpose. The IMS AKA is used for key agreement between UE and P-CSCF besides authentication. The GBA is used for a general key agreement between the UE and BSF server besides authentication. For GBA, the P/I-CSCF in IMS AKA procedure can be ignored. 

So the IMS AKA and GBA can be combined in procedure aspect.

b. Function entity

The IMS AKA includes the following function entity: UE, P-CSCF, I-CSCF, S-CSCF and HSS.


The GBA includes the following function entity: UE, BSF, NAF and HSS. But actually the NAF is the consumer of GBA. It does not belong to bootstrapping procedure. And the P/I-CSCF is nothing with the bootstrapping procedure.

So the S-CSCF can implement some function of BSF. But the S-CSCF doesn’t save the key Ks. On the other hand, the BSF gets all authentication information from HSS and generate the key Ks in according to the CK and IK. If the S-CSCF generate the key Ks and saved it in the HSS, the BSF will do the same thing with S-CSCF. It looks like the function of BSF is decomposed into S-CSCF and HSS.

c. Interface


In IMS architect, the interface between S-CSCF and HSS is Cx, the interface between the AS and HSS is Sh, the interface between the UE and AS is Ut and the interface between the UE and S-CSCF is SIP protocol.

In GBA architect, the interface between BSF and HSS is Zh, the interface betweent the NAF and BSF is Zn, the interface between the UE and NAF is Ua and the interface between the UE and BSF is Ub.


If the BSF function is implemented by S-CSCF and HSS and the key Ks is saved in the HSS, the Zh/Zn interface is not necessary and the Cx/Sh interface can be reused. The Ut and Ua interface can be same. And the Ub interface can be implemented by SIP protocol.

d. Result of Combination


The architect of IMS AKA and GBA combination is as follow:
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The procedure of IMS AKA and GBA bootstrapping combination is as follow:



[image: image2.emf]BSF


UE P-CSCF I-CSCF S-CSCF HSS


Register


Register


Cx-Selection info


Register


Cx Put


AV-Req-Resp


4xx Auth_Challenge


4xx Auth_Challenge


4xx Auth_Challenge


Register


Register


Cx-Query


Register


Cx Put


Cx Pull


2xx Auth_Ok


TID


2xx Auth_Ok


TID


2xx Auth_Ok


TID


AV-Req


Ks=CK||IK


Ks=CK||IK


TID = RAND@HSS Domain name




The procedure of using bootstrapped Security Association is as follow:
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d. Advantage of Combination

1. The procedure is unified. It implements multi function, the authentication, key agreement between the UE and P-CSCF and a general key agreement between UE and other AS (NAF). The NAF can get the key information from the HSS directly if required;


2. All the key information is saved in the HSS. The unnecessary interface can be omitted. 


3. it’s useful for that the SIP becomes a unified control protocol and IMS becomes a unified control layer for NGN network.

2. Proposal


It’s proposal that the combination of IMS AKA and GBA as a unified key agreement protocol is adopted by TISPAN.
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