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1 Introduction
 This contribution introduces an improved IMS AKA to make IPSec ESP packet traverse NAT with UDP encapsulation.
The contribution have been discussed in WG7 of TISPAN Plenty 7th meeting. The document number is 07TD174. And the conclusion in meeting report is as follow: 
Is this a technical issue for TISPAN? Yes it is. It is up to TISPAN to evaluate the 3 proposals for NAT transversal and weight them pending discussion with SA3 at the joint meeting. This proposal evaluated against the two proposals in the feasibility study. NAT transversal is a very important requirement for TISPAN NGN. WG7 requested that this contribution be contributed to the next SA3 meeting against the TR.

 So Huawei proposal it again and discuss it in the joint meeting.
2 Discussion
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3 Proposal
It’s suggested that the improved IMS AKA for IPSec Traversal is adopted. And if so, one CR will be provided in the next SA3 meeting.
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ABSTRACT


This contribution introduces an improved IMS AKA to make IPSec ESP packet traverse NAT with UDP encapsulation.

1. Discussion

Because NAT is just friendly with TCP or UDP packet, IPSec ESP packet can only traverse NAT based on TCP or UDP encapsulation. And UDP encapsulation is preferable between UE and P-CSCF.


The document of S3-040720 has provided some information on how the SIP-AKA working with the NAT to implement the UDP encapsulation. It’s a good idea for resolving the question about IPSec with NAT although there is some question on it.  It’s not reasonable that NAT mapping is created by the encapsulated ping packet, because SIP server A should record the source address and port after NAT, The Ping packet is not suitable.


Base on the idea of S3-040720, here introduced a improved IMS AKA to implement the UDP encapsulated IPSec ESP packet traversing NAT. The procedure is as following:
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The difference between the above procedure with standard IMS AKA is a litter. just in UE and P-CSCF. Only the process in UE and P-CSCF has changed. The detail description is as following:

1. P-CSCF compare the source IP address of register packet with the UE IP address recorded in via header of register message. If it’s same, there is no NAT between the UE and P-CSCF. Otherwise, NAT exists between UE and P-CSCF. 

2. The P-CSCF extends two SA parameters to represent the UDP encapsulation source port and destination port. If there is no NAT, the UDP encapsulation ports will be zero or null. If there is a NAT, the P-CSCF will allocate two ports as UDP encapsulation ports (Port_ues, Port_ued) and save them to SA. And the destination port can be same port number for all UE, such as 5061, the source port number can be different for each UE.

3. As the P-CSCF return the 4xx message to UE, the UDP encapsulation ports is also as SA parameter to send to UE. The message format is:

		SM6:


4xx Auth_Challenge(Security-setup = SPI_P, Port_P, Port_ues, Port_ued, P‑CSCF integrity and encryption algorithms list)





4. The UE also add the UDP encapsulation ports to SA. If the ports are zero or null, the UE will send IPSec ESP packet without UDP encapsulation to P-CSCF. Otherwise, the UE will send IPSec ESP packet with UDP encapsulation to P-CSCF in the following message.


5. If NAT exists, the IPSec ESP packet will be UDP encapsulated. And the UDP encapsulation ports will be also as message parameter and sent to P-CSCF, so the P-CSCF can check whether the ports are changed or not. The message format is:

		SM7:

REGISTER(Security-setup = SPI_U, Port_U,  SPI_P, Port_P, Port_ues, Port_ued, P‑CSCF integrity and encryption algorithms list)





6. The P-CSCF identifies the IPSec ESP packet with UDP encapsulation by match the destination port of packet with the destination port (Port_ued）in the SA parameter. The matching will be simple if the Port_ued is same for all UE. If it’s not matched, the UDP packet isn’t IPSec ESP packet, otherwise it is, and maybe the source port (Port_ues) has been translated to Port_ues’ by NAT, so the P-CSCF record the source port (Port_ues’) of the packet and update source port in the SA parameter.


7. If the UDP encapsulation port in SA parameter isn’t zero or null, the P-CSCF send the 2xx message to UE with UDP encapsulated IPSec ESP packet. And the UDP encapsulation ports should be reversed. The source and destination port in SA parameter should be the destination (Port_ues’) and source (Port_ued) port of UDP packet.

8. If NAT exists, the IPSec ESP packet will be UDP encapsulated.


9. The UE identifies the IPSec ESP packet with UDP encapsulation by match the source (Port_ued) and destination (Port_ues) ports of packet with the destination (Port_ued) and source (Port_ues) ports in SA parameter. The compared ports are also reversed. If it’s same, the UDP packet is IPSec ESP packet, otherwise, it’s not.

10. After success registration and the UDP encapsulation ports in SA parameter is not zero or null, then the keep aliving packet will be sent periodic. It also can be sent from the UE.


The procedure extends two ports as UDP encapsulation ports in the SA parameter to resolve the IPSec traversing NAT question. The modification to IMS AKA is little. It’s no impact with other function entity, including I/S-CSCF and HSS. And the implementation is simple.

2. Proposal


It’s proposed that the introduce procedure is discussed and adopted to resolve the IPSec traversing NAT question. 
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