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4.2
Architectural Description – Use of GBA within ID-FF / ID-WSF

This section describes the GAA and ID-FF / ID-WSF architecture. The GAA system consists out of UE, BSF, NAF, and HSS (and D-Proxy dependent on configuration) as described in TS 33.220 [1]. 

In the Liberty Alliance are the following system entities: Principal, IdP, DS, SP and the rolesWSC and WSP. Typical Liberty Alliance network models for ID-FF is in Figure 4.2.-1 and for ID-WSF in 4.2.-2.
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Figure 4.2-1: Liberty Alliance network model for ID-FF
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Figure 4.2-2: Liberty Alliance network model for ID-WSF

The Liberty specific interfaces are secured using methods described in [14]. There are several possibilities for the UE interfaces towards Liberty entities e.g. pure HTTP based or PAOS based. A mobile network operator deploying 3GPP GBA system and the Liberty ID-FF, there are two alternative architectures possible. The IdP might be collocated with the NAF or with the BSF and the SP is collocated with the NAF.
Editor’s note: Further architectural possibilities e.g. use of IMS to authenticate Liberty client towards IdP (S-CSCF asserts identity towards IdP acting as a SIP application server) is for further study. 
4.2.1 
Architecture for collocated IdP/NAF in ID-FF and ID-WSF
If the IdP is collocated with the NAF, then the IdP/NAF authenticates the UE using the GBA credentials. There is only one reference point carrying both Liberty Alliance and GBA related information, i.e. the reference point between the IdP/NAF and the UE. The protocols, that are used to trigger the authentication of the UE and the successful authentication information, are defined in Liberty ID-FF [7] or SAML v2.0 [13]. The architecture for a collocated IdP/NAF together with the Liberty ID-FF is outlined in Figure 4.2-3.
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Figure 4.2-3: Combined Liberty Alliance ID-FF and GAA architecture with collocated NAF and IdP.
If the GAA architecture is deployed together with the Liberty ID-WSF, then the corresponding architecture is described in 4.2-4 for the case that the IdP and the NAF are collocated. The UE would in this case need to support the normative HTTP-based Liberty Interaction Service [15] between UE and WSP.
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Figure 4.2-4: Combined Liberty Alliance ID-WSF and GAA architecture with collocated NAF and IdP.

If the subscribers home operator does not host the IdP/NAF, then the architecture also includes a D-Proxy as described in TS 33.220 [1]. A service provider that wants to request user authentication would redirect the user to the IdP/NAF. The IdP/NAF interaction with the BSF would be transparent to the SP – WSC.
4.2.2 
Architecture for collocated IdP/BSF in ID-FF and ID-WSF
If the IdP is collocated with the BSF, then this imposes some additional requirements on the BSF as compared to TS33.220 [1]. 

· If artifact transfer is supported, the operator internal BSF needs to provide a SOAP based reference point to service providers. 

· The Ub reference point would be used to carry Liberty and GBA related information.  

For these reasons, this specification only outlines the details for the case that the NAF should be co-hosted with the IdP and does not provide the full details for the architecture, where the BSF is collocated with the IdP. The architecture for the collocated BSF/IdP is outlined in Figure 4.2-5.
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Figure 4.2-5: Combined Liberty Alliance ID-FF and GAA architecture with collocated BSF and IdP.


The combined Liberty Alliance ID-WSF and GAA architecture with collocated GSF and IdP is described in Figure 4.2-6.
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Figure 4.2-6: Combined Liberty Alliance ID-WSF and GAA architecture with collocated BSF and IdP.
The following scenarios outline details for GBA interworking with the Liberty Alliance ID-FF and ID-WSF specifications.

***BEGIN NEXT CHANGE***
4.3.2
Session Concept at IdP

The session concept of Liberty Alliance is mapped to the key lifetime of the NAF specific key material. The maximum Liberty Alliance session lifetime must be equal to or shorter than the remaining lifetime of the key. When the Liberty session expires the temporary GBA related data is deleted from the table described in 4.3.1. If a session is explicitly terminated e.g. via Single-Logout, then the temporary GBA related data is deleted in the NAF/IdP. For the next login, the UE would be required to bootstrap again, since he has no valid session with the NAF/IdP ongoing. If the freshness of the received key material is not satisfactory, then NAF/IdP sends a re-negotiation request to the UE as outlined in TS 33.220 [1] and uses the new key material for the Liberty session.

Editor’s note:
 The exact handling of temporary GBA related data in the table (deletion of temporary data at session expiry – as described above - or at key expiry) is ffs.

In case, there are no B-TID entries in the table, the NAF/IdP triggers a bootstrapping run to create a new session. The created new B-TID and the related information are entered into the table. If there exist a B-TID and the NAF would like to refresh the keys, because they expire soon, then the NAF requests the UE to bootstrap and updates the B-TID and related information in the table. The same procedure is done, when NAF/IdP requests fresh key material. This could be applied to a BSF/IdP and a NAF/IdP solution.
Editor’s note: The following issues are for further studies:

Anonymous User: In the case, that the user is using the GBA-based service anonymously as an authorized GBA participant, then the modifications to the session concept are for further study.


Mapping of Authentication time: relation of authentication time as used in LAP to protocol run in GBA (bootstrapping, bootstrapping usage).
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