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1
Introduction

In the current architecture of GAA [1], the HSS contains security related information about all the subscribers related to all the services that use GAA (i.e., GAA User Security Settings, GUSS). However, the initial registration of a new subscriber to these services utilizing GAA has not been specified anywhere. A natural way to do the initial registration would be to enable NAFs to insert, update, and delete the information stored in the HSS. 

A mobile network operator would allow selected NAFs to perform changes for managing the USS. Especially, NAFs that are fully trusted and have many user to manage would benefit from managing procedures.

This paper discusses an insert/update/delete procedure initiated by NAF for managing the user security settings (USS) associated with a service that this particular NAF is hosting.

If the NAF is collocated with a Liberty IdP, then a USS management procedure would relieve the HSS from the Identity Provider related management burden of the USS. Also, such a USS management procedure would allow operators to easily outsorce the user registration to specific services.  

2
Discussion

2.1
Initial service registration (USS insert)

The initial service registration of a subscriber in GAA is the procedure how a new subscriber that has not used a service hosted by a NAF can start to use the service, and in particular how the NAF can register the initial service parameters as a new service specific USS in subscriber’s GUSS in the HSS.

The initial service registration can be an overwhelming task for operators since there is no automatic way of doing the registration. Typically an application server (i.e., NAF) that is hosting a service also handles the initial registration of the user. This includes the assignment of a user identifier or a pseudonym, that can be used identity the user in the subsequent sessions with the application server. In order to GAA to support the initial service registration functionality, the NAF must be able to insert the newly created pseudonym to the GAA user security settings (GUSS) profile of the subscriber, i.e., to the service specific user security settings (USS) in the HSS. The next time attempts to authenticate itself towards the NAF using GBA, the service specific USS must contain the pseudonym for the NAF to discover who the actual subscriber is.

We suggest that an USS insert procedure initiated by a NAF is specified in TS 33.220 [1].

2.2
USS update/delete

There may be need for a NAF to update or delete a service specific USS in the HSS. The current assumption has been that the GUSS is relatively static data and there is not needs to change the parameters inside a USS, and the management of this data is done by the operator offline. It would be beneficial if a NAF would be able to update or delete an USS belonging to the NAF. This would ease the management burden of the operator, and enable the possibility for NAFs to manage the data in the HSS.

We suggest that an USS update and delete procedure initiated by a NAF is specified in TS 33.220 [1].

2.3
USS insert/update/delete details

By analysing chapters 2.1 and 2.2, we can formulate the following requirement:

-
an authorized NAF shall be able to insert and modify the service specific user security settings belonging to that NAF in the HSS.

Two architectural alternatives can be identified to fulfil the requirement above. A service specific USS is inserted into or updated or deleted in the HSS by NAF:

-
directly via existing (e.g., Sh, Rq or Rg interface), or via new interface; or

-
through the BSF using Zn and Zh interfaces.

The Sh reference point communication that does not utilize GAA would be have these managing diameter messages. This is not desired.  Also, the Sh reference point does not offer create or delete functionality. The Sh reference point uses different user identifiers and reusage of Sh reference point would require GAA specific user identifier (e.g. authorized GAA participant or B-TID) support, even if GAA not deployed at all. Many mandatory AVP required to be supported by the Sh are not supported by GAA.

The usage of Rq and Rg reference points would require quite some new protocol support. A new node would need to be introduced into the GAA system i.e. GUP server that provides the access. The HSS would need to support HTTP and SOAP and some additional GUP specific  functionality. This is not desirable, especially, if the updates are not that frequent.

The direct method is simpler and requires less changes in the GAA related interfaces such as Zn and Zh interface, but the reusage of existing interfaces and the corresponding changes might impact networks that do not deploy GAA at all. The Zn and Zh interface are already there and are used within GAA, the addition of some USS management to these interfaces would only affect networks that deploy GAA. However, the access control for the NAF to insert, update, and delete a particular service specific USS would have to be implemented in the HSS. Also, the BSF already has access control functionality for the delivery USSs for different NAFs, thus it would be more natural choice to handle the access control for USS insert/update/delete procedure in the GAA specific BSF. This necessitates an USS update/insert/delete request messages to be sent over Zn and Zh interfaces.

2.4 USS insert/update/delete procedure

It is assumed that the user has pior to the insert / update / delete procedure bootstrapped with the BSF.

2.4.1
Synchronous procedure
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Figure 1. Synchronous USS insert/update/delete procedure over Zn and Zh interfaces.

Figure 1 depicts messaging details related to the USS insert/update/delete procedure where the messaging between the NAF (through the BSF) and the HSS is synchronous. However, each modification procedure on subscriber’s GUSS triggers the BSF to contact the HSS. This is not desired, since multiple NAFs may modify subscriber’s GUSS during the lifetime of the B-TID (i.e., the bootstrapping session), this would cause the BSF to contact the HSS multiple time. Therefore, this approach is not considered any further.

2.4.2
Asynchronous procedure
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Figure 2. Asynchronous USS insert/update/delete procedure over Zn and Zh interfaces.

Figure 2 depicts messaging details related to the USS insert/update/delete procedure where the messaging between the NAF (through the BSF) and the HSS is asynchronous. The messaging between the NAF and the BSF, and the BSF and the HSS takes place in two phases:

a)
During the lifetime of the B-TID, different NAFs may update BSF’s internal copy of subscriber’s GUSS by inserting, updating, and deleting USSs (steps 1-4).

b)
When B-TID becomes invalid (e.g., expires) and if one or more NAFs have modified subscriber’s GUSS in the BSF, the BSF shall update subscriber’s GUSS in the HSS (steps 6-9).

This functionality where NAFs modify BSF’s internal copy of the GUSS is faster, and minimizes the number of modification messages going from the BSF to the HSS. Therefore, this approach is selected for the USS insert/update/delete procedure. The USS are service specific and therefore the situation might arise, that several NAFs have the same USS. In such a case, the BSF needs to control the USS modification. That can be done e.g.


a)  Only one NAF per USS is allowed to modify the the USS.


b)  The NAF has to “check out” the USS (like it is done in software developing environments).

The detailed USS management procedures are described below.

USS insert: Previously the NAF has fetched Ks_NAF and other parameters from the BSF using the B-TID, and the UE and the NAF have completed the authentication between themselves. However, the NAF has not received an USS from the BSF, or the received USS was empty meaning that the subscriber has not used the service before. Thus, the following procedure takes place: 

1.
The NAF will create a new service specific USS for the subscriber and populate the data fields with subscriber specific data. The USS may contain a pseudonym created by the NAF and other service specific data required by the service specific USS.

2.
The NAF sends an INSERT message with the B-TID, and the new USS to the BSF over Zn interface.

3.
The BSF checks that the NAF is authorized to insert the new USS to subscriber’s GUSS. If the NAF is not authorized, the BSF will return an ERROR message to the NAF.

4.
If the NAF is authorized to insert the new USS to subscriber’s GUSS, the BSF inserts the USS to its internal copy of subscriber’s GUSS, and returns an OK message to the NAF.

Steps 1-4 may occur multiple times during the lifetime of the B-TID, i.e., different NAFs may modify subscriber’s GUSS (step 5).

6.
When the B-TID and the corresponding bootstrapping session becomes invalid (e.g., expires) and if the BSF’s internal copy of subscriber’s GUSS has been modified, the BSF shall send subcriber’s GUSS in the HSS.

7.
The BSF sends subscriber’s IMPI and GUSS to the HSS.

Note:
It is FFS whether the complete GUSS or only the altered parts of the GUSS are sent to the HSS.

8.
The HSS replaces the old GUSS with the modified GUSS received from the BSF. Subscriber’s GUSS is identified by the IMPI.

9.
Upon successful replacement operation, an OK message is sent to the BSF. If the replacement operation was not successful, an ERROR message is sent to the BSF.

Note:
It is FFS how NAFs that have modified the GUSS are informed of this failure, or whether they need to be informed.

USS update: Previously the NAF has fetched Ks_NAF and other parameters from the BSF using the B-TID, and the UE and the NAF have completed the authentication between themselves. If during the session the NAF discovers that subscriber’s USS needs to be updated, the following procedure takes place: 

1.
The NAF will modify the existing service specific USS for the subscriber.

2.
The NAF sends an UPDATE message with the B-TID, and the updated USS to the BSF over Zn interface.

3.
The BSF checks that the NAF is authorized to update the USS to subscriber’s GUSS. If the NAF is not authorized, the BSF will return an ERROR message to the NAF.

4.
If the NAF is authorized to update the USS to subscriber’s GUSS, the BSF updates the USS in its internal copy of subscriber’s GUSS, and returns an OK message to the NAF.

Steps 1-4 may occur multiple times during the lifetime of the B-TID. Also, steps 5-9 are the same as described before. After the step 9, the USS in subscriber’s GUSS in the HSS has been updated.

USS delete: Previously the NAF has fetched Ks_NAF and other parameters from the BSF using the B-TID, and the UE and the NAF have completed the authentication between themselves. If during the session the NAF discovers that subscriber wants to terminate the service usage with it, i.e., subscriber’s USS needs to be deleted from the GUSS, the following procedure takes place:

1.
The NAF will delete the existing service specific USS for the subscriber.

2.
The NAF sends an DELETE message with the B-TID, and the USS identifier, i.e., application-id to the BSF over Zn interface.

3.
The BSF checks that the NAF is authorized to delete the USS to subscriber’s GUSS. If the NAF is not authorized, the BSF will return an ERROR message to the NAF.

4.
If the NAF is authorized to delete the USS to subscriber’s GUSS, the BSF removes the USS from its internal copy of subscriber’s GUSS, and returns an OK message to the NAF.

Steps 1-4 may occur multiple times during the lifetime of the B-TID. Also, steps 5-9 are the same as described before. After the step 9, the USS in subscriber’s GUSS in the HSS has been deleted.

3
Proposal

SA3 is asked to study the USS managing procedures further and to include them into their Release 7 GAA enhancement  work. 
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(1) NAF decides to insert a new USS, or update/delete an existing USS in GAA.







(3) BSF checks that NAF is authorized to insert/update/delete the USS.







(5) There may be multiple USS insert/update/delete operations from multiple NAFs as long as B�TID is valid. BSF updates its internal copy of GUSS.







(6) BSF updates the whole GUSS in the HSS, when B-TID becomes invalid and if the GUSS has been modified.
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