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1
Introduction

During SA3#39 a discussion paper on GAA security in the terminal (S3-050379) was presented and further discussed on the mailing list. This contribution summarizes the discussion and proposes a way forward.

2
Discussion Summary

The discussion identified that GAA specific requirements on trusted open terminal platforms can build the starting point for further work on trust requirements on open platforms. For the later phases of the work, the following items were discussed:

- The similar requirement for trusted open plaform would also be needed for cases like IMS and I-WLAN.

- Generalized requirements should also cover the exposure of all USIM/ISIM related functions and storage defined by 3GPP security.

- Split cases access security. 

User interaction on security is a common source of misunderstandings, hence user interaction should be minimized to obtain a good usage experience and minimize security risks. The access to the GAA functionality and sensitive GAA material should only be granted by operators or manufacturers. Third parties could have contractual relationships with operators or manufactures and therefore could obtain access to the GAA functionality using this relationship using  digital signatures.

The identified requirements could go into a technical report that was outlined by the WID for the trust requirements on open platforms. 

3
Proposal

SA3 is asked to study the trusted open platform requirements further. It is proposed to draft a TR on Requirements on trusted open platforms for the next meeting and take the above requirements as a starting point. 




