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===== BEGIN CHANGE =====

Annex H (informative):
Interoperator GAA: examples
This annex gives examples how interoperator GAA is setup and operated.

H.1
Example on interoperator GAA setup
Interoperator GAA is setup the following way:

-
Each operator sets up a BSF, which will facilitate bootstrapping session with that operator's subscribers, and provide the GAA secrets to both home NAFs, and visited NAFs (through the visited D-Proxy)

-
Each operator sets up a D-Proxy which will forward the requests between its home NAFs, and the subscriber's home BSF.

-
Local connections, i.e., intraoperator connection between NAFs and the BSF in the same operator's network are secured by NDS/IP.
NOTE: NDS/AF might be used to distribute TLS certificates according to Annex F. 
-
Interoperator connections between D-Proxies, and BSFs are secured by TLS.

-
Two operators that which to co-operate in interoperator GAA must issue TLS client certificates to other operator's D-Proxy that are participating in interoperator GAA.

-
Interoperator GAA is based on bilateral agreements with between two operators. For example, if operator1 has a "GAA agreement" with operator2 and operator1 signs another "GAA agreement" with operator3, this does not mean that operator3 and operator2 have implictly a "GAA agreement". Operator2 and operator3 must separtely sign a "GAA agreement".

-
TLS client certificate profile is specified in the normative Annex E of TS 33.220:

-
TLS certificate profile is specified in IETF RFC 3588 section 13.2

-
In addition, the TLS client certificate (for the D-Proxy) must contain subjectAltName extension, which must have one or more dNSName names identifying all the NAFs (i.e., NAF_IDs) that the particular operator has.

-
TLS client certificate issuing is discussed in the informative Annex F of TS 33.220.

-
The enrollment of the TLS client certificate is outside the scope of the GAA specification. The assumption is that whenever two operators sign a roaming agreement, they may also enroll TLS client certificate for eachothers D-Proxies. How the enrollment is done is left for the operators. 

-
The revocation of the TLS client certificate is outside the scope of the GAA specification. The assumption is that it can be handled with standard PKI methods, e.g., using certificate revocation lists (CRLs), or online certificate status protocol (OCSP), but the details how it is done is left to the operators.

-
BSF and D-Proxy can be seperate or co-located entities (see Figure H-1). The co-located BSF/D-Proxy model has the benefit that the NAF has only one logical channel to BSF/D-Proxy, and it does not need to make a decision based on the B-TID whether to send the request to the D-Proxy or to the BSF. However, this decision can be based on the B-TID as it contains the address of the BSF.
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Figure H-1. Interoperator GAA with (a) separate and (b) co-located BSF and D-Proxy.

H.2
Example on interoperator GAA operation
Interoperator GAA usage goes as follows:

1.
A UE contacts a NAF that does not belong to subscriber's home network. The NAF notifies the UE that 3GPP bootstrapping is required to secure the connection between the UE and the NAF.

2.
The UE bootstraps with the subscriber's home BSF. The address of subscriber's home BSF is generated from user's IMSI or IMPI as specified in TS 33.220, clause 4.5.4. The GAA "master" key Ks, and the B-TID are established between the BSF and the UE.

3.
The UE derives the NAF specific key Ks_NAF, and uses it and the B-TID to initiate the secure connection setup between the Ue and the NAF. At some point during this setup the UE transfers the B-TID to the NAF.

4.
Upon receiving the B-TID, the NAF has two modes of operations depending on the actual setup of the D-Proxy and the BSF in its network:

a)
If the D-Proxy and the BSF are separate entities, the NAF must inspect the B-TID to discover whether the subscriber belongs to its own network, or whether subscriber is visiting in this network. In the former case, the request for the NAF specific keys is sent to the BSF, in the latter case, the request is sent to the D-Proxy.

b)
If the D-Proxy and the BSF are a co-located entity, the NAF sends the request for the NAF specific keys to this entity. The NAF does not need to inspect the B-TID.

NOTE:
Since the B-TID contains the address of subscriber's home BSF, it can be used to discover the home network of the subcriber.

5.
Upon receiving the request from the NAF, the D-Proxy (separate or co-located with the BSF) must inspect the following: 

b)
Validate that the NAF is authorized to request the NAF specific key (i.e., the NAF_ID in the message is correct).

b)
Discover the BSF of the subscriber by inspecting the B-TID.

6.
The D-Proxy will establish or use existing connection to subscriber's home BSF. This connection is secured by TLS, and the D-Proxy must use a client certificate that the BSF will trust. The client certificate must also contain a list of all the NAF_IDs that the D-Proxy is allowed to ask NAF specific credentials for.

7. The D-Proxy will forward the request to subscriber's home BSF.

8.
Subscriber's home BSF must inspect the following:

a)
Validate that the NAF_ID in the request also exists in the client certificate of the D-Proxy.

9.
Subscriber's home BSF locates the bootstrapping information using the B-TID, process the request (including the requests for USSs, local policy check, etc.), derive the NAF specific key, and send the response to the D-Proxy.

10.
The D-Proxy will forward the response to the NAF.

11.
The NAF establish the secure connection with the UE.

Figure H-2 depicts the entities involved in the above procedure.
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Figure H-2: Interoperator GAA usage.
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