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1
Introduction

Background:

In [2], Nokia introduced an approach S3-050053 to extend GBA [1] to subscriptions based on the SIM, noting the wide deployment of SIMs in the market today. The S3-050097 [3] response contribution from Qualcomm proposed alternate cryptographic principles based on an authenticated Diffie-Hellman exchange. 

In S3-050413 [4] Siemens has built its 2G GBA proposal on S3-050053 [2] from Nokia. This Siemens proposal contained an enhanced 2G GBA solution. It proposed to build on Nokia’s solution, and enhance it by mandating that, on the Ub reference point, HTTP Digest AKA is used with server-authenticated TLS in order to authenticate the BSF. TLS is proposed to be used with encryption enabled. Only one GSM triplet (RAND, SRES, Kc) is used to compute an authentication response RES from SRES and Kc, which is sent by the UE to the BSF through the established, server-authenticated TLS tunnel. The BSF also selects a random number “Ks-input”, which it confidentially sends to the UE as server specific data in the aka-nonce field of HTTP Digest AKA. “Ks-input” is used, together with the parameters from the GSM triplet, to compute the GBA key, Ks. For the authentication of the BSF to the UE, the UE relies not only on TLS with the BSF certificate, but also verifies the parameter AUTN computed from the GSM triplet, in a way similar to Nokia’s proposal. 

Summary of this contribution:

This contribution supports the approach initially proposed by Qualcomm in S3-050097 and improves on Qualcomm’s proposal to utilize a mutually authenticated Diffie-Hellman exchange after a server-authenticated TLS tunnel is established between the BSF and the UE. The server authenticated TLS tunnel is used in our proposal mainly to mitigate certain man-in-the middle attacks, especially if there is a risk of Kc compromise due to an A5 encryption algorithm (e.g., A5/1) compromise, due to improvements in cryptanalyis such as improvements to the Biham attack. If we assume that Kc cannot be compromised, then there is no need for the TLS tunnel as the Kc can be used as the password for the BSF authentication of the DH exchange.
This brings the security benefit of  Perfect Forward Secrecy (PFS) of the mutually-authenticated Diffie-Hellman key exchange to the server-authenticated TLS tunnel. 
2 Solutions details for 2G GBA
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Figure 1. UE-BSF key exchange.
1. Establishment of the TLS tunnel to authenticate the BSF. The BSF is authenticated with BSF (server) certificate. No client authentication has been done yet.
2. The UE sends an http GET request by including username=IMSI@realm.com as the user’s identity in the authorization header. The use of the TLS tunnel also provides identity privacy.
3. The BSF retrieves a triplet from the HLR/HSS (assuming the triplet is not already available at the BSF) and sends an HTTP 401 Unauthorized response to the UE. The RAND from the triplet is base64-encoded and carried in the nonce field of WWW-Authenticate header. The “qop-options” field is set to “auth-int”. This is to integrity protect the payload fields. This offers further protection of the HTTP digest messages over and above the TLS tunnel.  The BSF picks a 128-bit secret random y; the HTTP payload contains gy mod p
4. Using the RAND, the UE performs authentication to obtain the Kc. The UE then picks a 128-bit secret random x and forms the bootstrap key, Ks= H3(Kc,gx,gy,gxy). Also the UE sends another HTTP GET request to the BSF with an appropriate authorization header and client nonce crand. The digest response uses the password H2(Kc,gx,gy,gxy) and the payload contains gx mod p
5. The BSF also calculates H2(Kc,gx,gy,gxy) and verifies the http digest. If it verifies, the BSF continues to calculate the bootstrap key, Ks = H3(Kc,gx,gy,gxy). The BSF sends a 200 ok response to the UE and the digest response is calculated using H2(Kc,gx,gy,gxy) as the password. The payload contains B-TID and the lifetime of key Ks. The UE will verify the digest thereby completing the mutual authentication. The B-TID value shall be generated in the format of an NAI by taking the base64-encoded RAND value from step 3, and the BSF server name, i.e. base64encode(RAND)@BSF_servers_domain_name.
Diffie-Hellman parameters:

Diffie-Hellman key agreement requires that both the sender and recipient of a message have key pairs. By combining one's private key and the other party's public key, both parties can compute the same shared secret number. This number can then be converted into cryptographic keying material.
Generation of p and g parameters is described in [5].

2.1 Suggested format for the HTTP Payload:

Here, we show that the HTTP Payloads required for bootstrapping can be an XML Document with an XML schema definition specified by 3GPP for carrying the bootstrapping transaction identifier (B-TID), the key lifetime, the password protected Diffie-Hellman parameters (gy mod p , gx mod p) and possibly other server specific data. This approach is consistent with how payloads for 3G GBA are carried over the Ub reference point.

Note: This is only a suggested approach and CT1 will specify the stage 3 details in their specifications to support 2G GBA.

The attributes may indicate the following:

btid: 
B-TID

lifetime:
key lifetime

ms_result: gx mod p

bsf_result: gy mod p

Note that the content-type such as "application/vnd.3gpp.2gbsf+xml" may need to be registered with the IANA. 

Again, CT1 would decide on whether the existing content-type can be re-used or a new content-type defined.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="uri:3gpp-2ggba"

    xmlns:2ggba="uri:3gpp-2ggba"

    xmlns:xs="http://www.w3.org/2001/XMLSchema">

  <!-- definition of the root element containing B-TID, key lifetime, and other parameters -->

  <xs:complexType name="bootstrappingInfoType">

    <xs:sequence>

       <xs:element name="btid" type="xs:string" minOccurs="0"/>

       <xs:element name="lifetime" type="xs:dateTime" minOccurs="0"/>

       <xs:element name="ms_result" type="xs:base64Binary" minOccurs="0"/>

       <xs:element name="bsf_result" type="xs:base64Binary" minOccurs="0"/>

    </xs:sequence>

  </xs:complexType>

  <!-- the root element -->

  <xs:element name="BootstrappingInfo" type="2ggba:bootstrappingInfoType"/>

</xs:schema>
 3. Benefits of the proposed solution:

1) Perfect forward secrecy: 

a. even if the SIM is broken and Ki is revealed, or the (RAND,SRES,Kc) triplets are revealed, the past bootstrapping keys are protected; 

b. Even if the BSF or the AuC is compromized, past conversation are protected – the Siemens proposal without DH does not have this benefit.

2) Even if the SIM is stolen or put into an older terminal supporting weak GSM encryption algorithms, the past bootstrapping keys are protected. 

3) Triplet usage efficiency: one triplet issufficient. Furthermore, the triplet from an earlier bootstrapping session can be reused again since both the client and the server contribute random values gx and gy. Therefore, in our view, this approach can significantly reduce the consumption of triplets needed for bootstrapping. This is especially important if the triplets are generated by a legacy HLR/AuC as there may be capacity constraints in certain scenarios for some operators. Note that whether an interface to a legacy HLR/AuC (such as in the case of I-WLAN) needs to be supported from the BSF is not an SA3 issue, but rather an SA1/SA2/CT4 issue. 
4) Harmonization with 3GPP2 GBA: Our solution harmonizes the bootstrapping procedure (i.e., the Ub reference point) with the 3GPP2 GBA when 3GPP2 legacy authentication methods, such as CAVE are used for bootstrapping. 3GPP2 GBA has adopted the authenticated DH incorporated into HTTP Digest (similar to our proposal). This is an important benefit, especially for 2G GBA, as hybrid terminals (terminals that allow for roaming between 3GPP and 3GPP2 networks) do not have to implement multiple bootstrapping methods and procedures.
5) Our solution provides extra assurance when a server certificate is forged or goes unverified by the UE. A UE does not relinquish its Kc even if the server's certificate should turn out to be invalid, or if the UE neglected to check it.

4. Implementation complexity of DH exchange 

It is often argued that the calculations required for performing the DH exchange are extremely demanding, especially on the mobile terminal due to constrained computing power available in them. It would be true to some extent if DH computations were to be exclusively perfomed in software. But in practice, DH computations on mobile terminals are often performed on hardware chipsets. Therefore, in our view, this should not be a reason for SA3 not to consider the solution outlined in this contribution for 2G GBA. It is assumed that DH calculations are not an issue on the network side (i.e., BSF). 
5
Conclusion & Proposal

There are multiple security benefits to using mutually-authenticated Diffie Hellman in combination with the server-authenticated TLS for key agreement between UE and BSF. 
We propose that SA3 consider the approach outlined in Section 2 of this contribution as the preferred solution for 2G GBA Bootstrapping. If agreed, the authors of this contribution will prepare the necessary CRs to TS 33.220.

We also propose that SA3 sends an LS to CT attaching this paper (and possibly to CT4 as well for adding MAP interface support to the BSF to support legacy HLR/AuC for 2G GBA), so that they can start work on stage 3 specifications for 2G GBA. 
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5. HTTP 200 OK


Authentication-Info: Digest…(password=H2(Kc,gX,gY,gXY))  


Payload contains [B-TID, key lifetime]


 





4. GET HTTP


Authorization digest… (password=H2(Kc,gX,gY,gXY)) Payload contains [*gX mod p]





3. HTTP 401 Unauthorized


Digest nonce=RAND  Payload contains[gY mod p]
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1. TLS tunnel with BSF authentication 














