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1. Introduction
The GAA with Split terminal use case was discussed in the last SA3 meeting. In this document, we propose a kind of GAA key management enhancement scheme that describe how remote terminals use GAA system in Split terminal scenario. 
2. Problem description

In this document, the remote terminal is called Peripheral Equipment. 
A typical scenario for split terminal use is that more than one Peripheral Equipments of a subscriber reuse a USIM/UICC which reside in a 3GPP UE through a local interface such as Bluetooth, Infrared or a USB cable or some other similar wired or wireless interconnect technology (see in figure 1).These equipments may host the NAF client application, and they want to reuse the GBA function of UE for authentication purposes. 
When a Peripheral Equipments is to access a NAF application server, it should first get NAF specific keys from UE through Local interface. These NAF specific key can be called Ks_remote_int/ext_NAF (if UICC is GBA aware) or Ks_remote_NAF (if UICC is GBA unaware). If UE receives key request from more than one Peripheral Equipments, it shall response different NAF specific keys to different Peripheral Equipments. Otherwise, if NAF specific key of one Peripheral Equipment is leaked, it will compromise the secure of another Peripheral Equipment, which uses the same NAF specific key.

But if the NAF specific keys derived for Peripheral Equipments is derived from just the key Ks and the key derivation parameters, as specified in clause 4.5.2 of 33.220, the keys for two equipments will be the same if they want to access the same NAF application server. So the key derivation parameters shall contain the Peripheral Equipment specific parameter that is unique to the Peripheral Equipment. And we call this parameter indication of equipment. 
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                                   Figure 1 the architecture of usage of GAA in split terminal
3. Proposed solutions
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Figure 2 the procedure of GAA usage in Split Terminal use case
1~ 3. When a Peripheral Equipment wants to interact with a NAF, and it knows that a NAF specific key is needed, it shall request it from UE through local interface and request message shall include NAF_Id and the indication of equipment(such as equipment identity, MAC address etc ). Otherwise, the Peripheral Equipment shall send the request massage only when it has received bootstrapping initiation required message or a bootstrapping renegotiation indication from the NAF. But if the Peripheral Equipment already has a valid NAF specific key for accessing the NAF, it shall go to step 9.    
4~7. When UE receives the request from the Peripheral Equipment, if there is already a valid key Ks stored in UE, it shall go to step 8.Otherwise, UE shall perform a bootstrapping procedure and establish a valid Ks with BSF. And the BSF shall send a 200 OK message, including the B-TID and lifetime of Ks, to the UE to indicate the success of the authentication. 
8. Then UE shall use the Ks to derive NAF specific key for the Peripheral Equipment. To use the same Ks to derive different NAF specific keys for different Peripheral Equipments, the parameter shall include not only Ks, "gba-me" /"gba-u" || RAND || IMPI || NAF_Id, but also the indication of equipment. 
If UICC is GAB aware, the NAF specific keys (Ks_remote_int/ext_NAF) are computed in UICC as Ks_remote_int_NAF = KDF (Ks, "gba-u" || RAND || IMPI || NAF_Id || indication of equipment) and Ks_remote_ext_NAF = KDF (Ks, "gba-me" || RAND || IMPI || NAF_Id || indication of equipment), where indication of equipment is received in the request message from Peripheral Equipment. If UICC is GAB unaware, the NAF specific key (Ks_remote_NAF) is computed in ME as Ks_remote_NAF= KDF (Ks, "gba-me" || RAND || IMPI || NAF_Id || indication of equipment).
9. Then UE responses the NAF specific keys derived along with B-TID to Peripheral Equipments. 

10. The peripheral equipment shall supply B-TID, and indication of equipment in the service request message to NAF.
11. The NAF requests key material corresponding to the B-TID supplied by the Peripheral Equipment to the NAF over reference point Ua .The indication of equipment and hostname of NAF are also sent to BSF in the request.  
12. ~13.BSF shall be able to know from the request that a key for split terminal use case is needed, and use the same parameter as UE to compute NAF specific keys and supplies to NAF the requested key Ks_remote_NAF or Ks_remote_int/ext_NAF, as well as the lifetime of that key.
4. Conclusion
We kindly propose SA3 to work on the usage of GAA in split terminal, and agree the enhancement to GAA as we suggest in this document. And a CR to 33.220 is also attached, we also hope that SA3 to approve it.
In case that SA3 would decide to approve a “GAA enhancements” Rel-7 WID, the usage of GAA in split terminal should be studied within the scope of this WID. 
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