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1 Introduction
The current IMS security architecture in TS 33.203 [33203] only protects the IMS control plane – media plane protection relies on the underlying bearer network security mechanisms. For IMS access over GERAN or UTRAN access networks this is sufficient since the respective GERAN and UTRAN access security mechanisms provide a good level of security. However, for IMS access over fixed broadband, and IMS access over WLAN, it may not be sufficient to rely on the security of the underlying bearer network. 
In the case of IMS access over fixed broadband, the need for separate IMS media plane protection has already been acknowledged in an LS from ETSI TISPAN NGN [S3-050232] and in the approved work item on Security Enhancements for Fixed Broadband Access to IMS [SP-050395]. In the WLAN case, the IMS media plane could be protected by the WLAN 3GPP IP Access (scenario 3) security mechanism [33234]. However, it would also be desirable to be able to offer IMS access over WLAN Direct IP access (scenario 2). For WLAN Direct IP Access, encryption of the WLAN access link may not be provided, or if it is provided, it is only applied between the UE and the AP, which means that user traffic is exposed to the WLAN AN operator.
2 An end-to-end approach for IMS media plane protection
Current proposals for adding IMS media plane protection involve protecting the access link only and terminating the protection somewhere in the core network. This has several disadvantages:

· A new network element (security gateway) is needed to terminate media plane protection

· All traffic must be routed via a security gateway.
· End-to-end traffic is decrypted and then re-encrypted. 
These disadvantages can be removed if IMS media plane protection is provided end-to-end. The end-to-end key management solution does not necessarily need to be very complex because the objective could simply be to protect media plane traffic on the most vulnerable access link part of the network. Therefore, it might not matter if the end-to-end keys are exposed in the core network, so long as they are not exposed on the access link. However, if a stronger level of security is desired then a true end-to-end key management solution could be provided.  
3 Initial sketch of a possible solution

Consider the establishment of an IMS call between two mobiles, UE_A and UE_B. UE_A belongs to operator A and registers on S-CSCF_A through P-CSCF_A. UE_B belongs to operator B and registers on S-CSCF_B through P-CSCF_B. For the purposes of media plane security, both networks have a key management centre, KMC_A and KMC_B respectively, which could be realised as SIP application servers.

During establishment of a call, S-CSCF_A and S-CSCF_B intercept the signalling flow and request KMC_A and KMC_B respectively to help establish an end-to-end protected media channel or channels. The security association establishment messages could be integrated with the call establishment signalling. After call establishment, the end-to-end media channel can be protected using the agreed security association.
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A simple key management mechanism could work as follows:

1. For each media call, KMC_A generates a key component, Ka. Ka is transmitted to UE_A over the protected IMS control plane channel between UE_A and P-CSCF_A. KMC_B also generates a similar key component, Kb, which is transmitted to UE_B over the protected channel between UE_B and P-CSCF_B.
2. UE_A and UE_B exchange key components over the protected IMS control plane channel.

3. UE_A and UE_B both generate a shared key, Kab = Ka xor Kb, which is used to protect the end-to-end channel.

In a variant of the above mechanism, KMC_A and KMC_B exchange Ka and Kb, generate Kab, and then distribute Kab to their respective UE over the protected control plane channel.

A further alternative would be for UE_A and UE_B, with the help of KMC_A and KMC_B, to exchange their existing IMS control plane keys and generate the end-to-end key by combining them in some way, e.g. Kab = KDF(CK_A, IK_A, CK_B, IK_B), where KDF is a Key Derivation Function. Such a mechanism would be similar to the mechanism that was originally proposed, but never standardised, for protecting UMTS Release 99 on an end-to-end basis at the bearer level [S3-010089].
Another alternative would be to establish keys using the 3GPP Generic Bootstrapping Architecture. 

The messages necessary to realise this key management protocol could be integrated into a fully-fledged security association establishment mechanism which is integrated into the call establishment procedures. 
4 Improving security

With the simple key management approaches described in the previous section, the end-to-end key, or information that could be used to derive it, is exposed in the core network. This might be sufficient if it is only needed to protect the access links. However, if a higher level of security is required then the following options are possible:

1. End-to-end key not exposed outside UEs or across inter-network links

One approach would be for the respective key management centres to establish a secure connection in order to exchange the key components Ka and Kb. The key management centres would then generate Kab and send it to the P-CSCF via the S-CSCF for secure transmission to the UE over the protected IMS control plane access link. The path between key management centre, S-CSCF and P-CSCF could be protected using operator internal mechanisms.

2. End-to-end key not exposed outside UEs (true end-to-end security)
This approach requires an elaborate key management architecture probably based on Public Key Infrastructure. 
5 Security association agreement

Regardless of the key management approach, some method is needed to integrate the key management messages into the SIP-based call establishment procedures. In addition, a protocol is needed to allow the involved UEs to negotiate the necessary security association including details of the algorithms which should be used to protect the end-to-end media channel or channels.

Various options for security association agreement could be envisaged. At least the following approaches should be considered:

· IKE [RFC2409]
· TLS [RFC2246]
· MIKEY [RFC3830]
6 End-to-end media protection mechanism
The end-to-end media channels could be protected using various methods. One consideration is what layer security should be applied at. Mechanisms could range from IPsec [RFC2401] at the lowest layer to application-specific methods such as SRTP [RFC3711] at the highest layer.  It is expected that there will be a dependency between the protection method and the method for security association agreement.
7 Issues

7.1 Lawful interception

In all cases except in the case that true end-to-end security is provided, the network operator has access to the end-to-end key and can in principle provide a lawful interception interface for access to plaintext media traffic. However, it is for further study whether 3GPP can or should standardise true end-to-end security where access to plaintext by the network operator or a lawful interception agent would not be possible. 
It should be noted that non-3GPP VoIP solutions already provide true end-to-end security. It should also be noted that once the basic framework for end-to-end media protection is provided then it might be relatively easy for the mobile customer to use his own end-to-end keys to evade lawful interception in the network, even if the network operator does not provide a key management solution for true end-to-end security. 
7.2 Packet inspection and flow based charging

If encryption is applied then it may affect the ability of the operator to perform packet inspection and/or flow based charging. One solution might be to apply encryption at a higher layer in the protocol stack. Applying encryption at a higher layer may have other advantages such as improved efficiency. However, it has the disadvantage that different encryption solutions are needed for different media protocols. It may be possible to re-use the same security association establishment mechanism even if a different encryption solution is used for each media protocol, but this is not guaranteed. 

Another approach might be to rely on packet inspection and flow based charging at the IP layer. In particular, with Gx+
 “deep” packet inspection for IMS services is not required anymore. Instead the SDP exchange in the IMS control plane should provide sufficient information so that it is only needed to look at the IP headers and port numbers in the media plane. 

Note that even the “access link only” solution for media protection might interfere with packet inspection and flow based charging depending on where media encryption is terminated and what layer in the protocol stack it is applied at. Note also that packet inspection and flow based charging cannot be applied in 3GPP Direct IP access scenario since there is no gateway in the PLMN.

It is for further study whether the adaptations that are needed to support packet inspection and flow based charging make the overall solution too complicated.
7.3 Virus filtering and spam prevention

If encryption is applied end-to-end, then this may impact on the ability to filter IMS traffic for the purpose of virus detection and spam prevention. While source based filtering should still be possible, any filtering based on the content of the communications is impossible without decryption in the core network. One approach may be to allow trusted sources to sent end-to-end encrypted traffic, but to decrypt and filter traffic from untrusted sources. 
It is for further study whether the adaptations that are needed to support packet virus filtering and spam prevention make the overall solution too complicated.
7.4 Multiparty calls
For PoC, a different Kab could be used for every point-to-point link. However, for true multiparty calls a different solution is needed. One solution would be to terminate media protection at the bridging function for multiparty calls. If true end-to-end security is needed for multiparty calls then an alternative security architecture based on group keys would need to be developed, but this type of solution might become too complicated. Further adaptations might be needed to support the optional requirement to use MBMS for downlink PoC talk bursts.
It is for further study whether the adaptations that are needed to support multiparty calls make the overall solution too complicated.
7.5 Transcoding

If there is transcoding on the media plane, then end-to-end media protection cannot be applied. One solution would be to terminate media protection at the transcoding function on both sides of the link. For interconnection to PSTN, encryption could be terminated in the interworking function.
It is for further study whether the adaptations that are needed to support transcoded calls make the overall solution too complicated.
7.6 IP version

It is for further study whether the solution is compatible with IP version interworking and NAT/PT.
8 Conclusion
It is proposed that SA3 consider applying IMS media plane protection on an end-to-end basis rather than on the access link in order to save resources in the network. It is proposed to further study the issues identified in this contribution.
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� Gx+ is the evolution of Go and flow based charging Gx that is being discussed in 3GPP for Release 7 in TR 23.803 [23803].
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