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Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee TISPAN out of the NGN-project.

Introduction

{Editor’s note: to be done…}
1
Scope

The present document holds the NGN Release 1 security architecture as a stage 2 specification. The document defines security issues primarily for the first NGN release documentation. Security issue for NGN release definitions beyond release 1 may also be captured but are not mandatory for the first release.

This specification 

· determine the necessary security functionality,

· describe suitable security functions, components and building blocks

· scopes the NGN security architecture to first and later release definitions.

This specification covers the security issues pertaining to TISPAN NGN. This includes the security aspects of the NGN functional architecture ([NGN-FuncArch]) and its subsystems ([NGN-NAS], [NGN-Emul], [NGN-IMS1], [NGN-IMS] and [NGN-RAC]), re-uses security functions and components from 3GPP IMS security as appropriate.

This document addresses the security issues of the NGN core network and the NGN access network(s).

This document focuses on the IP-inherent NGN IP-related security issues, but does not specify non-NGN, non-IP related security matters, notwithstanding the possibility to identify any such security issues herein.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

{Editor’s note: Continuously check for most recent/updated versions of 3G TSs.

Place references in the text where appropriate/necessary; complete the list of references

References in italic still need to be evaluated.}
[NGN-R1SecReq]
Draft TS TS 187 001: TISPAN; NGN Security – Requirements - NGN Release 1; (WI DTS/TISPAN-07014-NGN_SEC-ReqR1)

[NGN-FrWReq]
TISPAN; NGN Security – Framework and Requirements - Release Independent; (WI DTR/TISPAN-07015-NGN_SEC-FR)

[NGN-SecTRA]
Draft TR 187 002: TISPAN; NGN Security – Threat and Risk Analysis - NGN Release 1; (WI DTR/TISPAN-07016-NGN_SEC-TRA)

[NGN-SCP]
TISPAN; Requirements for a NGN Session Control Protocol and analysis of the IMS SIP profile meets these requirements (WI DEG/TISPAN-02016-NGN)

[NGN-FuncArch]
TISPAN; NGN Functional Architecture for NGN Release 1; (WI DES/TISPAN-02007-NGN-R1)

[NGN-ArchFW]
TISPAN; NGN Architecture Framework; (WI DES/TISPAN-02018-NGN)

[NGN_REL1]
TISPAN NGN V<0.2.1> (2004-06); Release 1: Release Definition (WI DTR/TISPAN-01016-NGN)

[NGN-Emul]
TISPAN; NGN Release 1: Functional architecture for PSTN/ISDN Emulation; (DES/TISPAN 02019 V0.0.2 (2004-09)).

[NGN-RAC]
TISPAN; NGN Release 1: Functional Architecture; Resource and Admission Control Sub-system (RACS) (WI DES/TISPAN-02020-NGN-R1)

[NGN-NAS]
TISPAN; NGN Functional Architecture; Network Attachment Sub-system; (WI DES/TISPAN-02021-NGN-R1)

[NGN-Service]
TISPAN; Service Requirements for end-to-end session control in multimedia networks; (WI DTR/TISPAN-01013-NGN-R1)
[NGN-XCAP]
Draft ETSI TS 183 023 V0.4.0 (2005-06); TISPAN NGN Release 1; PSTN/ISDN Simulation Services; Extensible Markup Language (XML) Configuration Access Protocol (XCAP) over the Ut interface for Manipulating NGN PSTN/ISDN Simulation Services; (WI DTS 03046)
[NGN-FuncReq] TISPAN, NGN Functional Requirements(WI DTS/TISPAN-01017-NGN)

[NGN-Tlogy]
TISPAN; NGN Terminology (WI DTS/TISPAN-01018-NGN, 03bisTD21r1)

[3GIMS-Sec]
3GPP TS 33.203 V6.3.0 (2004-06) - 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Access security for IP-based services (Release 6).
[3GSPO]
3GPP TS 33.120 V4.0.0 (2001-03); 3rd Generation Partnership Project (3GPP); Technical Specification Group (TSG) SA; 3G Security; Security Principles and Objectives (Release 4).

[3GSA_STReq]
3GPP TS 21.133 V4.1.0 (2001-12) 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Threats and Requirements (Release 4).

[3GNDS-IPSec]
3GPP TS 33.210 V6.3.0 (2003-09) - 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Network Domain Security; IP network layer security (Release 6).
[3GSecArch]
3GPP TS 33.102 V6.0.0 (2003-09) 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security architecture (Release 6)
[3GNDS-AF]
3GPP TS 33.310 V6.1.0 (2004-06) - 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Network Domain Security (NDS); Authentication Framework (AF) (Release 6).
[3GPresSec]
3GPP TS 33.141 V6.0.0 (2004-06) - 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Presence service; Security (Release 6).
[3GHTTPS]
3GPP TS 33.222 V6.0.0 (2004-06) - 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS) (Release 6).
[3GGAA_gba]
3GPP TS 33.220 V6.0.0 (2004-06) - 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Generic Authentication Architecture (GAA); Generic bootstrapping architecture (Release 6).
[3GSIPSDP]
3GPP TS 24.229 V6.3.0 (2004-06) 3rd Generation Partnership Project; Technical Specification Group Core Network; IP Multimedia Call Control Protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3 (Release 6).

[TR 101 771]
ETSI ETR 101 771 V1.1.1 (2001-04) - TIPHON Release 4; Service Independent requirements definition; Threat Analysis.

[ETR 332]
ETSI ETR 332, (1996-11); Security Techniques Advisory Group (STAG); Security Requirements Capture.

[ETR 232]
ETSI ETR 232, (1995-11); Security Techniques Advisory Group (STAG); Glossary of Security Terminology.

[SSO]
TIPHON Release 5; Protocol Specification; TIPHON Single-Sign-On Registration Procedure; (WI DTS/TISPAN-03016-NGN_R1)

[NGN-IMS]
TISPAN; Endorsement of “IP Multimedia Call Control Protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP) Stage 3 (Release 6)” for NGN Release 1; (DES/TISPAN-03019-NGN-R1)

[NGN-IMS1]
TISPAN NGN Functional Architecture Release 1 - IP Multimedia Subsystem (IMS); (DES/TISPAN-02029-NGN-R1)

[NGN-Emul]
TISPAN; NGN Release 1: Functional architecture for PSTN/ISDN Emulation; (DES/TISPAN 02019 V0.0.2 (2004-09)).

[ENUM-SEC]
TISPAN; ENUM privacy and security; (WI DTR/TISPAN-04002-NGN)

[NGN-OSS]
TISPAN; OSS interface requirements for NGN: Overview of existing standards and gap analysis; (WI DTR/TISPAN-08003-NGN)

[NGN-OSS_IF]
TISPAN; OSS interface requirements for NGN: OSS definition of requirements and priorities for further network management specifications for NGNOSS definition of requirements and priorities for further network management specifications for NGN; (WI DTS/TISPAN-08004-NGN)

[NGN-OSS-Vision]
TISPAN; Vision got NGN OSS; (WI DTR/TISPAN-08006-NGN)

[NGN-OSS-Arch]
TISPAN; NGN OSS Architecture Release 1; (WI DTS/TISPAN-08007-NGN-R1)

[NGN-OSS-SR]
TISPAN; NGN OSS Services Release 1; (WI DTS/TISPAN-08008-NGN-R1)

[IETF-RFC3261]
IETF; SIP: Session Initiation Protocol; (RFC 3261) 

…

{Editor’s note: The following documents touch security issues and are identified as a to-do list; should be tracked and cross-checked with this document for sanity.

· 03bTD18: Open section on security issues for video telephony.

· 04TD149: Security issues for accessing TISPAN multimedia services

· 03bTD35: RACS Reqs: authentication/authorization of the AF.

· 03bTD38: THGCF – Topology Hiding Gateway Function.

· 03bTD45: NGN functional Architecture R1: BGF/antispoofing IP addresses, NASS/authentication/authorization/access control, RACS admission control, Security Gateway, HSS/User id/user security info, SGF/SS7 FW, IBCF/NATP/FW; Cx IF w security; Gq authorization;
see also 03b070 “Implementation utilizing an IMS-based core”.

· 03bTD48: NAS: UAAF, AMF, CLF, e1 IF, e6 IF, PANA configuration; 

· 03bTD65: Service requirements for E2E session control: trust assumption; sign-on; netw-initiated re-registration; private user identity, var. identities; security requirements; 

· 03bTD44: Rel1 PSTN/ISDN emulation scenario: identification of SIP resources/users; non-reqs?: SIP headers

}
3
Definitions, symbols and abbreviations

{editor’s note: this entire clause needs to be completed once the document is relatively stable…}
3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

3.2
Symbols

For the purposes of the present document, the following symbols apply:

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:
AP
Authentication Proxy
AS
Application Server
NAF
Network Application Function
UE
User Equipment

XCAP
eXtensible Markup Language (XML) Configuration Access Protocol (XCAP)

4 Overview of the NGN Security Architecture

This clause provides an overview of the NGN security document. The entire document can be seen as a documented output of a security process that loops through several stages; see Figure 1, where arrows indicate logical steps and dependencies.

The document assumes existence of a well-defined NGN architecture that is based upon the IMS architecture. Likewise, this document assumes the corresponding IMS security architecture; NGN architecture. IMS architecture and IMS security architecture are shown as dashed boxes; those prerequisites are not specified further in this document.

At the beginning of the process, clause 5 states general NGN relevant security goals and overall security objectives for that process. That clause also captures the NGN security requirements that are grouped according to various security categories and functional/physical entities. Tables following summarize the stated NGN security requirements.

In a next stage, a separate clause identifies the security threats that are subject to the NGN architecture. Another clause assesses the security threats in terms of a risk analysis and classifies the security threats into risk classes. This may yield a certain priority of security issues or could be considered as differently secured NGN target environments (commercial-grade security, high security, etc) that may or may not share a common security “core”.

Another clause gives considerations on how to choose the strength of security mechanisms that is compliant with the results and findings of the risk analysis.

Further clauses identify security relevant interfaces and security relevant scenarios.

From all the gathered results, several clauses specify the NGN release 1 security architecture with security interfaces, the security functions and security protocols, security building blocks and security components.
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Figure 1: NGN Security Process and Overview of NGN Security Documents

Security architecture(s) for further and future NGN releases will be specified by separate documents.

4.1
Overall NGN Security
{Editor’s note: This section is very draft and requires significantly further work.

Following comments from TISPAN#6 have not been done yet: 

· Some text may be too focused on “authentication”; need to expand the text to cover other security mechanisms such as integrity and confidentiality protection 

· Need to add good figures on roaming 

· Need to better describe both a) security of the interface, and b) security service provided by the interface  }

The following approach to an NGN R1 security architecture is taken:

1) The NGN architecture is structured into domains of security.

{editor’s note: a better term for domain in this context might be security stratum/area. Domain security is not to be confused with security domains!}
2) The NGN architecture is decomposed into administrative security domains.

3) The NGN R1 security architecture reflects domain security and security domains and describes security interfaces.

4.1.1
Domain Security

The overall NGN Security Architecture is structured from the TISPAN NGN Functional Architecture ([NGN-FuncArch]) by splitting it into three vertical domains, i.e.

· Access Domain Security,

· NGN Domain Security and 

· Interconnecting Security.

{Editor’s note: Ensure that these three terms are consistent with the NGN functional architecture. 02007 has not defined such terms!}
Access Domain Security consists of two parts, the network attachment part and the service layer part. The network attachment includes network level authentication between UE and NASS. The NGN service layer has a separate application level user authentication, and it takes place between the UE and the NGN service subsystems and/or the applications.

NGN Domain Security (NDS) refers to security within a NGN operator domain and between NGN operator domains that have a fixed roaming agreement. A network operated by a single operator will typically constitute one NGN Domain although an operator may subsection its network into separate sub-networks.

{Editors note: It is assumed that NGN Domain Security will re-use 3GPP Network Domain Security. Details are FFS.}

Interconnecting Security integrates an NGN Security Domain into other networks.

Figure 1 provides an overview of the NGN architecture showing domain security.

Note that the Figure is an simplification of the security architecture, and the borderlines between security domains is not straightforward.
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Figure 1: TISPAN NGN overall architecture with domain security

{Editor’s note: Are applications really part of the access domain? Applications are not part of the access network; see NGN R1 Terminology.

Access Network [0001]: The collection of network entities and interfaces that provides the underlying IP transport connectivity between the device and the NGN entities. An example of an "Access Network" is ADSL.

IP-Connectivity Access Network [TS 23.228]: refers to the collection of network entities and interfaces that provides the underlying IP transport connectivity between the UE and the IMS entities. An example of an "IP-Connectivity Access Network" is GPRS.

core network[2007]: portion of the delivery system composed of networks, systems equipment and infrastructures, connecting the service providers to the access network
Other problems with Fig. 1: NASS and RACS components could be distributed across operators: Hence interconnecting security should touch some parts of RACS and of NASS too. So Fig 1 may not be best suited to define domains of security.

What Fig.1 might be useful for instead is to identify security subsystems such as

· NASS security

· RACS security

· PSTN/ISDN emulation subsystem security

· Core IMS security

· Other subsystem security

· Application security

· User profile security

· Transfer function security

· Other networks security

· UE security

· Etc…}

4.1.1.1 Access Domain Security

{Editor’s note: may prove useful to have first a definition on access domain available before defining access domain security}

Access Domain Security consists of two sublevels, i.e. the network attachment level and the service layer level. At the network attachment level, network level authentication is applied. This type of authentication shall be based on implicit or explicit user identity and authentication credentials stored in the NASS [ES 2021].

{Editor’s note: where is it stated that the access domain includes a service layer?}

At the service layer, application level user authentication is applied. This type of authentication is performed between the UE and the NGN service subsystems / applications and shall be based on the user identity that is relevant at the level of these subsystems/applications. Further details are available in the specification of each subsystem.

{Editor’s note: According to Figure 1, there should also be an application access domain security.}
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4.1.1.2
Service Layer Security

4.1.1.2.1
The "Core" IP Multimedia Subsystem (IMS)

The IP Multimedia Subsystem (IMS) core component of the NGN architecture (Core IMS) supports the provision of SIP-based multimedia services to NGN terminals.  It also supports the provision of PSTN/ISDN simulation services.
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4.1.1.2.2
The PSTN/ISDN Emulation subsystem (PES)

{Editors note: This is a placeholder for PES security. It is currently unclear if some security work on this area is needed in NGN R1. WG7 is waiting for further information from WG1 and WG2.}
4.1.1.2.3
Common components

{Editors note: Security issues related to NGN common components are for further study.}
4.1.1.3
NGN Domain Security

{Editor’s note: Don’t understand the comment: “Section 6 should be regarded as for further study as tunnelling is not necessarily appropriate for TISPAN NGN”???}

NGN Domain Security refers to security within a NGN operator domain and between NGN operator domains that have a fixed roaming agreement. NGN Domains are networks that are managed by a single administrative authority. The same level of security and usage of security services will be typical within a NGN Domain. A network operated by a single operator will typically constitute one NGN Domain although an operator may subsection its network into separate sub-networks.

{Editors note: It is assumed that NGN Domain Security will re-use 3GPP Network Domain Security. Details are FFS. For example, the 3GPP Network Domain Security does not cover the user plane. It is not yet clear if TISPAN NGN Domain Security should cover the NGN Transport Layer or not.}
4.1.1.4
Interconnecting Security

NGN may interconnect with several types of networks, e.g. at the service layer with SS7-based networks or IP-based networks, and at the transfer level with TDM-based or with IP-based networks. Interconnection may take place within the NGN trust domain, or between NGN and non-NGN trust domains. More details of NGN Release 1 interconnections are available in [ES 2007]. Figure 5 represents IP-based interconnection.













4.1.2 Security Domains

Definition of security domain ([ETR 232]): A set of entities and parties that is subject to a single security policy and a single security administration.

{Editor’s note: Further definitions of security domain:}
Security Domain ([TS 33.210]): Networks that are managed by a single administrative authority. Within a security domain the same level of security and usage of security services will be typical.

Security domain ([X.805]): A set of elements, a security policy, a security authority and a set of security-relevant activities in which the set of elements are subject to the security policy for the specified activities, and the security policy is administered by the security authority for the security domain.

The following principal security domains are identified in the general case where the access provider hosts some IMS services and the core IMS provider in the home network domain further provides IMS services:

· Customer’s domain that includes UE (owned by customer or by operator).

· Access network security domain including the visited domain with FEs hosted by the access network provider.
· Visited NGN network security domain with FEs hosted by a visited network provider where the visited network may provide access to some application services (AF). The visited network provider may host some applications and may own an own database of subscribers. Alternatively, or additionally, the visited network provider may outsource some application services to the home network provider or even to a 3rd application provider.
· Home NGN network security domain with FEs hosted by the home network provider where the home network may provide some application services (AF). The home network provider hosts some applications and owns a database of subscribers.
· 3rd party application network security domain with FEs hosted by the ASP where the ASP provides some application services (AF). The ASP may be a separate service provider different from the visited or the home network provider. The ASP may need to deploy authorization information offered by the visited or home network provider.
· 
· 
· 
· 
{editor’s note: include a figure here that shows the various security domains.}
Figure 1 shows the partitioning of the NGN network with NASS and RACS into security domains.

Note: The boxes labelled “NASS” “RACS” denote a certain collection of FEs of the respective subsystem. The box labelled “APPL” denotes hosted applications; applications are optional.
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Figure 2: NASS & RACS NGN Architecture with Security Domains

{Editor’s note: extend figure with IMS, PES,…} 
4.1.2.1
Usage of Security Gateway Functions within and across security domains

Security gateways (SEGs) for IMS network domain security are considered primarily functional components; we call them thus Security Gateway Function (SEGF). The SEGF may be a SW-security component that is co-located with other functional entities within a physical device or a SEGF may actually be part of an own physical device (i.e. crypto box) that is added "in front" of another to be secured device. SEGF deploy the Za, Zb security interfaces among themselves and thereby secure other NGN interfaces on top; Za interface is among two SEGFs while Zb interface is among a SEGF and any other FE.

SEGFs shall be deployed in all NGN network elements where corresponding interfaces cross security domain boundaries; e.g. in V-P-CSCF-to-H-I/S-CSCF etc. Such SEGFs shall implement the manual shared keying or may implement the PKI-based certificate keying, depending on SLA among network operators.

SEGFs may optionally be deployed within a security domain (access/visited and home network domain) to secure the interfaces among two functional elements within a security domain, the decision to use such SEGS for purpose is left to the network operator. Such SEGFs may implement manual keying or may implement the PKI-based certificate keying.

5
NGN Release 1 Security Interfaces and Security Architecture
5.1
Strength of Security Mechanisms

Given the NGN risk analysis and the NGN security requirements, this clause provides guidance on choosing an appropriate strength of the NGN security mechanisms.

{editor’s note:This requires to use an agreed upon understanding of what comprises an acceptable security level for NGN, resp. which security risks are in/out of scope for NGN Rel.1?

Does it make sense to reference [3GCAR]?

Consider scoping the section for mandatory to implement security mechanisms and crypto algorithms ?

Do we need to consider security mechanism profiles addressing different application environments?

Address exportability issues.

Need of a security profile(s) with a consistent security level?

}

5.2
Security mechanism interworking

{editor’s note: define profiles of mandatory/optional to implement security mechanisms/ algorithms.}

5.3
NGN-relevant Security Interfaces

This clause identifies the security interfaces that are relevant in NGN.

{editor’s note: need to figure out usable pictures showing interfaces (e.g. from func/ref archt. Document.

03Td106, 03td172,…

need picture with security interfaces, 

describe security issues for protocol across the exiting interfaces

}
5.3.1
Network attachment security interfaces
{Editors note; This section has been mainly copied from [ES 02021]. Any changes to [ES 02021] need to be updated also in this section.

Mention explicit/implicit authentication}
The Network Attachment Subsystem provides the following security functionalities:

· authentication taking place at the IP layer, prior or during the address allocation procedure,

· authorisation of network access based on user profiles,

The Network Attachment Subsystem (NASS) comprises the following security related functional entities that are relevant for Access Domain Security:

· Customer Network Gateway (CNG) requests access from the network. 

· The Access Management Function (AMF) translates network access requests issued by the CPE. It is involved e.g. with allocation of an IP address, however, its main role in security is to forward requests to the User Access Authorisation Function (UAAF) to authenticate and authorize the user.

· User Access Authorisation Function (UAAF) performs user authentication, as well as authorisation checking, based on user profiles, for network access. For each user, the UAAF retrieves authentication data and access authorization information from the user network profile contained in the Profile Data Base Function (PDBF). The UAAF performs also the collect of accounting data for the user changing each CPE  authenticated by NASS.

Figure 2 provides an overview of the relationships between these functional entities and related reference points. Further details about these and other NASS functionalities and the complete NASS architecture can be found in [ES 2021].
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Figure 2: NASS functions involved with secure network attachment

5.3.1.1
Reference Point e1 (CNG - AMF)

This reference point enables the user equipment to provide user credentials (password, token, certificate…) to the Network Attachment Subsystem (NASS) in order to perform network access authentication. This reference point may also enable the NASS to provide authentication parameter to the CPE to perform the network authentication when mutual authentication procedure is required. Based on the authentication result, the AMF authorizes or denies the network access to the user equipment.

5.3.1.2
Reference Point a3 (AMF – UAAF)

This reference point allows the AMF to request the UAAF for user authentication and network subscription checking.

5.3.1.3
Reference Point e5 (UAAF – UAAF)

This reference point is intended to be used by UAAF to contact another UAAF possibly in other network.

5.4.2
Service layer security interfaces
5.4.2.1
The "Core" IP Multimedia Subsystem (IMS)

The IP Multimedia Subsystem (IMS) core component of the NGN architecture (Core IMS) supports the provision of SIP-based multimedia services to NGN terminals.  It also supports the provision of PSTN/ISDN simulation services.

The architecture of this subsystem is further described in [ES 2029]. Figure 3 provides an overview of the architecture, interfaces related to Access Security Domain are marked by dashed line.
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Figure 3: NGN IMS Architecture - Access Domain Security

{Editor’s note:

Regarding Fig. 3 of TD276, we need to identify which are the open interfaces. It was noted that as this diagram addresses the access domain only, the Core IMS should be represented as a black box.
Does Cx belong to access domain security?

}
5.4.2.1.1
Reference Point Gm (UE/B2BUA – P-CSCF)

The Gm reference point supports secure communication between UE/B2BUA and the IMS, e.g. related to registration and session control. Security set-up shall be possible using an ISIM application.

The security association between UE/B2BUA and P-CSCF is established during IMS registration procedure. All subsequent session control messages will use this security association.

{Editors note: Exact security mechanism for Gm interface is FFS. Current candidates are TLS/AKA, and UDP enhanced IPsec/AKA.}
Note: According to [ES 1025], early implementations may use the so-called “line authentication” mechanism. This mechanism is optional for implementation, and currently out of the scope of this document.
5.4.2.1.1.1
TISPAN Back-to-Back User Agent

{Editor’s note:

· Is the B2BUA a new element in the NGN architecture? The B2BUA is an optional element. 3G-IMS architecture does not have the concept of a B2BUA; the B2BUA is TISPAN-NGN specific.

· Interfaces from B2BUA to the terminal side need to address security.

· What happened to the WLAN component within the B2BUA? The presence of a WLAN stack within the B2BUA may be a significant security problem. A need was hence recognized to improve the security of a WLAN-enabled B2BUA.

· It was clarified that the B2BUA is under control of an operator; the B2BUA has a fixed ISIM. How does the B2BUA identify the terminal?

}
User may gain access to TISPAN IMS services by using a non-ISIM capable SIP UA via a TISPAN Back-to-Back User Agent (B2BUA). TISPAN B2BUA is a SIP B2BUA, which has a full TISPAN IMS Release 1 UA interface towards the TISPAN IMS network. The interface towards to the local user is not specified by this standard; however, it could be for example IETF compatible SIP UA [RFC3261], softphone, IP phone, IAD/DECT or some other possibly proprietary phone system. One potential realization of TISPAN B2BUA is presented in Figure below.
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Figure 4: Potential realization of TISPAN B2BUA

The operator shall disable all implicit registrations sets from the HSS, on behalf of those ISIMs that are dedicated to B2BUAs. If there are implicit registrations sets defined in the HSS, then the implementation of B2BUA gets a lot harder. It is recommended that the ISIM include only one Public User Identity.

B2BUA device should be robust, and therefore it should store the registrations states (local and IMS registration states) and security connections states to a memory that is not erased during outages. It is recommended that the B2BUA and the local UAs authenticate each other, and communicate using some security mechanism. The content of these security measures are out of the scope of this document.

If the B2BUA has phone capabilities by itself, then that phone should be treated like any other local phone.

Note 1: A typical B2BUA would work as follows. When the B2BUA device is switched on, and the first local UA is registered, then the B2BUA registers the B2BUA identity. The B2BUA identity is one of the public user identities that are stored to the ISIM. B2BUA gets all the associated URIs from P-Associated-URI header field during the registration of explicit line identity. Then the B2BUA continues processing the local registration request, assuming that the local registration request is related to one of the associated Public User Identities. After these steps the B2BUA should monitor the registration state by subscribing to the registration event package in S-CSCF. Subsequent local registration requests do not initiate the registration of explicit line identity. The incoming calls that are directed to the B2BUA identity are automatically directed to all connected UAs. Personal identities are always explicitly registered, and incoming calls to them are always directed only to associated UAs.

Note 2: Devices that have an ISIM do not have to use B2BUA.

Appendix B includes some informative implementation notes on the TISPAN B2BUA.

5.4.2.1.2
Reference Point Cx (CSCF - UPSF)

The Cx reference point supports information transfer between CSCF and UPSF. Further information on the Cx reference point is provided in [TS 24.229]. The following security related procedures are supported:

3) Procedures related to authorisation (e.g., checking of roaming agreement)

4) Procedures related to authentication: transfer of security parameters of the subscriber between UPSF and CSCF

Cx reference point shall support IMS AKA as mandatory authentication mechanism.

5.4.2.1.3
Reference Point Gq’ (P-CSCF - RACS)

The Gq’ referece point is used by P-CSCF to reserve resources from the transport layer. Important security functionality is related to traffic filtering. C-BGF filters unauthorized media streams, i.e. it only passes media packets through if P-CSCF has authorized them. P-CSCF uses the content of SDP payload of existing SIP sessions when making the authorization decisions.

Gq’ reference point is seen as internal interface in the operator network. Network configuration shall take care that this interface is not accessable outside the trust domain.

{Editors note: It may be possible that Gq’ would cross administrative boundaries, i.e. is inter-operator interface. This issue is FFS.}
5.4.2.1.4
Reference Point Ut (UE - ASF)

This interface enables the user to manage information related to his services, such as creation and assignment of Public Service Identities, management of authorization policies that are used e.g. by Presence service, conference policy management, etc.

Ut interface shall be protected with TLS. Mandatory to implement TLS algorithms are specified in [TS 33.222].

Authentication may be based on the Generic Authentication Architecture (GAA) as defined in [TS 33.222]. If the Generic Authentication Architecture (GAA) is not used, the UE and ASF shall support the HTTP Digest mechanism for client authentication. The HTTP Digest authentication shall conform to [RFC2617] with the following clarifications:

· The HTTP server (“401 Unauthorized”) shall be used;

· the “rspauth” parameter may be used to provide mutual authentication;

· the “username” parameter shall contain the SIP URI identifying the user (the public user identity);

· the “qop” header shall be set to “auth-int”.

5.4.2.1.5
Reference Point Ia (IWF – non-compatible SIP)

Interconnection with external networks supporting a non-compatible version of SIP is performed at the Ia reference point, via the IWF. This interface may support TLS as specified in [TS 33.203].

5.4.2.1.6
Reference Point Ic (IBCF – IMS)

IP-based interconnection with external networks supporting IMS is performed at the Ic reference point, via the IBCF. Ic interface is protected using 3GPP Network Domain Security as specified in [33.210].

Network Domain Security refers to security within a NGN operator domain and between NGN operator domains that have a fixed roaming agreement. NGN Domains are networks that are managed by a single administrative authority. The same level of security and usage of security services will be typical within a NGN Domain. A network operated by a single operator will typically constitute one NGN Domain although an operator may subsection its network into separate sub-networks.

5.4.2.1.7
Reference Point Id (IBCF – I-BGF)

Id interface is used by IBCF to reserve resources from the transport layer. Important security functionality is related to traffic filtering. I-BGF filters unauthorized media streams, i.e. it only passes media packets through if IBCF has authorized them. IBCF uses the content of SDP payload of existing SIP sessions when making the authorization decisions. 

Id reference point is seen as internal interface in the operator network. Network configuration shall take care that this interface is not accessable outside the trust domain. 

5.4.2.1.8
Reference Point Ut (UE – AS)

[NGN-XCAP] defines the Ut interface between a UE and an AS for the purpose of manipulating user controlled setting and variables at the AS for execution of one or more PSTN/ISDN simulation services and supplementary services; see Figure 1.
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Figure 1: Ut interface
5.4.3
Interconnection Security Interfaces
NGN may interconnect with several types of networks, e.g. at the service layer with SS7-based networks or IP-based networks, and at the transfer level with TDM-based or with IP-based networks. Interconnection may take place within the NGN trust domain, or between NGN and non-NGN trust domains. More details of NGN Release 1 interconnections are available in [ES 2007]. Figure 5 represents IP-based interconnection.
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Figure 5: IP Interconnection

5.4.3.1
Interconnecting security at the transport layer

Iz interface is used by IBCF to reserve resources from the transport layer. Important security functionality is related to firewall control. I-BGF act as the so-called “pinhole firewall” for media streams, i.e. it only passes media packets through if IBCF has authorized them. IBCF uses the content of SDP payload of existing SIP sessions when making the authorization decisions.

Iz reference point is seen as internal interface in the operator network. Network configuration shall take care that this interface is not accessable outside the trust domain.

5.4.3.2
Interconnecting security at the service layer

Security measures when interconnecting with SS7 networks are out of the scope of this document.

IP-based interconnection with external networks supporting is performed at the Ic reference point, via the IBCF.

{Editors note: Security mechanisms for the Ic reference point are FFS.”}
Interconnection with external networks supporting H.323 is performed at the Ia reference point, via the IWF. 

{Editors note: Security mechanisms for the H.323 based Ia reference point are FFS.}
Interconnection with external networks supporting a non-compatible version of SIP is performed at the Ia reference point, via the IWF. This interface may support TLS as specified in [TS 33.203].

6
NGN Security Architecture

This clause describes the TISPAN NGN security architecture for Release 1.

6.1
NASS & RACS Security Architecture

Figure 3 shows the NGN architecture with the NASS and RACS FEs. The FEs are mapped to the five domains.

SEGFs security shall protect the interdomain interfaces between the NGN network security domains.

SEGFs shall be placed such in-between two FEs such that FE1 and FE2 are located in two distinct security domains. All signaling traffic across interface If exchanged between FE1 and FE2 shall be routed through security gateway functions (SEGF).

Za interface (IKE+ESP tunnel) is mandatory to implement; Zb (KE+ESP tunnel) is optional to implement; see TS 33210 clause 5.6.2.

Figure 3 shows the most general case. The general security architecture case can be collapsed iteratively into fewer (security) domains (not shown): e.g., home network and visited network within one security domain, or access, visited, home network and ASP network all in one security domain. If 3rd party ASP network security domain and home network security domain coincide, then the home network actually hosts the application. The same holds true for the visited network security and the 3rd party ASP network security domain.

It is noted that not all interfaces might occur.

· In NASS scenario 1, the interface e2 with the branches V-CLF-to-H_CLF, V-CLF-to-AF and V-PDBF do not occur.

· In NASS scenario 2, the interface e2 with the branch V-CLF-to-AF and V-PDBF do not occur. 

· In NASS scenario 3, the interfaces e5 and e2 with the branches V-UAAF-to-H-UAAF and V-CLF-to-H-CLF do not occur.

· In NASS scenario 4, the interfaces e5 and e2 with the branches V-UAAF-to-H-UAAF and V-CLF-to-AF do not occur.

It is further noted, that several SEGFs shown as separate functional entities may be co-located; such as for example, the SEGFs around Rq and Di interfaces.

It is noted that there might be further application-specific security protocols (not shown) on top of the Za interfaces. Such security protocols (if any) remain for further study.

Security protection of the e3 interface by SEGFs are just one possibility, there might be other choices.

{Editor’s note: should e3 really be part of NGN R1? Consider, making e3 FFS in NGN R1. Is e3 a management IF? If yes, WG8 should be involved.}
In case SEGFs deploy a Public Key Infrastructure, Interconnection Certification Authorities and SEG Certification Authorities are required; see TS 33.310. Interfaces among Interconnection CAs and SEG CAs for cross certification and certificate distribution are not shown; such interfaces are outside the scope this specification.
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Figure 3: Legend
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Figure 3: NGN Security Architecture with FEs and Security Gateway Functional components
around inter-domain interfaces in access, visited, home and other operator’s networks

6.1.1
NASS Security Architecture

Figure 4 depicts a NGN R1 security architecture for the network attachment subsystem (NASS). NASS functional entities are mapped to the networking domains such as access transport network, visited NGN network and home NGN network. Those networking domains equally represent security domains in the sense of TS 33.210 assuming that each networking domain is being operated by a distinct operator. Security gateway functions (SEGFs) within each security domain shall protect the exposed interfaces in-between security domains and ensure that a minimal security policy among security domains is enforced. SEGFs may also optionally protect the (less exposed, internal) interfaces within a security domain; this is left to the discretion of the network operator.

Figure 4 shows the most general case for the NASS. The general NASS security domain architecture case can be collapsed iteratively into fewer (security) domains (not shown): e.g., home network and visited network within one security domain, or access, visited, home network and ASP network all in one security domain. If 3rd party ASP network security domain and home NGN network security domain coincide, then the home NGN network actually hosts the application. The same holds true for the visited NGN network security and the 3rd party ASP network security domain.

Note: Not all interfaces might occur.

· In NASS scenario 1, the interface e2 with the branches V-CLF-to-H_CLF, V-CLF-to-AF and V-PDBF do not occur.

· In NASS scenario 2, the interface e2 with the branch V-CLF-to-AF and V-PDBF do not occur. 

· In NASS scenario 3, the interfaces e5 and e2 with the branches V-UAAF-to-H-UAAF and V-CLF-to-H-CLF do not occur.

· In NASS scenario 4, the interfaces e5 and e2 with the branches V-UAAF-to-H-UAAF and V-CLF-to-AF do not occur.

Several SEGFs shown as separate functional entities may be co-located; such as for example, the SEGFs around a1 and a3 interfaces.
There might be further application-specific security protocols (not shown) on top of the Za interfaces. Such security protocols (if any) remain for further study.

Security protection of the e3 interface by SEGFs are just one possibility, there might be other choices.

{Editor’s note: should e3 really be part of NGN R1? Consider, making e3 FFS in NGN R1. Is e3 a management IF? If yes, WG8 should be involved.}
For the establishing a trust relationship among two SEGFs, the following options are available:

a) Manually configured, static key in each pair of SEGF. While this avoids a Public Key Infrastructure, scalability across larger number of domains is limited.

b) Use of X.509 digital certificates. This allows scalability across larger number of domains but requires support by a hierarchy of certification authorities (CA). TS 33.310 defines various CA models using an Interconnect CA and a SEG CA. Two security domains require mutual cross certification; the interfaces for achieving mutual cross certification and certificate distribution are outside the scope of this specification.

DTS 187 003 provides further specification details of the NASS security architecture.
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Figure 4: NGN NASS Security Architecture with FEs and Security Gateway Functional components around inter-domain interfaces in access, visited, home and other operator’s networks
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Figure 5: Legend

6.1.2
RACS Security Architecture
Figure 6 depicts a NGN R1 security architecture for the Resource Admission Control subsystem (RACS). RACS functional entities are mapped to the networking domains such as access transport network, visited NGN network and home NGN network. Those networking domains equally represent security domains in the sense of TS 33.210 assuming that each networking domain is being operated by a distinct operator. Security gateway functions (SEGFs) within each security domain shall protect the exposed interfaces in-between security domains and ensure that a minimal security policy among security domains is enforced. SEGFs may also optionally protect the (less exposed, internal) interfaces within a security domain; this is left to the discretion of the network operator.

Figure 6 shows the most general case for the RACS. The general RACS security domain architecture case can be collapsed iteratively into fewer (security) domains (not shown): e.g., home network and visited network within one security domain, or access, visited, home network and ASP network all in one security domain. If 3rd party ASP network security domain and home NGN network security domain coincide, then the home NGN network actually hosts the application. The same holds true for the visited NGN network security and the 3rd party ASP network security domain.

It is further noted, that several SEGFs shown as separate functional entities may be co-located; such as for example, the SEGFs around Ra and Di interfaces.

It is noted that there might be further application-specific security protocols (not shown) on top of the Za interfaces. Such security protocols (if any) remain for further study.

For the establishing a trust relationship among two SEGFs, the following options are available:

c) Manually configured, static key in each pair of SEGF. While this avoids a Public Key Infrastructure, scalability across larger number of domains is limited.

d) Use of X.509 digital certificates. This allows scalability across larger number of domains but requires support by a hierarchy of certification authorities (CA). TS 33.310 defines various CA models using an Interconnect CA and a SEG CA. Two security domains require mutual cross certification; the interfaces for achieving mutual cross certification and certificate distribution are outside the scope of this specification.

DTS 187 003 provides further specification details of the RACS security architecture.
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Figure 6: NGN RACS Security Architecture with FEs and Security Gateway Functional components around inter-domain interfaces in access, visited, home and other operator’s networks
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Figure 7: Legend

6.2
IMS Security Architecture

6.3
PES Security Architecture

6.4
Application Security Architecture

[NGN-XCAP] defines a security protocol (HTTP digest over TLS) for protection of XCAP on the Ut interface between the UE as the XCAP client and the AS (NAF) as the XCAP server with optional involvement of an Authentication proxy (AP) for user authentication, see Figure 2.
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Figure 2: Authentication proxy in the Ut interface path
The XCAP architecture and security architecture for PES is defined in [NGN-XCAP] clauses 4 and 5. The security protocol shall apply as defined in [NGN-XCAP] clause 5. In particular this security architecture endorses the entire clause 5 from [NGN-XCAP] with the addition of the following two paragraphs to [NGN-XCAP] clause 5.2.3.3 “Authorization”:

The AP may indicate an asserted identity or a list of identities to the AS by adding an HTTP X-3GPP-Asserted-Identity header field to the HTTP requests prior to forwarding the request to the AS. In case of multiple identities, they shall be separated by comma (,) and each identity shall be surrounded by quotation marks ("). Whether the AP supports this handling of an asserted identity or a list of identities then it shall depend on local policy in the AP. In addition the subscriber’s application specific or AP specific user security settings may be considered.

The AP may indicate an authorization flag or a list of authorization flags from the application specific user security settings (USS) to the AS by adding a HTTP X-3GPP-Authorization-Flags header field to the HTTP request prior to forward it to the XCAP server. The HTTP X-3GPP-Authorization-Flags header field shall contain a list of authorization flags separated by comma (,) and each authorization flag is surrounded by quotation marks ("). In case the AP supports this handling of authorization flags from USS then it shall depend on local policy in the AP.

7
NGN Security Functions

{editor’s note: identify suitable security functions that meet the NGN security requirements. Identify the IMS security functions and whatever is needed to meet Rel 1.}
TS 33.203 [3GIMS-Sec] clause 6 describes the security mechanisms for 3G IMS, including key management procedure based on IMS AKA (see clause 7); see also [3GPP2-SA].
7.1
NGN Security Protocols

{editor’s note: identify/reference NGN security protocols.}
7.2
NGN Security Building Blocks, Security Components

{security building block: holds one or several security functions, may be composed into a security component. E.g., IPSec bump-in-the-stack module.

security component: An atomic security building block realizing one or several security functions. E.g. a smart-card reader.}
7.2.1
TISPAN Back-to-Back User Agent 

User may gain access to TISPAN IMS services by using a non-ISIM capable SIP UA via a TISPAN Back-to-Back User Agent (B2BUA). TISPAN B2BUA is a SIP B2BUA, which has a full TISPAN IMS Release 1 UA interface towards the TISPAN IMS network. The interface towards to the local user is not specified by this standard; however, it could be for example IETF compatible SIP UA [RFC3261], softphone, IP phone, IAD/DECT or some other possibly proprietary phone system. One potential realization of IMS Residential Gateway is presented in Figure below. 
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Figure 16: Potential realization of TISPAN B2BUA

The operator shall disable all implicit registrations sets from the HSS, on behalf of those ISIMs that are dedicated to B2BUAs. If there are implicit registrations sets defined in the HSS, then the implementation of B2BUA gets a lot harder. It is recommended that the ISIM include only one Public User Identity. 

B2BUA device should be robust, and therefore it should store the registrations states (local and IMS registration states) and security connections states to a memory that is not erased during outages. It is recommended that the B2BUA and the local UAs authenticate each other, and communicate using some security mechanism. The content of these security measures are out of the scope of this document. 

If the B2BUA has phone capabilities by itself, then that phone should be treated like any other local phone.

Note 1: A typical B2BUA would work as follows. When the B2BUA device is switched on, and the first local UA is registered, then the B2BUA registers the B2BUA identity. The gateway identity is one of the public user identities that are stored to the ISIM. B2BUA gets all the associated URIs from P-Associated-URI header field during the registration of explicit line identity. Then the B2BUA continues processing the local registration request, assuming that the local registration request is related to one of the associated Public User Identities. After these steps the B2BUA should monitor the registration state by subscribing to the registration event package in S-CSCF. Subsequent local registration requests do not initiate the registration of explicit line identity. The incoming calls that are directed to the B2BUA identity are automatically directed to all connected UAs. Personal identities are always explicitly registered, and incoming calls to them are always directed only to associated UAs.

Note 2: Devices that have an ISIM do not have to use B2BUA.

Appendix B includes some informative implementation notes on the IMS Residential Gateway. 



7.3
Non-release 1 items (informative)

{editors note: anything not part of release 1 definition, could be part of release 2, or of some future release. This clause may serve as a “to do list” for future NGN releases.}
8
NGN Security Release 2

This clause is for further study.

{editor’s note: use same structure as in clause 5, describing release 2 deltas against release 1}
Appendix <A> (informative):
Draft material

This informative and temporary appendix holds potential draft material from collected contributions. The appendix records existing (partial) solutions from contributions for the NGN security architecture. Any of the draft material needs further inspection, is subject to additional review and is open for further solicited contributions (against or in favour). The material needs further consideration in the view point of security requirements.

Editor notes and open issues indicate issues that are subject for further clarification and input. The entire appendix is expected to be removed in the final version of the deliverable.

A.1
Signaling security and Authentication

A.1.1
Contribution: Feasibility of IPsec and TLS to provide SIP signalling security on the access in NGN/IMS

Base contribution: 05TD161 “Feasibility of IPsec and TLS to provide SIP signalling security on the access in NGN/IMS” (Ericsson and Alcatel)

A.1.1.1
Evaluated solutions

his sub-section evaluates three alternatives for securing SIP signalling: IPsec with IKEv2, IPsec with SIP Digest AKA as specified for 3GPP IMS, or TLS. This document does not intend to describe complete solutions, but rather to focus on requirements and more general issues related to alternative security technologies. It should be noted that the result of the evaluation may change if the assumed requirements are changed. Some TISPAN system requirements that will affect on the evaluation results are still unstable.

Evaluation is done using the following (architectural) assumptions: 

· Solutions are to be understood in the context of IMS security architecture as described in 3GPP documents
 and in [TS33.203], for example: 

· UE and P-CSCF needs to negotiate appropriate security mechanism [cf. DTR1013 section 10.4, cf. RFC 3329]. 

· SIP signalling between UE and P-CSCF needs to be integrity protected. The use of encryption is optional. [cf. DTR1013 sections 10.5.1 and 10.5.3]

A.1.1.2
Evaluation

This section further discusses requirements, and performs the evaluation of the security solutions. This section demonstrates well that TISPAN requirements are still on early stage, and more work is required. Section 3.1 focuses on requirements that are documented in some TISPAN documents. Section 3.2 discusses requirements that seem important when deciding on security solution but which are not yet present in TISPAN documents.

A.1.1.3
Documented requirements

This section performs the evaluation using the requirements that are already documented in some TISPAN NGN documents. Only those requirements are discussed that are able to make some difference between the security solutions, or that are otherwise interesting from security point of view. The reader should keep in mind, however, that many TISPAN requirements are still unstable, and the result of the evaluation may change if the requirements are changed.

A.1.1.3.1
Minimum support required in the terminal

Even though a typical NGN terminal does not have performance limitations, they also can be small devices. Mandatory set of supported features should be minimized. [DTR1013 section 4.2]

Even though it is not clear which mechanisms are supported by “light” NGN terminal, something can be stated on which security mechanisms would be needed, and if there is other use for the same mechanisms in the terminal:

Solution 
Evaluation 

IPsec/IKEv2 
Requires support for IPsec, IKEv2, UDP encapsulation and an API for SIP application to modify security policies. May also need additional components, e.g. an application that modifies the MTU size for upper layer applications. The same IPsec implementation may be useful with other applications.  

IPsec/SIP Digest AKA
Requires support for IPsec, SIP Digest AKA, and NAT traversal mechanism. If the UE is 3GPP compliant then support for IPsec and SIP Digest AKA is present but also a NAT traversal mechanism is needed. This means the 3GPP standard will not be applied as is in TISPAN. 

TLS 
Requires support for TLS. There is most likely other use for TLS than just protecting SIP, i.e. to secure HTTP or MSRP [MSRP, MSRP-RELAY]. Not clear if HTTP, MSRP and SIP can share the same TLS implementation.  

It can also be noted that in the case the UE is compliant with either 3G-WLAN interworking (part of the fixed terminal) or UMA (unlicenced mobile access), it will implement IPsec, IKEv2, and UDP encapsulation, which will then be available anyway.

On the other hand, even without support for 3G-WLAN interworking or UMA, all UEs will support TLS (but it is not clear if HTTP, MSRP and SIP can share the same TLS implementation).

A.1.1.3.2
Authentication and roaming

Requirements related to authentication and roaming are still unstable. [TS1025 section 5.1] lists SIP layer roaming as an open issue, however, [DTR1013 section 4.4] proposes that roaming and non-roaming scenarios should be handled in similar way.

Assuming that roaming is required, [DTR1013] specifies that “server call server” (i.e. S-CSCF) should be responsible for user authentication (section 10.1), and Access call server (i.e. P-CSCF) for subsequent signalling protection.

All solutions are able to fulfil these requirements, however, there are still several solution options for IKEv2 that need to be further studied.

Solution 
Evaluation 

IPsec/IKEv2 
Depending on the roaming requirements and IKEv2 based solution, may be able to cope with a single AKA session or require two parallel AKA sessions 

IPsec/SIP Digest AKA
There is one single AKA needed. Session keys are sent in clear text from S-CSCF to P-CSCF (but the protection of the signaling between P-CSCF and S-CSCF is another issue, one can refer to 3GPP Network Domain Security: NDS/IP). 

TLS 
One AKA authentication session, i.e. AKA is only run between UE and S-CSCF. There is no need to send session keys in clear text, but in that case there is no correlation between session keys and authentication keys, so one must prevent the MIM attack by ensuring the UE validates the P-CSCF’s certificate. 

A.1.1.3.3
Media protection

Some media protection requirements are indirectly documented in [TS1025 section 5.11.2]. This text hints that media security would be required, but the most focus is on stressing that solutions should be access technology independent, and above L2. However, media protection is out of the scope of this evaluation.

A.1.1.3.4
NA(P)T traversal

One of the key security requirements for TISPAN NGN security is NA(P)T traversal. NAT-devices may be located between the UE and the P-CSCF, and between the UE and the Media relay. NAT related requirements are specified in [ES1025 section 5.7]. 

The use of UDP inherently includes a NA(P)T traversal problem. Dynamic UDP bindings in NA(P)Ts will timeout in one minute or so (no standard timeout). This means that the NA(P)T binding needs to be refreshed, e.g. by sending a datagram typically every 30th – 40th second. Performing this for SIP signalling does not require a significant amount of bandwidth on a broadband access. Note that NA(P)T binding must be kept open separately for signalling and media traffic. If TCP is used for signalling some overhead is present anyway because TCP header is larger than UDP header. However, TCP overhead is smaller because TCP does not require frequent refresh messages or message encapsulation. 

One of the good facets of TLS is that it does not add any specific NA(P)T problems. 

IPsec does not inherently support NA(P)T traversal. Negotiation of NAT traversal and the support of [UDP_encap] are optional even with [IKEv2]. Consequently, UDP encapsulation needs to be used in order to use IPsec with NATs.

One drawback of UDP encapsulation is that there is no flow or congestion control for the tunnelled packets, because network sees them as UDP packets. This does however not represent a real issue for SIP since it is not a protocol that aggressively consumes bandwidth, in particular not an issue over a broadband access line. Another disadvantage is the increased data traffic in the form of extra headers and keepalive packets 

It can be noted that UDP encapsulation recently received “proposed standard” status in IETF and IKEv2 –(including NAT traversal) is approaching “proposed standard” status:

· RFC 3948: “UDP encapsulation of IPsec ESP packets”;

· draft-ietf-ipsec-ikev2-17: “Internet Key Exchange (IKEv2) Protocol” will soon receive a RFC number because it is in RFC Editor Queue 

Solution 
Evaluation 

IPsec/IKEv2 
Need to refresh NA(P)T binding frequently because the signalling is always encapsulated to UDP..  

IPsec/SIP Digest AKA
Idem for NA(P)T bindings and UDP encapsulation. Some specification is requried for NA(P)T traversal which has already been proposed by BT in a previous contribution ([S3-040720]). 

TLS
Does not add any specific NA(P)T traversal problems. 

A.1.1.3.5
Seamless session mobility

Even though TISPAN NGN R1 does not have requirements for seamless session mobility (i.e. changing the IP address and access link and still maintain an active session state), [ES1025 section 5.3] identifies it as an issue for further study. Evaluated access security mechanisms are different what comes to their potential support for session mobility. Security associations in TLS are not tied to IP addresses, and consequently it will work even if the IP address would change. IPsec/IKEv2 will require mobility extension, and it is currently developed in IETF MOBIKE WG. IPsec with SIP Digest AKA does not support this type of session mobility. Application layer is wrong place to solve this type of mobility problems. Mobility extensions will be needed anyway for the routing, but since the choice of hand-over and mobility technique (i.e. IPsec mobility or Mobile IP) is not decided yet and might impact the security solution, discussion on this issue is premature.

Solution 
Evaluation 

IPsec/IKEv2 
Mobility extension is currently under development in IETF. 

IPsec/SIP Digest AKA
No support for session mobility. 

TLS
Does not add any specific problems to session mobility.

A.1.1.3.6
Unprotected messages

Evaluated solutions differ on the time by which the message protection can be turned on. The use of unprotected signalling messages includes privacy problems as the security is established after identities (and home network as well) have been exposed. This requirement is documented in [DTR1013 section 10.3]: 

“It shall be possible to apply subsequent message protection as soon as possible, even during the initial authentication period.” 

Solution 
Evaluation 

IPsec/IKEv2 
All signalling messages can be protected. 

IPsec/SIP Digest AKA
Initial registration message, and some error messages are always sent unprotected. 

TLS
All signalling messages can be protected.

A.1.1.4
Non-documented requirements

This section discusses requirements that were felt important in the evaluation but which were not found in any TISPAN NGN documents. These requirements should be further discussed, and if agreed, documented in some NGN requirement documents. TISPAN WG1 should be involved in these discussions because they are responsible for NGN requirements.

A.1.1.4.1
FMC / alignment with 3GPP / alignment with IETF/Internet/SIP

This requirement groups two closely related requirements:

· Support for fixed-mobile convergence: ensure uniformity of adopted solutions between fixed and mobile to facilitate future convergence of these technologies.

· Alignment with 3GPP specifications: avoid disruption with the 3GPP solutions. As the IMS architecture is adopted as a basis for the TISPAN architectural work, any disruption in this alignment might prevent further adoption of new 3GPP development or evolution.

Solution
Evaluation

IPsec
· 3GPP mandates IPsec for securing the signalling link between CPE and P-CSCF (see [TS33.203]), however, this solution can not be directly re-used for NGN access because it does not interoperate with NATs;

· 3GPP also mandates IPsec/IKEv2 for WLAN access to the mobile operator through a fixed DSL access; 

· 

TLS
· IETF mandates TLS to secure SIP and MSRP;

· Browsers use TLS to protect HTTP traffic (e.g. IMS/Presence Ut interface, WAP).

While large terminals for fixed broadband access can afford to implement several solutions (no memory or CPU limitation), smaller terminals are likely to implement one single solution. Precisely because of their size, smaller terminals are most likely to be hybrid, i.e., to provide both fixed and mobile accesses. As mentioned above, IPsec will be used in two significant related scenarios. On the other hand, mobile terminals already today support TLS. According to the 3GPP standards, they will also support IPsec.

Interoperability with IETF/Internet/SIP has no impact on the access requirements if the ASP domain (domain including the call server) provides the interworking. This means the ASP will have to implement TLS for inter-operability with IETF / Internet / SIP. However, the use of IETF-compatible-only clients would not be possible for TISPAN NGN access. This means that users must have a multi-standard CPE able to support both  IETF/Internet/SIP and TISPAN NGN, and Operators would not support IETF/SIP-only CPE base.

A.1.1.4.2
Feasibility of the implementation in the CPE

Two questions are relevant here:

1. Is the solution implementation feasible on its own?

2. How many mechanisms have to / can be implemented?

One must prevent implementation of multiple mechanisms in (possibly limited) CPEs. Note that all TISPAN terminals are not lightweight, but we must support all.

Which mechanisms are present today?

· In modems, usually neither.

· In non-PC CPEs, same thing.

· In PC-CPEs, while TLS is present in the browser, it might not be available to other applications. However, also SIP stack must be added to PC-CPEs. 

· In older OSes, IPsec is usually not present.

· In Windows XP, IPsec is always present (may be a sign of CPE evolution), however, the current version cannot be used for NGN because it does not support IKEv2 or EAP AKA. Furthermore, IPsec requires modifications to operating system kernel in order to let SIP applications to modify security policies, and to bind different end-user identities on IPsec and SIP layers. 

· Most IETF compatible SIP devices have TLS implementation. 

Which mechanisms are likely to be implemented in the future?

· Large fixed terminals: no specific issue of implementing either solutions or both;

· Small fixed terminals: are likely to implement as few solutions as possible;

· Small mobile terminals used for fixed access: Mobile terminals are likely to implement as few solutions as possible. IPsec may be present for IMS access (however, this solution does not support NA(P)T traversal) or for 3GPP/WLAN interworking.  TLS is needed for protecting HTTP and possibly MSRP.  

What will be available on terminals and modems will also depend on the market evolution. This is difficult to predict but indeed the standard can usefully (and hopefully) influence the market.

A.1.1.4.3
Multiplicity of TCP connections

[33.203] specifies that UE and P-CSCF must always use fixed port numbers for protected communication. When UE re-registration is authenticated, the protected servers ports are changed, however, the protected client ports must remain the same. The design is rather complex, and it has several technical reasons behind it, e.g.:

· Secure negotiation of new security associations requires that existing ones are also maintained. Otherwise an attacker may be able to remove existing security associations.

· Protected port numbers are closely monitored because they are the only way to bind IPsec security associations to SIP layer identities,

· Pre-registration sessions (with old port numbers) must be maintained even when the UE re-registers.

This essentially means that all applications in current IMS UE must share transport layer connections. There is no requirement for supporting multiple TCP connections.

In theory, IPsec/IKEv2 could provide means to protect multiple signalling connections. However, it would not fit to the current IMS design, and some re-design would be needed. For example, it is not clear how the home network could control the lifetime of security associations, or how the IPsec layer identities would be tied to SIP layer identities.

If TLS was applied to current IMS specifications, there would be no need for multiple TCP connections.

A.1.1.4.4
Ease of deployment / management of authentication keying material

For authentication, either pre-shared secrets or digital signatures with certificates can be used.

Today, certificates are usually available on the server side but rarely deployed on the client side, such that most TLS authentication today is solely server authentication. The client then uses another technique to authenticate itself within the TLS tunnel. In that case the client usually uses HTTP/SIP Digest with username and password (pre-shared secret). This deployment model fits nicely to current IMS architecture because TLS would terminate to P-CSCF, and HTTP/SIP Digest to S-CSCF.   However, deployment of certificates, especially if IMS roaming is required, still needs further development. 

The industry (CPEs and modem manufacturers) is prepared to deploy pre-shared secrets on its CPE and modem hardware units at manufacturing time for (entity) authentication purpose.

Solution
Evaluation

IPsec/IKEv2
IKEv2 uses either digital signatures with certificates or pre-shared secrets for authentication and supports EAP-AKA for client authentication.

IPsec/SIP Digest AKA
Inherently relies on AKA for mutual authentication. 

TLS
TLS uses digital signatures with certificates only for authentication.

A.1.1.4.5
Evolvability of the solution / future safeness

This requirement expresses that the selected solution can be extended in order to cover additional security functions, in order to answer two issues:

1. We must be able to add/remove security algorithms (e.g., if one is broken in the future), etc.

2. The solution must possibly be able to be extended to include additional security features such as, e.g., Single Sign On.

Solution
Evaluation

IPsec/IKEv2
· For further study.

TLS
· For further study.

A.1.1.4.6
Scalability considerations

A.1.1.4.6.1
TLS Scalability considerations

A.1.1.4.6.1.1
Scalability of IMS/TLS server certificate deployment model

Base contribution: 06TD277 “Scalability of IMS/TLS server certificate deployment model” (Ericsson)

Note: This section assumes that IMS roaming is a strong requirement also in fixed broadband access. It should be noted, however, that fixed IMS roaming use cases are generally not very well understood, and it is not yet clear for example what would be a realistic estimate on the number of roaming relationships, especially in NGN R1 timeframe. Deployment of TLS certificates is trivial if the UE always contacts P-CSCF in the home network, i.e. there is no IMS level roaming.

2.
Problem statement

Ericsson proposal on TLS certificate deployment model [5bTD078] received some feedback in TISPAN#5bis related to scalability. This section intends to further clarify what these scalability issues are.

Let’s assume that the number of NGN/IMS operators would be close to the number of GSM operators currently registered in GSMA. In December 2004, there were 676 GSM operators having GSMA membership [GSM-statistics]. If all of them were also TISPAN NGN/IMS operators and they all had roaming agreement with each other, the number of certificate the P-CSCF had to store would be 678. Assuming that one certificate would take 1 KB storing space in P-CSCF, total size of the storing space would be less than 1 MB. 1 MB storage space is not a scalability issue. Also, finding the right certificate among 678 certificates is very small problem for modern computers.

The remaining potential scalability problem is related to cross-certification in general, and to distribution of these cross-certificates to P-CSCF. [5bTD078] assumed that the Network Domain Security (NDS) Authentication Framework (AF) [33.310] could have been re-used for TLS certificate cross-certification. This is probably true, however, not all IMS operators support this feature even for NDS. Also, frequent updates of cross-certificates to P-CSCF may have scalability issues if update procedures are not somehow automated.

3. Alternative solutions 

This section presents two alternative solutions to the presented problem. Both solutions try to eliminate the need of cross-certification, and in this way remove the scalability problem.

3.1 Dynamic trust on TLS server certificate 

This solution introduces a dynamic roaming agreement negotiation into IMS. It is assumed the UE is able to verify the validity of TLS server certificate (authentication), however, it still needs to know if it can trust on it (authorization). (The use of self-signed server side certificates may also be possible in P-CSCF but this may require special level of trust on the interface between P-CSCF and S-CSCF.) The goal is to prevent Man-in-the-Middle (MitM) attacker that could also have a valid TLS server certificate to tunnel IMS registration procedure between UE and P-CSCF. This solution does not require any TLS cross-certificates in P-CSCF, and in this way it solves the presented scalability problem.

Figure 1 demonstrates the solution details.
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Figure 1: TLS based IMS access security

Protocol details are as follows:

1. UE and P-CSCF perform full TLS handshake. The UE must be able to authenticate the P-CSCF, e.g. it must possess a root certificate from a CA that has also certified the P-CSCF.

2. UE starts IMS registration procedure. UE includes the TLS server certificate name from the TLS handshake to the request.

3. P-CSCF checks that its own name is indicated in the server name field, and forwards the request to S-CSCF. This message also includes an indication that TLS is already in use between UE and P-CSCF.

4. S-CSCF constructs a special authorization token that integrity protects the TLS server certificate name. This will tell to the UE what was the TLS server certificate name that was received by P-CSCF. The rules on how the token is constructed is out of the scope of this document, however, it could be the result of a one-way hash taken over the TLS server certificate name, and AKA related session keys IK and CK.

5. P-CSCF forwards the response to the UE.

6. The UE validates the token. If the TLS server certificate name match with the one included in the token, the UE is able to trust on the TLS session.

7. The UE continues with normal IMS registration procedure. The rest of the procedure is not shown in the figure.

The token serves as a secure channel between the UE and the home network. Nobody, not even the P-CSCF, is able to change the content of unprotected TLS server certificate name parameter, or the token without being noticed. In fact, S-CSCF could use the server certificate name to perform some additional checking, e.g. checks if the P-CSCF is located in a network that has a roaming agreement with the home. Presented solution does not include this checking because it relies on P-CSCF and Network Domain Security [TS 33.210].

3.2

Pre-shared key TLS with RFC 3329

In IMS signalling protection context, PSK TLS has two very important benefits if compared to "normal" TLS (i.e. based on server side TLS certificates, and SIP Digest based client authentication):

· PSK TLS is easier to deploy securely. In "normal" TLS, we need to worry a lot about root CA's, certificate revocations, cross certification, and MitM attacks. With PSK TLS, all these problems disappear.

· PSK TLS works more easily for both directions. In "normal" TLS, we need to open the TLS session with SIP registration, and leave the TLS session open for all subsequent communication. There is no way for SIP proxy (P-CSCF) to open TLS to the client. With PSK TLS, it would be very easy to overcome these problems.

Figure 2 demonstrates the solution details.
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Figure 2: PSK TLS based IMS access security

Protocol details are as follows:

1. UE starts IMS registration procedure. If the UE supports PSK TLS, it includes corresponding parameter as an alternative security mechanism in “SIP security agreement” [RFC 3329]. 

2. P-CSCF indicates to S-CSCF that PSK TLS may be used between UE and P-CSCF. 

3. Because PSK TLS may be used, S-CSCF chooses AKAv2 algorithm. Because S-CSCF can not know if PSK TLS or IPsec will be used between UE and P-CSCF, it also attaches related session keys (IK/CK) to the response. 

4. After removing the session keys from the response, P-CSCF forwards the response to the UE. 

5. The UE follows the rules of RFC 3329, and chooses PSK TLS as the security mechanism. 

6. The UE and P-CSCF performs PSK TLS handshake. 

7. The UE continues with normal IMS registration procedure. The rest of the procedure is not shown in the figure.

Presented solution with PSK TLS corresponds to the security level of the current IMS signalling protection. This means that initial registration message, and some error messages cannot be protected between UE and P-CSCF. PSK TLS is not currently among the security mechanisms of RFC 3329, however, it fits nicely to the framework.

A.1.2
Contribution: TLS based access security architecture

Base contribution: 05bTD078 “TLS based IMS access security architecture” (Ericsson)

This section assumes that potential TLS based IMS access security architecture should introduce only minimum changes to [33.203]. All fundamental architectural assumptions, such as keeping authentication at S-CSCF, allowing SIP layer roaming, and allowing the re-use of ISIM concept, should not be changed by NGN security architecture design.

This section also assumes that TLS would be used in the mode where the server side was authenticated using TLS server certificate, and the client using HTTP Digest AKA. TLS connection would be set up using SIP REGISTER message, and then left open for further SIP messages [cf. RFC3261, Connection-Usage].

One challenge related to the use of TLS in IMS access security is related to trust model and how certificates are utilized. All entities that support TLS must also have a mechanism for validating certificates during TLS negotiation. In practice, this means that all these entities must belong to some PKI, and possess one or more trusted root certificate/public key.

In TLS, the server uses “certificate lists” to communicate its PKI trust model to the client. The server certificate is always first in the list, and each following certificate must directly certify the one preceding it. In basic TLS, the certificate lists are always static: it is not possible to offer different lists for different clients. If the TLS server has e.g. five CAs, it typically returns all five certificate lists. TLS extensions, on the other hand, allow the TLS client to indicate which root CA key it has (i.e. Trusted CA Indication) [RFC3546]. In this way, the TLS server is able to return different certificate lists to different TLS clients.

Figure 1 demonstrates three potential certificate chains, i.e. chain 1 for roaming users from “home1”, chain 2 for users from “home2”, and chain 3 for local users (i.e. “visited”). This deployment model assumes that the cross-certificates from the “homes” include some means to indicate to the UE that the visited network is certified for IMS access. How this should be done is still an open issue, however, there has been WI proposal in 3GPP SA3 that would specify how Network Domain Security Authentication Framework could be extended for TLS [S3-050050], and it is very likely that the same solution could be re-used for IMS access security.
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Figure 1: Different certificate chains

It is also possible to develop more dynamic “roaming agreement negotiations” into IMS, e.g. let UE and S-CSCF to agree if a particular P-CSCF is trustworthy or not during the registration procedure, however, these optimization could be a topic for future NGN releases.

IMS can directly re-use this TLS deployment model assuming that all P-CSCFs (or their local CAs) had a cross-certificate from all potential roaming partners. Figure 2 demonstrates how TLS could be deployed.
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Figure 2: TLS based IMS access security 

The most significant differences when compared to current 33.203 are:

· During steps 1 – 5, TLS tunnel using server side certificates is set up. The UE can indicate the trusted CA in ClientHello message, and P-CSCF chooses the corresponding certificate chain.

· In step 6, TLS is already in use when P-CSCF receives the initial registration message. This basically means that there is no need to use “SIP Security Agreement” to agree security mechanism on SIP layer [RFC3329] because security agreement is based on TLS handshake. This deployment case is different from 33.203, however, it is explicitly allowed in [RFC3329].

· In step 7, P-CSCF indicates to S-CSCF that message protection using TLS is already in use between UE and P-CSCF. In current version of 33.203, the P-CSCF indicates that the REGISTER message was received unprotected (i.e. integrity=off).

· Based on the TLS indication, S-CSCF chooses a new algorithm version for IMS AKA. Current version uses “AKAv1”, however, TLS should use “AKAv2” [AKAv2].

Clause A.1.1.4.6.1.1 provides further considerations on scalability of the IMS/TLS server certificate deployment model.

A.1.3
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Appendix B (informative): Implementation notes on the IMS Residential Gateway

The following use cases describe how a non-ISIM SIP User Agent (UA) can register and establish calls via the SIP B2BUA. The use cases are based on 3GPP 24.229 and 24.228. The different parts are how the UA is connected and how the SIP B2BUA maps the identities and the messages. 

It must be noted, that the operator must not define any implicit registration sets in HSS, on behalf of those ISIMs that are dedicated to B2BUAs.

B.1 – B2BUA registration

The I-CSCF has been excluded in the use case just for simplification. It is still there in the real use case.
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Figure 6: B2BUA registration message flow

1. The UA1 registers to the SIP B2BUA with a To header including a local username (bob) that is associated to the subscription for the ISIM.
example message:
REGISTER To: <sip:bob>

2. The B2BUA optionally challenges the user. The subscriber can for example locally configure if local users should be challenged and the passwords to use for the local users.
Example message:
401 WWW-Authenticate  Digest

3. The UA1 resends the register message if challenged. The message then contains an Authorization header including the identity (bob) of the challenged user included in the username parameter.
Example message:
REGISTER Authorization Digest username=bob

4. The B2BUA use the Private User Identity stored in the ISIM as the username. The Contact header contains the IP address (or domain name) of the B2BUA. The selected Public User Identity in the To header is the value in the To header from the UA1 or a mapped name (bob.smith@operator.net) where a local username used by the UA1 is mapped to a Public User Identity. The subscriber can locally configure this mapping.
Example message:
REGISTER Authorization Digest username=IMPI, Security-Client To:<sip:bob.smith@>operator.net>

5. The P-CSCF sends the request to the S-CSCF after excluding some headers (Proxy-Require and Security-Client) and some header information (e.g. sec-agree from the Require header).
Example message:
REGISTER Authorization Digest username=IMPI
To:<sip:bob.smith@>operator.net>

6. The S-CSCF request authentication vectors from HSS in case the client must be authenticated and there are no authentication vectors. The client must initially be authenticated (indicated e.g. by the lack of a downloaded service profile).
Example message:
Diameter MAR

7. The HSS then returns one or several authentication vectors.
Example message:
Diameter MAA

8. The S-CSCF challenges the B2BUA/ISIM with a 401 including RAND and AUTN in case client authentication is necessary.
Example message:
401 WWW-Authenticate (RAND, AUTN)

9. The P-CSCF adds some headers to the 401 before sending it to the B2BUA.
Example message:
401 WWW-Authenticate (RAND, AUTN) Security-Server

10. The B2BUA calculates a RES and verifies the AUTN if challenged by a 401. The B2BUA then sends a new REGISTER including an Authorization header with the digest where RES has been used as the shared key.
Example message:
REGISTER Authorization username=IMPI, RES Security-Client, Security-Verify
To:<sip:bob.smith@>operator.net>

11. The P-CSCF sends the request to the S-CSCF after excluding some headers (Proxy-Require, Security-Verify and Security-Client) and some header information (e.g. sec-agree from the Require header). The S-CSCF verifies the digest based on RES from the B2BUA with the digest calculated with XRES. This is only necessary if the B2BUA has been challenged.
Example message:
REGISTER Authorization Username=IMPI, RES
To:<sip:bob.smith@>operator.net>

12. The S-CSCF responds with a 200 including Path, Service-Route and P-Associated-URI headers.
Example message:
200 Path Service-Route P-Associated-URI

13. The B2BUA stores the content of the Service-Route and P-Associated-URI headers and then removes the Path, Service-Route and P-Associated-URI headers before sending a 200 to the UA1.
Example message:
200

14. The UA2 registers to the SIP B2BUA with a To header including a local username (alice) that is associated to the subscription for the ISIM.
Example message:
REGISTER To: <sip:alice>

15. The B2BUA optionally challenges the user.
Example message:
401 WWW-Authenticate Digest

16. The UA2 resends the register message if challenged. The message then contains an Authorization header including the identity (alice) of the challenged user included in the username parameter.
Example message:
REGISTER Authorization Digest username=alice

17. The B2BUA use the Private User Identity stored in the ISIM as the username. The selected Public User Identity in the To header is the mapped name (alice.smith@operator.net).
Example message:
REGISTER Authorization username=IMPI, Security-Client Security-Verify
To:< sip:alice.smith@operator.net >

18. The P-CSCF sends the request to the S-CSCF after excluding some headers (Proxy-Require, Security-Verify and Security-Client) and some header information (e.g. sec-agree from the Require header).
Example message:
REGISTER Authorization: username=IMPI,
To: < sip:alice.smith@operator.net >

19. Since the S-CSCF has already authenticated the Private User Identity (there is a service context) there is no need to do it again. The S-CSCF responds with a 200 including Path, Service-Route and P-Associated-URI headers.
Example message:
200 Path Service-Route P-Associated-URI

20. The B2BUA stores the content of the Service-Route and P-Associated-URI headers and then removes the Path, Service-Route and P-Associated-URI headers before sending a 200 to the UA1.
Example message:
200

B.2 – B2BUA originating session establishment
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Figure 7: B2BUA originating session establishment message flow

1. The UA1 sends an INVITE to the B2BUA: 
Example message:
INVITE sip:carl.jones@otheroper.net Contact <sip:192.168.1.2> From: <sip:bob>

2. The B2BUA responds with a 100 Trying.

3. The B2BUA adds some headers to the INVITE message. The From header is converted to the Public User Identity that is equal to the personal identity for the user. The P-Preferred-Identity header contains as well the personal identity. The B2BUA changes the Contact header and sends the INVITE to the P-CSCF.
Example message:
INVITE sip:carl.jones@otheroper.net Contact <sip:130.1.2.3 :5678>
From:<sip:bob.smith@operator.net>

4. The P-CSCF responds with 100 Trying.
Example message:
100 Trying

5. The P-CSCF removes the P-Preferred-Identity and inserts instead a P-Asserted-Identity that contains the content of P-Preferred-Identity if that was authorized from the network point of view. The P-CSCF then sends the INVITE to the S-CSCF.
Example message:
INVITE sip:carl.jones@otheroper.net Contact <sip: 130.1.2.3 :5678>
From:<sip:bob.smith@operator.net>

6. The S-CSCF responds with 100 Trying.
Example message:
100 Trying

7. The S-CSCF removes the P-Access-Network-Info before the INVITE is sent out from the network.
Example message:
INVITE sip:carl.jones@otheroper.net
Contact <sip: 130.1.2.3 :5678>
From:<sip:bob.smith@operator.net>

8. A remote CSCF responds with 100 Trying.
Example message:
100 Trying

9. The other party sends a 180 Ringing
Example message:
180 Ringing Record-Route

10. The other party sends a 200 OK
Example message:
200 OK Record-Route SDP

11. The UA1 acknowledges the 200 OK with an ACK.
Example message:
ACK

B.3 – B2BUA terminating session establishment

The I-CSCF and HSS are excluded for simplicity. The I-CSCF is the initial point of contact.
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Figure 8: B2BUA terminating session establishment message flow

1. The remote UA sends an INVITE to the S-CSCF.
Example message:
INVITE sip:bob.smith@operator.net 
Contact <sip:132.100.101.102 :7654>
From:<sip:carl.jones@otheroperator.net>

2. The S-CSCF responds with 100 Trying.
Example message:
100 Trying

3. The S-CSCF picks the contact address stored at registration and inserts it as the Request-URI. The S-CSCF inserts the original Request-URI is inserted in the P-Called-Party-ID header and sends the INVITE to the P-CSCF.
Example message:
INVITE sip:130.1.2.3 :5678
Contact <sip:132.100.101.102 :7654>
From:<sip:carl.jones@otheroperator.net>

4. The P-CSCF responds with 100 Trying.
Example message:
100 Trying

5. The P-CSCF removes the P-Charging-Vector and sends the INVITE to the B2BUA.
Example message:
INVITE sip:130.1.2.3 :5678 Contact <sip:132.100.101.102 :7654>
From:<sip:carl.jones@otheroperator.net>

6. The B2BUA responds with 100 Trying.
Example message:
100 Trying

7. The B2BUA uses the Request-URI in the received request to find the home user that has previously registered. The Request-URI is replaced with the locally stored contact address. The B2BUA sends the INVITE to the UA1.
Example message:
INVITE sip:192.168.1.2 Contact <sip:192.168.1.1> From:<sip:carl.jones@otheroperator.net>

8. The UA1 responds with 100 Trying.
Example message:
100 Trying

9. The UA1 responds with 180 Trying.
Example message:
180 Trying

10. The remote UA sends an ACK to the UA1 via the S-CSCF and P-CSCF.
Example message:
180 Ringing
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Feedback and decisions from NGN security drafting session (partially) incorporated as follows:

Clause 4 describes and illustrates how to read the document.

R-G-8 on security modules clarified.

R-SP-8 removed, is covered by G-7.

Added R-AAA-5.2 (separate user/terminal authentication), 5.1.3.2 and Table 2.

Moved and renamed R-AD-1 as G-26.

Theft of terminals removed as a miscellaneous requirement: “It shall be possible to deter the theft of terminals. (T10a,c,d) (TS 21.133 clause 8.1.4.2 R7a ([3GSA_STReq])“.
Columns (Transport Assumptions, Application Assumptions) deleted in Tables.

STF258 material referenced in clause 5.2 and in clause 5.1.3.12.

Clause 5.7 with editor’s note added explaining status and maturity of current section.

New placeholder clause 5.7.2 added on NGN security protocols.

04TD83r1 mostly covered with items 2), 3), 5), 8), 10), 13) and 14).

Editorial corrections.

0.0.5
October 2004
Split of 7012 into 3 separate documents.

Scope section rewritten.

Figure 14 (GAA), figure 15 (AP) added.

0.0.6
January 2005
New document title

3GPP2 IMS security reference added to informative references.

Normative references added to subparts 1 and 2.

0.0.7
January 2005
TISPAN#5 additions to the informative Appendix A:

05TD161, 05TD101, 05TD102, 05TD103r1, 04bTD139.

0.0.8
January 2005
Post TISPAN#5 additions to the informative Appendix A:

05TD175, 04bTD109r1.

incorporated additions and corrections from Huawei to Section A.3.1 and A.3.2.

0.0.9
April 2005
· Added 05bTD073 with further details on split terminal case to A.1.2.

· Added new section A.1.4 “Generic Access Security” with 05bTD176 and TD-19

0.0.10
May 2005
· Added TD18r1 with the updates on the B2BUA to section 5.7.3; removed A.1.3, added new appendix B with implementation notes on IMS residential gateway, added RFC3261 to normative references; reworked the figures by moving SIP message details to the textual description.

· Minor update in section A.1.4 on generic access security to incorporate TD19r1 (Oslo).

· Made a standalone TS (removed subpart 3); need to allocate a new WI/doc #.

· Added new placeholder section A.1.1.4.6 Scalability considerations and editor’s note; TD-17 (Oslo) has not been included yet.

0.0.1
June 2005
· New WI# 7017, re-started with V0.0.1.

· Scope section modified to match the WI.

· added normative references for NASS, Emulation, IMS; mentioned them all in the scope section.

· Redrawn Figure 9 “NGN Security Process and Overview of NGN Security Documents” to align with new WIs.

· Added 06TD276 as new section 4.1 “Overall Security Architecture”: The contribution has been added basically unchanged, but certainly requires more work.

· Added material from 06TD293 to new section 4.1.2 “security domains”.

· Removed draft material in section 5.7.

· Added 05b078 on TLS based access security architecture as new section A.1.2.

· Added new section A.1.1.4.6.1 on TLS Scalability considerations

· Added 06TD277 as new section A.1.1.4.6.1.1 “Scalability of IMS/TLS server certificate deployment model”

· Editorial formatting in Appendix B (removed underlining, text is all black).

· Added a couple of informative references (due to 05bTD078, 06TD277).

--- Post edits rev1:

· Added [NGN-R1SecReq] to normative references; updated the references of the other NGN SEC WIs.

0.0.2
June 2005
· Updated Title of TS according to WI sheet.

· Added [NGN-R1SecReq] to normative references;

· Updated the references of the other NGN SEC WIs.

· Updated clause 4.1 (partly) according to 06bTD073.

0.0.3
July 2005
· A couple of editor notes added to 4.1.1, 4.1.1.1,

· Modified Figure 1 (4.1.1): Interconnecting security touches all NGN sub-systems.

· Added more definitions of security domain to 4.1.2.

· Added Fig 1 in 4.1.2 for a high-level NASS+RACS NGN architecture with security domains.

· Updated A.1.4 with 06bTD137r1 “Generic Network Tunnel (GNT)” (no change marks).

0.0.4
August 2005
· Removed all R2 material in Appendix A.

· Incorporated 07TD104r2 NASS & RACS security material.
· Restructured document and moved security interface description from sections 4.1.1.x to section 5.3.x (no change marks for re-inserted text).

· Actioned A-WG-7 “XACP Security”: Added new sections 5.4.2.1.8 for Ut interface and added contents to section 6.4 on XCAP security architecture included deleted text from 07TD145: should these un-deleted paragraphs really be 07017 or is 03046 the better place for such stage 3 specification?











� Any 3GPP specification can be considered a valid source of information for the purpose of fixed-mobile convergence.


� GBA (Generic Bootstrapping Architecture) refers to the bootstrapping procedure that is conducted between the UE and the BSF, and results to the GBA credentials (transaction identifier and key) that is shared between them. GAA (Generic Authentication Architecture) consists of GBA and the usage of GBA credentials with network application.
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FE1 and FE2 are located in two distinct security domains. All signaling traffic across interface If exchanged between FE1 and FE2 shall be routed through security gateway functions (SEGF).



Za interface (IKE+ESP tunnel) is mandatory to implement; Zb (KE+ESP tunnel) is optional to implement; see TS 33210 clause 5.6.2.
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FE1 and FE2 are located in two distinct security domains. All signaling traffic across interface If exchanged between FE1 and FE2 shall be routed through security gateway functions (SEGF).



Za interface (IKE+ESP tunnel) is mandatory to implement; Zb (KE+ESP tunnel) is optional to implement; see TS 33210 clause 5.6.2.
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