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Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee TISPAN out of the NGN-project.

Introduction

1 Scope

This specification covers the security requirements pertaining to TISPAN NGN Release 1. The document holds requirements for various NGN subsystems defined at a stage 1 level. The document covers security requirements for both the NGN core network, and the NGN access network(s). Release independent security framework and requirements are specified in [NGN-FrWReq]. 
meu: what about security requirements for the application (server)? Shouldn’t they be included in NGN R1?
2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

[NGN-FrWReq]
TISPAN; NGN Security – Framework and Requirements; (WI DTR/TISPAN-07014-NGN_SEC_FR)

[NGN-SecTRA]
TISPAN; NGN Security – Threat and Risk Analysis; (WI DTR/TISPAN-07015-NGN_SEC-TR)

[NGN-SecArch]
TISPAN; NGN Security – Security Architecture; (WI DTS/TISPAN-07016-NGN_SEC_SA)

[NGN-SCP]
TISPAN; Requirements for a NGN Session Control Protocol and analysis of the IMS SIP profile meets these requirements (WI DEG/TISPAN-02016-NGN)

[NGN-FuncArch]
TISPAN; NGN Functional Architecture NGN Release 1 - Implementation utilizing an IMS-based core; (WI DES/TISPAN-02007-NGN-R1, 04TD156r1)
[NGN-FA]
TISPAN NGN Functional Architecture Release 1; DES/TISPAN-02007-eNGN

[NGN-IMS]
TISPAN NGN Functional Architecture Release 1 - IP Multimedia Subsystem (IMS); (DES/TISPAN-02029-NGN-R1)
[NGN-ArchFW]
TISPAN; NGN Architecture Framework; (WI DES/TISPAN-02018-NGN)

[NGN_REL1]
TISPAN NGN V<0.2.1> (2004-09); Release 1: Release Definition (WI DTR/TISPAN-01016-NGN; 04TD176)[NGN-Emul]
TISPAN; NGN Release 1: Functional architecture for PSTN/ISDN Emulation; (DES/TISPAN 02019 V0.0.2 (2004-09)).

[NGN-PES]
TISPAN NGN Functional Architecture - PSTN/ISDN Emulation Subsystem; IMS-based functional architecture (DTS/TISPAN-02030).

[NGN-SIPSDP]
TISPAN; Requirements definition for SIP/SDP usage within the TISPAN Release 1 PSTN/ISDN emulation scenario; (WI 3019 (WI DTR/TISPAN 05003-08-NGN; 03bTD44))[NGN-SupSvc]
TISPAN; NGN Basic Supplementary Services; General aspects; (DES/TISPAN 1002 V0.1.1; 04TD120)

[NGN-Presence]
TISPAN_NGN Release 1; Presence Service; Stage 1 Description [3GPP Technical Specification 22.141 (200x), modified]; (DES/TISPAN 1015; 04TD177)

[NGN-NetCap]
TISPAN; Requirements on Network Capabilities; (WI SSO???, 04TD222r1)

[NGN-RAC]
TISPAN; NGN Release 1: Functional Architecture; Resource and Admission Control Sub-system (RACS) (WI DES/TISPAN-02020-NGN-R1)

[NGN-NAS]
TISPAN; NGN Functional Architecture; Network Attachment Sub-system; (WI DES/TISPAN-02021-NGN-R1)

[NGN-Service]
TISPAN; Service Requirements for end-to-end session control in multimedia networks; (WI DTR/TISPAN-01013-NGN-R1, 04TD224)

[NGN-FuncReq] 
TISPAN, NGN-release independent Requirements(WI DTS/TISPAN-01017-NGN, 04TD129)

[NGN-SvcReq]
Service and Capabilities Requirements for TISPAN NGN; Release 1 (WI DTS/TISPAN-01025-NGN-R1)[NGN-Tlogy]
TISPAN; NGN Terminology (WI DTS/TISPAN-01018-NGN, 04TD138)

[NGN-3GPP]
TISPAN; Requirements Definition Study: TISPAN-IMS Analysis, Input to 3GPP, TISPAN NGN-Project Issues; (WI DTR/TISPAN-00002; 04TD203) 

[3GIMS-Sec]
3GPP TS 33.203 V6.3.0 (2004-06) - 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Access security for IP-based services (Release 6).

[3GSPO]
3GPP TS 33.120 V4.0.0 (2001-03); 3rd Generation Partnership Project (3GPP); Technical Specification Group (TSG) SA; 3G Security; Security Principles and Objectives (Release 4).

[3GSA_STReq]
3GPP TS 21.133 V4.1.0 (2001-12) 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Threats and Requirements (Release 4).

[3GNDS-IPSec]
3GPP TS 33.210 V6.3.0 (2003-09) - 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Network Domain Security; IP network layer security (Release 6).

[3GSecArch]
3GPP TS 33.102 V6.0.0 (2003-09) 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security architecture (Release 6)

[3GNDS-AF]
3GPP TS 33.310 V6.1.0 (2004-06) - 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Network Domain Security (NDS); Authentication Framework (AF) (Release 6).
[3GPresSec]
3GPP TS 33.141 V6.0.0 (2004-06) - 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Presence service; Security (Release 6).

[3GHTTPS]
3GPP TS 33.222 V6.0.0 (2004-06) - 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS) (Release 6).

[3GGAA_gba]
3GPP TS 33.220 V6.0.0 (2004-06) - 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Generic Authentication Architecture (GAA); Generic bootstrapping architecture (Release 6).

[3GSIPSDP]
3GPP TS 24.229 V6.3.0 (2004-06) 3rd Generation Partnership Project; Technical Specification Group Core Network; IP Multimedia Call Control Protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3 (Release 6).

[TR 101 771]
ETSI ETR 101 771 V1.1.1 (2001-04) - TIPHON Release 4; Service Independent requirements definition; Threat Analysis.

[ETR 332]
ETSI ETR 332, (1996-11); Security Techniques Advisory Group (STAG); Security Requirements Capture.

[ETR 232]
ETSI ETR 232, (1995-11); Security Techniques Advisory Group (STAG); Glossary of Security Terminology.

[SSO]
TIPHON Release 5; Protocol Specification; TIPHON Single-Sign-On Registration Procedure; (WI DTS/TISPAN-03016-NGN_R1)

[NGN-SSO]
TISPAN; Service requirements for Single Sign-on in NGN; (WI ???; 04TD221r1)

[NGN-IMS]
TISPAN; Endorsement of “IP Multimedia Call Control Protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP) Stage 3 (Release 6)” for NGN Release 1; (DES/TISPAN-03019-NGN-R1)

[ENUM-SEC]
TISPAN; ENUM privacy and security; (WI DTR/TISPAN-04002-NGN; 04TD113)

[NGN-OSS]
TISPAN; OSS interface requirements for NGN: Overview of existing standards and gap analysis; (WI DTR/TISPAN-08003-NGN)

[NGN-OSS_IF]
TISPAN; OSS interface requirements for NGN: OSS definition of requirements and priorities for further network management specifications for NGNOSS definition of requirements and priorities for further network management specifications for NGN; (WI DTS/TISPAN-08004-NGN)

[NGN-OSS-Vision]
TISPAN; Vision fort NGN OSS; (WI DTR/TISPAN-08006-NGN)

[NGN-OSS-Arch]
TISPAN; NGN OSS Architecture Release 1; (WI DTS/TISPAN-08007-NGN-R1)

[NGN-OSS-SR]
TISPAN; NGN OSS Services Release 1; (WI DTS/TISPAN-08008-NGN-R1)

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

3.2 Symbols

For the purposes of the present document, the following symbols apply:

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

3G
3rd Generation

3GPP
3rd Generation Partnership Project

AAA
Authentication, Authorization, Admission/Access

ACL
Access Control List

AF
Application Functions

AGCF
Access Gateway Control Function

AGW
Access Gateway

AKA
Authentication and Key Agreement

ALG
Application Layer Gateway

A-MGF
Access Media Gateway Function

AN
Access Network/Node

AMF
Access Management Function

AP
Authentication Proxy

A-RACF
Access Resource Admission Control Function

ARF
Access Relay Function

AS
Application Server

ASP
Application Service Provider

AUTN
Authentication Nonce

AV
Authentication Vector

BGCF
Breakout Gateway Control Function

BRAS
Broadband Remote Access Server

BSF
Bootstrapping Server Functionality

CPE(CNG/TE)CF
CPE Device Configuration Function

CLF
Connectivity Session and Repository Location Function

CK
Confidentiality Key

CNG
Customer Network Gateway

CPE
Customer Premises Equipment

CSCF
Call Session Control Function

DoS
Denial-of-Service

D-proxy
Diameter Proxy

EC
Elliptic Curve

ESP
Encapsulating Security Protocol

FE
Functional Entity

FW
Firewall

HE
Home Environment

HG
Home Gateway

HSS
Home Subscriber Server

HTTP
Hypertext Transport Protocol

HW
Hardware

ID
Identity

I-BGF
Interconnection Border Gateway Function

I-CSCF
Interrogating Call Session Control Function

IETF
Internet Engineering Task Force

IF
Interface

IK
Integrity Key

IKE
Internet Key Exchange

IMPI
IMS Private User ID

IMPU
IMS Public User ID

IMS
IP Multimedia Subsystem

IP
Internet Protocol

IPSec
Internet Protocol Security

ISIM
IMS Subscriber Identity Module

IWF
Interworking Function

MFRP
Multimedia Resource Function Processor

MG
Media Gateway

MGW
Media Gateway

MGC
Media Gateway Controller

MGCF
Media Gateway Control Function

MRFC
Multimedia Resource Function Controller

MRFP
Multimedia Resource Function Processor

NACF
Network Access Configuration Function

NAF
Operator controlled Network Application Function

NASS
Network Access Subsystem

NAT
Network Address Translation

NATP
Network Address and Port Translation

NDS
Network Domain Security

NE
Network Element

NGN
Next Generation Network

PC
Personal Computer

P-CSCF
Proxy Call Session Control Function

PDA
Personal Digital Assistant

PDBF
Profile Database Function

PDGW
Packet Data Gateway

PS
Packet Switched

RACS
Resource Admission Control Subsystem

RAND
Random

RGW
Residential Gateway

SA
Security Association

S-CSCF
Serving Call Session Control Function

SEG
Security Gateway

SGF
Signaling Gateway Function

SIP
Session Initiation Protocol

SLF
Subscription Locator Function

SN
Serving Network

SPDF
Service Policy Decision Function

SRTP
Secure Realtime Transport Protocol

SSO
Single-Sign-On

SW
Software

TCP
Transport Control Protocol

TE
Terminal Equipment

THIG
Topology Hiding Interconnection Gateway

TISPAN
Telecommunication and Internet converged Services and Protocols for Advanced Networking

T-MGF
Trunking Media Gateway Function

TLS
Transport Layer Security

TS
Technical Specification

UA
User Agent

UAAF
User Access Authorization Function

UDP
Unreliable Datagram Protocol

UE
User Equipment

UICC
Universal Integrated Circuit Card

UMTS
Universal Mobile Telecommunication System

USIM
UMTS Subscriber Identity Module

VN
Visited Node

WAG
WLAN Access Gateway

WLAN
Wireless Local Area Network

XRES
response

4 Security Requirements

{Editor’s note: 

The release independent requirements are listed in Annex A for convenience. Consider also: 03TD133 NGN Functional requirements.}
Security requirements described in this clause are identified by a symbolic security requirement identifier (i.e. R-SP-n) for quick reference and along with some textual description. The security requirements are listed without any implied preference or priority. It is pointed out that not all security requirements are mutually exclusive, but there is indeed some unavoidable overlap among them.

Each security requirement is mapped to the affected functional entities (FE) and the impacted interfaces (IF); * indicates that (further) multiple potential security relevant FEs/IFs are possible but detailed and specific identification is not yet possible due to lack of necessary information. ? indicates that the currently available system description does not allow to further identify any specifc FEs/IFs.

4.1 Security Policy Requirements

These requirements address the threat that users or intruders may attempt to circumvent security or that security mechanisms in deployed NGN systems may be compromised.

A security policy defines the legitimate users of a system and what they are allowed to do. It states what information must be protected from which threats. In environments with heterogeneous user communities, multiple vendors’ equipment, differing threat models, and uneven deployment of security functionality, assurance that security is functioning correctly is extremely difficult without enforceable policies [ATMF_NGAsec].

{Editor’s note: Identify and list the core requirements (avoid repeating the same requirement and avoid overlaps if possible).

The following requirements should be seen as examples (and should be removed when the editing starts).}
· (R-SP-13): “Security Domains”: The UMTS and TISPAN NGN network domain shall be logically and physically divided into security domains [3GNDS-IPSec].
FE: a1, a3, e3, e4, e5, Rq, Di, Gq’
IF: CPE/CNG, CPECF, ARF, AMF, UAAF, A-RACF, CLF; SPDF, IP edge, C-BFG, BGF, AF,
{Change Request: New formulation proposed: The TISPAN NGN network domain shall be logically and physically divided into security domains, talking into account existing 3GPP security domains.}  {Editor’s note: This was an example of a requirement identified from the realease independent requirements, but where some change of wording were seen as necessary.}
· (R-AAA-xx): System for completely dynamic and self-configurable security policies shall be supported. {Editor’s note: This shows an example of a new requirement (which in this case should not be taken too seriously.)}
4.2 Authentication, Authorization and Access Control Requirements

These requirements aims to counter various spoofing, masquerading and impersonation threats against terminals, users, devices/systems (HW/SW). Authentication is an adequate means to prevent such attacks. See also [X.805] clause 6.1 “Access Control Security Dimension” and clause 6.2 “Authentication Security Dimension”.

{Editor’s note: Identify and list the core requirements (avoid repeating the same requirement and avoid overlaps if possible).}
4.3 Identity and Secure Registration Requirements

The following requirements aims to mitigate against masquerading, spoofing, and impersonation of NGN terminals, devices/systems (HW/SW) and users. The requirements aim to provide measures against identity theft, misuse/authorized use of NGN services/applications.

{Editor’s note: Identify and list the core requirements (avoid repeating the same requirement and avoid overlaps if possible).}
4.4 Communications and Data Security Requirements

Communication data may encompass signaling and control data, user data including multimedia data (voice, video and other application data) and management data; see also [X.805] clause 6.5 “Communication Security Dimension”.

These security requirements address and counter the security threats on exchanged and stored communication data.

4.4.1 General Communications and Data Security Requirements

These security requirements are of general nature and potentially apply either both to confidentiality and integrity or are unspecific to confidentiality or integrity.

{Editor’s note: Identify and list the core requirements (avoid repeating the same requirement and avoid overlaps if possible).}
4.4.2 Integrity and Replay Protection Requirements

Communications or stored data can be intercepted and modified. Messages/billing data, i.e. user data/ control data, can be forged, replayed, rearranged, or truncated; see also [X.805] clause 6.6 “Data Integrity Security Dimension”.

{Editor’s note: Identify and list the core requirements (avoid repeating the same requirement and avoid overlaps if possible).}
4.4.3 Confidentiality Requirements

Communications or stored data can be intercepted and privacy can be violated. Sensitive information can be eavesdropped and misused; see also [X.805] clause 6.4 “Data Confidentiality Security Dimension”.

{Editor’s note: Identify and list the core requirements (avoid repeating the same requirement and avoid overlaps if possible).}
4.5 Privacy Requirements

These user requirements aim to protect against tracking of location information, against traffic analysis, against network topology espionage, and against theft of customer data; see also [X.805] clause 6.8 “Privacy Security Dimension”.

{Editor’s note: Identify and list the core requirements (avoid repeating the same requirement and avoid overlaps if possible).}
4.6 Key Management Requirements

These requirements address key management.

{Editor’s note: Identify and list the core requirements (avoid repeating the same requirement and avoid overlaps if possible).}
4.7 Secure Management Requirements

{Editor’s note: Identify and list the core requirements (avoid repeating the same requirement and avoid overlaps if possible).}
4.8 NAT/Firewall Interworking Requirements

Firewalls are typically used to security separate sub-networks into security domains and to protect the domains from various attacks. NAT/NATP devices typically occur in IPv4 (and even in mixed IPv4/IPv6) environments to overcome shortage of IPv4 addresses.

In this document, firewall is understood in a generic sense. A firewall could be an application-level gateway (ALG), a proxy, a packet-filter, a NAT/NATP device or a combination of all of those. A Security Gateway Function (, Zb) is an entity on the border of the IP security domain and is used to secure native IP based protocols over the Za interfaces.

{Editor’s note: Identify and list the core requirements (avoid repeating the same requirement and avoid overlaps if possible).}
4.9 Non-Repudiation Requirements

These requirements address various security threats that aim to dispute over service usage and billing or tamper audit log data; see also [X.800] clause 6.3 “Non-repudiation Security Dimension”.

{Editor’s note: Identify and list the core requirements (avoid repeating the same requirement and avoid overlaps if possible).}
4.10 Availability and DoS protection Requirements

These requirements aim to guard against denial-of-service attacks by users/subscribers, competitors, and outside intruders; see also [X.805] clause 6.7 “Availability Security Dimension”.

{Editor’s note: Identify and list the core requirements (avoid repeating the same requirement and avoid overlaps if possible).}
4.11 Reliability Requirements

These requirements aim to ensure reliable operation of the NGN system. The requirements address threats against loss of reliability from system intrusions and from unauthorized software updates.

{Editor’s note: Identify and list the core requirements (avoid repeating the same requirement and avoid overlaps if possible).}
4.12 Assurance Requirements

These requirements address the issue that HW and SW may not satisfy advertised security due to errors in the implementation.

{Editor’s note: Identify and list the core requirements (avoid repeating the same requirement and avoid overlaps if possible).}
4.13 Requirements on Strength of Security Mechanisms

{Editor’s note: Identify and list the core requirements (avoid repeating the same requirement and avoid overlaps if possible).}
5 NGN Security Release 1 Requirements Mapping

{Editor’s note: 

This clause is not intended to be filled in until all R1 requirements have been identified in Clause 4.}
This clause mapps the security requirements identified in clause 4 to the different subsystems as well as the interfaces they applies to. This clause is intended as an informational clause to make it easier to trace requirements per interface and subsystem 

5.1 Network Attachment Subsystem (NASS) 
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Interface
Security Requirements





5.2 Resource and Admission Control Subsystem (RACS)
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Security Requirements





5.3 The "Core" IP Multimedia Subsystem (IMS)
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Security Requirements





5.4 The PSTN/ISDN Emulation subsystem (PES)
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5.5 Interfaces / Reference Points
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6 Annex A - Input Security Requirements (Informative)

{Editor’s note: This Annex lists the release independent requirements and is included for convenience when identifying the R1 requirements. 
Consider also: 03TD133 NGN Functional requirements
The identified FEs/IFs may not be complete or correct; careful cross-checking and verification is required.}
6.1 Security Policy Requirements

{Editor’s note: Observation: Many of the security policy requirements are related to management.}
· (R-SP-1): Security protocols shall be designed to support implementation of a security policy.
{Editor’s note: This requirement is unclear, too vague, perhaps too high-level? How does a “good” security protocol realize a security policy? May either need to refine this or drop it.}
FE: *
IF: *.

· (R-SP1.1): Security protocols need to allow their users to specify where and how security is applied and ascertain that this has been accomplished correctly [ATMF_NGAsec].
FE: *
IF: *.

· (R-SP-2): Security mechanisms shall provide capabilities to allow for extensibility.
FE: *
IF:*.

· (R-SP-3): Security mechanisms and other parameters beyond default security mechanisms shall be negotiated. The security mechanism negotiation shall be secure; e.g. avoid bidding-down attacks. Users MUST be able to reject communications that do not conform to their minimum security policy. This requirement promotes interoperability at the highest common level of security [ATMF_NGAsec].
FE: *
IF:*.

· (R-SP-3.1): The UE shall always offer encryption algorithms for P-CSCF to be used for the session [3GIMS-Sec], [3GPP2-IMS].
FE: UE; P-CSCF,
IF: Gm, Ut, Ua, Ub.

· (R-SP-3.2): The UE and the P‑CSCF shall negotiate the integrity algorithm that shall be used for the session [3GIMS-Sec], [3GPP2-IMS].
FE: UE, P-CSCF,
IF: Gm, Ut, Ua, Ub, P-CSCF-CPE, Zb

· (R-SP-4): NGN systems shall provide means to enforce security policy.
{Editor’s note: This requirement is unclear: which means?}
FE: P-CSCF, UAAF, SPDF, 3GPP AAA Server, PDGW, S-CSCF, I-BGF, SEGF, BSF, NAF, AP, SGF, AMF, WAG, 3GPP AAA proxy, *.
IF: Za, Mw, Gq, Gm, If, P-CSCF-CPE, Zb, a3, a4, (NACF-UAAF), e5, Gq’, Ia, Rq, Wa, Wx, D’/Gr’, Wf, Wo, Wm, Wg, Wd, Wp, Wu, Wi, ISC, Mi, Mr,  Di, Zh, Zn, Ub, Ua, Ut, Ie, Go,  a1, e1, Wn, *.

· (R-SP-4.1): “SEGF”: The security gateway functions (SECF) shall be responsible for enforcing security policies for the interworking between networks [3GNDS-IPSec].
FE: SEGF
IF: Za, Zb.

Note: The actual inter-security domain policy is not standardized and is left to the discretion of the roaming agreements of the operators.

· (R-SP-4.1.1): “SEGF”: SEGFs are responsible for security sensitive operations and shall be physically secured. They shall offer capabilities for secure storage of long-term keys used for IKE authentication [3GNDS-IPSec].
FE: SEGF
IF: *

· (R-SP-4.2): The P-CSCF shall decide whether the IMS specific encryption mechanism is used [3GIMS-Sec], [3GPP2-IMS].
FE: P-CSCF
IF: Gm, P-CSCF-CPE, Zb.

· (R-SP-4.4): It is the policy of the HN that decides if an authentication shall take place for the registration of different IMPUs e.g. belonging to same or different service profiles [3GIMS-Sec], [3GPP2-IMS].
FE: UPSF, I-CSCF, S-CSCF, ?
IF: Cx, Mw, ?

· (R-SP-5): Deviations from security policy shall be reported to a security management system.
FE: *
IF: *

·  (R-SP-7): Security requirements for users, service providers (access, application) may vary. The NGN security architecture shall not be limited to a single security policy.  Each of the security services (authentication, data integrity, replay detection, confidentiality, etc.) MUST have the capability to be used independently of the others, as far as possible. The selection of services SHOULD be based on policy [ATMF_NGAsec].
{Editor's note: only an informative reference?}
FE: *
IF: *

· (R-SP-7.1): Some applications have different security needs from others, and different administrative or political jurisdictions have varying regulations with respect to these. The security mechanisms shall be partitioned such that the functions of authentication, data integrity, replay detection, and confidentiality may be implemented and selected independently of each other, insofar as this makes sense. That is, it may not be sensible, for example, to try to provide replay detection with a counter unless the counter is covered by integrity protection [ATMF_NGAsec].

FE: *
IF: *

· (R-SP-11): Security shall be specified so that implementations that include security can maintain interoperability with implementations that do not include security. [ATMF_NGAsec]. Secured communications and security messages should be transportable across intermediate network elements, gateways, and firewalls that do not implement security. Further, there is a need to cover interdomain security policy requirements and cross-domain security requirements.
Note: Security interoperability should be understood in the context, for example, that terminals may not implement their security functions properly and as such the interoperability has implications to the protocol behavior and the security behavior. There are also regulatory issues.
FE: *
IF: *

· (R-SP-12): Mechanisms shall be provided to communicate security policy between protocol layers.
{Editor’s note: This is an API issue. To which degree does TISPAN want to standardize (security) APIs? Can this be left as an implemention issue? Check what the service availability forum has done}
FE: *
IF: *

Applications, for example, should be able to request or require certain security services from lower layers, and lower layers need to be able to inform higher layers about the security they provide [ATMF_NGAsec].

· (R-SP-13): “Security Domains”: The UMTS and TISPAN NGN network domain shall be logically and physically divided into security domains [3GNDS-IPSec].
FE: a1, a3, e3, e4, e5, Rq, Di, Gq’
IF: CPE/CNG, CPECF, ARF, AMF, UAAF, A-RACF, CLF; SPDF, IP edge, C-BFG, BGF, AF,

· (R-SP-14): “Implicit Authentication Security Policy”: Which implicit authentication applies depends on the operator policies ([NGN-NAS] clause 4.4.1).
FE: CPE/CNG, ARF, AMF, UAAF
IF: e1, a3, e5.

· (R-SP-14.1): “Line Authentication security policy”: The operator’s policy shall decide whether line authentication applies ([NGN-NAS] clause 4.4.1.1).
FE: CPE/CNG, ARF, AMF, UAAF
IF: e1, a3, e5.

· (R-SP-14.2): “Explicit authentication policy”: The type of explicit authentication mechanisms used shall depend on the access network configuration and on the operator policy ([NGN-NAS] clause 4.4.2).
{Editor’s note: Can we qualify which access network configurations require explicit authentication and which do not?}
FE: CPE/CNG, ARF, AMF, UAAF, P-CSCF
IF: e1, a3, e5, Gm,

· (R-SP-14.3): “Explicit authentication policy”: In case explicit authentication is used, it may be required by the operator that additionally line authentication is used ([NGN-NAS] clause 4.4.2).
FE: CPE/CNG, ARF, AMF, UAAF, P-CSCF
IF: e1, a3, e5, Gm,

{editor’s note: consider TR 33.900 Appendix A, showing an example security policy}.
6.2 Authentication, Authorization and Access Control Requirements

·  (R-AAA-1): “Access control”: Only legitimate customers shall gain access to access networks, and can access services/applications.
FE: UE, CNG, TE, HG, P-CSCF, MGW, AGCF, WLAN UE, PDG
IF: Gm, P-CSCF-CPE, Zb, Ww, Wu, Ua, Ub, Ut, TE-CNG, Z, MGW-AGCF, Mn, Wm, Wp, Wi

· (R-AAA-1.1): A valid USIM or equivalent shall be required to access any NGN service except for emergency calls where the network should be allowed to decide whether or not emergency calls should be permitted without a USIM. (T7d, T9a,d) (TS 21.133 clause 8.1.1.1 R1a ([3GSA_STReq]).
FE: UE, TE, HG, CNG, MGW, CPE, WLAN UE
IF: Gm, Ua, Ub, Ut, Ww, Wu¸ TE-CNG, e1, e3.

· (R-AAA-1.2): It shall be possible to prevent intruders from obtaining unauthorised access to NGN services by masquerading as authorised users. (T4a, T9a,c) (TS 21.133 clause 8.1.1.1 R1b ([3GSA_STReq]).
FE : UE, TE, HG, CNG, MGW, WLAN UE
IF : Gm, Ua, Ub, Ut, Ww, Wu¸ TE-CNG, e1, TE-CNG, e3.

· (R-AAA-1.3): It shall be possible for users to be able to verify that serving networks are authorised to offer NGN services on behalf of the user’s home environment at the start of, and during, service delivery (T1c,e, T3c, T4a, T9b,c) (TS 21.133 clause 8.1.1.1 R1c ([3GSA_STReq]).
FE: UE, TE, HG, CNG, MGW, WLAN UE, AMF, PDG, AGCF
IF: Gm, Ua, Ub, Ut, Ww, Wu¸ TE-CNG, e1, e3, , Ww, MGW-AGCF, Wu,

· (R-AAA-1.4): It shall be possible to prevent the use of a particular USIM to access NGN services. (T9a,d, T10a) (T1c,e, T3c, T4a, T9b,c) (TS 21.133 clause 8.1.1.2 R2c ([3GSA_STReq]).
FE: UE, TE, HG, CNG, MGW, WLAN UE
IF: Gm, Ua, Ub, Ut, Ww, Wu¸ TE-CNG, e1, e3.

· (R-AAA-1.5): It shall be possible to bar a particular terminal from accessing NGN services. (T10a,c,d) (TS 21.133 clause 8.1.4.2 R7b ([3GSA_STReq]).
FE: UE, TE, HG, CNG, MGW, WLAN UE
IF: Gm, Ua, Ub, Ut, Ww, Wu¸ TE-CNG, e1, e3.

· (R-AAA-1.6): Access authentication using non-UICC-based equivalent shall have a security level comparable to UICC/USIM based authentication. ([NGN-SvcReq] clause 5.11.1).

FE: UE, CPE, AN, UAAF,
IF: ???

· (R-AAA-1.6.1): “ISIM-based access control”: The ISIM over UICC or equivalent is required for accessing the NGN IMS features in a nomadic situation ([NGN-SvcReq] clause 5.11.1).
FE: ISIM, UICC, CPE/CNG
IF: e3, Gm,

· (R-AAA-1.7): ISIM specific information shall be protected against unauthorised access or alteration ([NGN-SvcReq] clause 5.11.1).
{Editor’s note: This appears as a UE requirement only. Is there any impact to NGN?}
FE: UE, CPE/CNG
IF: e3, Gm

· (R-AAA-1.8): “Independent NASS and IMS Authentication”: IMS authentication shall be independent from access authentication [NGN-SvcReq] clause 5.11).
FE: ?
IF: ?

· (R-AAA-1.8.0): “Early NGN deployment”: Early NGN deployment shall support two special scenarios (A) and (B) that do not require IMS authentication independent from access authentication ([NGN-SvcReq] clause 5.11).
(R-AAA-1.8.0a): IMS authentication shall be linked to to access line authentication (Scenario A). Note: This scenario does not provide nomadicity.
(R-AAA-1.8.b): IMS authentication shall be linked to access authentication for IP Connectivity (Scenario B). Note: This scenario provides limited nomadicity).

FE: CPE/CNG, ARF, AMF, UAAF
IF: e3, a1, Gm,

· (R-AAA-1.8.1): “ISIM Authentication”: CPE/CNG shall implement an ISIM over UICC based or equivalent ISIM for access authentication and confidentiality and integrity protection of signaling ([NGN-SvcReq] clause 5.11.1).

· (R-AAA-1.8.2): “ISIM access control”: CPE/CNG shall access NGN IMS services using an ISIM or equivalent application ([NGN-SvcReq] clause 5.11.1).

Note: The ISIM and USIM may reside on a UICC within the device itself, or be accessed remotely, via a local interface to the “device holding the UICC”.
FE: CPE/CNG, UICC, ISIM
IF: ?

· (R-AAA-1.8.3): The ISIM and USIM may reside on a UICC within the device itself, or be accessed remotely, via a local interface to the “device holding the UICC” ([NGN-SvcReq] clause 5.11.1).

{Editor’s Note: This appears as a UE requirement only. Is there any impact to NGN? WG7 is expect to make some work in this text.}

FE: UE; CPE, ???
IF: ???

· (R-AAA-1.9): The access network shall be able to authenticate and authorise the access subscriber ([NGN-SvcReq] clause 5.11.2).
FE: AN, UAAF, ???
IF: ???

· (R-AAA-1.10): Authentication and authorisation to the Access Network shall be controlled by the operator of the Access Network ([NGN-SvcReq] clause 5.11.2).
FE: AN, UAAF, ???
IF: ???

· (R-AAA-1.11): “Authentication”: The attributes required for authentication of a user by the access network maybe {Editor’s note: shall be?} provided by the network operator to whom the user has a TISPAN NGN/IMS subscription ([NGN-SvcReq] clause 5.11.2).
FE: AN, UAAF, ???
IF: ???

{Editor’s note: What is the notion of “attributes”? This requirement is ill-stated; and appears to be fully covered by other requirements in this document. Proposal: drop this requirement. WG1 needs to be informed.}

· (R-AAA-2): “Mutual Authentication”: There shall be mutual
/two-way 
authentication

· of user/subscriber and provider (access, application),
FE: UE, TE, HG, CNG, MGW, WLAN UE, P-CSCF, AS, PDG, WAG, AGCF, AMF, AN, UAAF ?
IF: Gm, Ua, Ub, Ut, Ww, Wu¸ TE-CNG, e1, e3, Ww, Wn, Wa, Mw, Gq, If, P-CSCF-CPE, Zb, CPE-AN, a3, ?

· among network devices across interdomain interfaces,
FE: *
IF: *

· between endpoints before services are authorized and granted.
FE: TE, CNG, HG, UE, WLAN UE, MGW
IF: {editor’s note: E2E IFs are not yet defined}
In many protocols, authentication is tightly linked to the establishment of session keys to protect subsequent traffic. Two-way entity authentication is often required to prevent various active attacks on the authentication protocol and the secure establishment of such keying material. Two-way entity authentication between entities is a prerequisite for preventing masquerade and theft of services [ATMF_NGAsec].

· (R-AAA-2.0.1): In case access authentication is independent from IMS authentication, solutions for access to the NGN core shall allow for mutual authentication of end user and NGN core ([NGN-SvcReq] clause 5.11.2).
{Editor’s note: do we really need this requirement? Should be covered already by other AAA requirements.}
FE: ?
IF: ?
· (R-AAA-2.1): “Mutual Authentication”: Mutual authentication is required between HN (HSS/S-CSCF) and UE [3GIMS-Sec], [3GPP2-IMS].
FE: UPSF, S-CSCF, UE, WLAN UE, TE, CNG, MGW
IF: 
{editor’s note: this requirement is fulfilled indirectly through serving network, there is no direct IF between UE and HN}

· (R-AAA-2.1.1): “XCAP Mutual Authentication”: For configuring an AS, there shall be mutual authentication between the UE and the AS ([NGN-XCAP] clause 5.2.1.1, clause 5.2.2.1).
FE: UE, AS, AP
IF: Ut.

· (R-AAA-2.1.2): “Authentication proxy”: For configuring an AS, there shall be an optional Authentication Proxy compliant server between the UE and the AS ([NGN-XCAP] clause 5.2.3).
Note: The purpose of the AP is to separate the authentication procedure and the AS specific application logic to different logical entities.
FE: UE, AS, AP
IF: Ut

· (R-AAA-2.1.3): “AP authentication”: The AP shall authenticate the UE ([NGN-XCAP] clause 5.2.3.1).
{Editor’s note: does the reverse also hold; i.e. shall the UE authenticates the AP?}
FE: UE; AP,
IF: Ut.

· (R-AAA-2.1.4): “AP authorization”: The AP shall decide whether a particular subscriber (i.e. the UE), is authorized to access a particular AS ([NGN-XCAP] clause 5.2.3.3, 5.3.2).
FE: UE, AP
IF: Ut

· (R-AAA-2.1.5): “No AP”: In case there is no AP, the AS shall authenticate the user prior to providing authorization to the XCAP resource ([NGN-XCAP] clause 5.2.2.2).
FE: UE; AS
IF: Ut.

· (R-AAA-2.1.6): “AP present”: “In case there is an AP, the AS shall just authorize the access request to the requested resource ([NGN-XCAP] clause 5.2.2.2).
Note: The AS does not need to explicitely authenticate the user.
FE: UE, AS
IF: Ut.

· (R-AAA-2.2): “Mutual access authentication”: There shall be mutual authentication between the CPE and the NASS during access network level registration ([NGN-NAS] clause 4.4).
Note: The NASS controls the access to the access network. 
FE: CPE/CNG, ARF, AMF, UAAF
IF: e1, e5, a3
· (R-AAA-2.3): “Authentication”: Initial registration shall always be authenticated [3GIMS-Sec], [3GPP2-IMS].
FE: TE, UE, WLAN UE, MGW, CNG, P-CSCF, AGCF, AMF, HG, AN,  3GPP AAA Server, PDG, NAF, BSF, AP, UAAF
IF: Gm, P-CSCF-CPE, Ua, Ub, Ut, Zn, Za/Zb, a3, a4, (NACF-UAAF), e5

· (R-AAA-2.4): “Re-Authentication”: S-CSCF shall trigger re-authentication at any time. The authenticated re-registration procedure shall be used as defined in [3GIMS-Sec], [3GPP2-IMS] clause 7.4.
FE: S-CSCF
IF: Mw.

· (R-AAA-2.5): “Authentication”: Before a user can get access to the IMS services at least one IMPU needs to be registered and the IMPI authenticated in the IMS at application level [3GIMS-Sec], [3GPP2-IMS].
FE: P-CSCF, AP, AS
IF: Gm, P-CSCF-CPE.

· (R-AAA-2.6): “Registration”: The UE shall be involved in only one registration procedure at a time [3GIMS-Sec], [3GPP2-IMS].
{Editor’s note: This requirement is somewhat unclear: Why shall there be not more than 1 registration procedure at a time?}
FE: UE, TE, WLAN UE, CNG, HG, MGW, P-CSCF, BSF, NAF, AP.
IF: Gm, Ua, Ub, Ut, Ww, Wu, e1, ?

· (R-AAA-2.7): “Authentication”: It shall be possible for service providers to authenticate users at the start of, and during, service delivery to prevent intruders from obtaining unauthorised access to NGN services by masquerade or misuse of priorities. (T4a, T8a, T9a,d) (TS 21.133 clause 8.1.1.2 R2a ([3GSA_STReq]).
FE : UE, TE, MGW, CNG, WLAN UE, P-CSCF, AGCF, HG, AN, AMF, 3GPP AAA Server, PDG, WAG, AS, UAAF, S-CSCF, UPSF, A-RACF, SPDF,
IF : Gm, Ua, Ub, Ut, Z, MGW-AGCF, Ww, Wu, Mw, P-CSCF-CPE, Zb,  Ra, AN-HG, a1, a3, e1, Wa, Wx, D’/Gr’, Wf, Wo, Wm, Wg, Wd, Wp, Wn, Rq, ?

· (R-AAA-2.8): “Access control/Data protection”: It shall be possible to control access to a USIM so that it can only be used to access NGN services by the subscriber to whom it was issued or by users explicitly authorized by that subscriber. (T10a, g) (TS 21.133 clause 8.1.4.1 R6a ([3GSA_STReq]).
{editor’s note : it is unclear who/which FE shall do the access control ? Is this only the responsibilty of the UE/TE or are IMS FEs also involved in this ? }
FE : CPE/CNG
IF : ???

· (R-AAA-2.9): “Access control/Data protection”: It shall be possible to control access to data in a USIM. For instance, some data may only be accessible by an authorised home environment. (T10h,j, k) (TS 21.133 clause 8.1.4.1 R6b ([3GSA_STReq]).
{editor’s note : pretty much the same questions as on R-AAA-2.8}
FE : CPE/CNG
IF : ???

· (R-AAA-2.10): “Access control/Data protection”: It shall not be possible to access data in a USIM that is only intended to be used within the USIM, e.g. authentication keys and algorithms. (T10h,k) (TS 21.133 clause 8.1.4.1 R6c ([3GSA_STReq]).
{Editor’s note: It this only UE specific? What is the impact of this requirement to NGN?}
FE : UE, TE, MGW, WLAN UE, CNG, HG, 
IF : {editor’s note: some local IF within the FE ?}

· (R-AAA-3): “Explicit/implicit Authentication”: Authentication between users/subscribers and application/service providers shall be explicit or implicit (based on trust/security assertions) ([NGN-NAS] clause 4.4).
Note: Implicit authentication includes the special case of line authentication for NASS. Both implicit authentication and explicit authentication may be used independently as network level access authentication mechanism, notwithstanding the fact that implicit authentication may be a consequence of explicit authentication (e.g. the implicit line authentication used together with an explicit method such as PPP [4] in xDSL access).

The following are examples of explicit authentication signalling methods:

· PPP [4]-based authentication,

· IEEE 802.1X [5]-based authentication,

· PANA [6]-based authentication,

· WEB-based authentication.

The following are examples Implicit authentication mechanism:

· Line authentication,

· Port authentication,

· MAC address authentication,

· VLAN/PVC authentication.

Note: In some cases, some of above authentications are bound as a binding authentication. For example, the access network detects a subscriber’s access request, to perform an authentication and authorisation procedure automatically according to the access port and VLAN/PVC information.


FE: UE, TE, HG, CNG, MGW, WLAN UE, P-CSCF, AS, PDG, WAG, AGCF, AMF, AN, UAAF, ?
IF: Gm, Ua, Ub, Ut, Ww, Wu¸ TE-CNG, e1, e3, Wn, Wa, Mw, Gq, If, P-CSCF-CPE, Zb, CPE-AN, a3, ?

· (R-AAA-3.0): “NASS/IMS bundled authentication”: NGN shall support

a) Access authentication between CPE/CNG and NASS shall be independent from authentication between CPE/CNG and IMS;

b) Access authentication between CPE/CNG and NASS shall be linked with authentication between CPE/CNG and IMS.

FE: CPE/CNG, ARF, AMF, UAAF, P-CSCF,
IF: e1, e5, a3, Gm

· (R-AAA-3.01): “Implicit Access Authentication”: Depending on the access network configuration, especially for wired broadband access networks, the implicit access authentication shall rely only on an implicit authentication through physical or logic identity on the layer 2 (L2) transport layer ([NGN-NAS] clause 4.4.1).
FE: CPE/CNG, ARF, AMF, UAAF, P-CSCF
IF: e1, e5, e3, Gm

· (R-AAA-3.02): “Implicit Access Authentication”: A CPE shall be able to directly access an access network without an explicit authentication procedure ([NGN-NAS] clause 4.4.1).
FE: CPE/CNG, ARF, AMF, UAAF, P-CSCF
IF: e1, e5, e3, Gm

·  (R-AAA-3.4): As the interface between the Application Function (AF) and RACS can be inter-operator, the RACS shall authenticate and authorise the Application Function (AF) ([NGN-RAC] section 4.2).
FE: AF, SPDF, CLF?
IF: Gq’, e4?

· (R-AAA-3.5): “Line authentication”: Line authentication shall be based on the activation of the L2 connection between the CNG and the access network ([NGN-NAS] clause 4.4.1.1).
Note: Line authentication ensures that an access line is authenticated and can be accessed from the CNG.
FE: CPE/CNG, ARF, AMF, UAAF
IF: e1, e5, a3

· (R-AAA-4): “Access control”: Only authorized administrators shall access network elements.
FE: *
IF: *

· (R-AAA-5.2): Authentication of NGN users and authentication of NGN terminals shall be separate.
FE: UE, TE, HG, CNG, MGW, WLAN UE, P-CSCF, AS, PDG, WAG, AGCF, AMF, AN, UAAF ?
IF: Gm, Ua, Ub, Ut, Ww, Wu¸ TE-CNG, e1, e3, Mw, Gq, If, P-CSCF-CPE, Zb, CPEAN, a3, ?

· (R-AAA-6): “Authentication”: User authentication shall be hardware-based (for 3GPP UE: ISIM; i.e. proof by possession of a physical token) or shall be software-based (i.e. proof by knowledge of some secret information).
(R-AAA-6.0.1): “Authentication”: Environments that do not support hardware-based authentication shall support at least adequate software-based authentication.
{Editor’s note: “Adequate” may need to be qualified through the threat analysis.}
Note: Biometric identification and authentication means are left as for further study and are not addressed in NGN release 1.
FE: UE, TE, HG, CNG, MGW, WLAN UE, P-CSCF, AS, PDG, WAG, AGCF, AMF, AN, UAAF ?
IF: Gm, Ua, Ub, Ut, Ww, Wu¸ TE-CNG, e1, e3, Mw, Gq, If, P-CSCF-CPE, Zb, CPE-AN, a3, ?

· (R-AAA-6.1): “Authentication”: IMS authentication keys and functions at the user side shall be stored on a UICC [3GIMS-Sec], [3GPP2-IMS] for 3G mobile terminals. NGN CPE/CNG shall store IMS authentication keys and functions at the user side on a UICC if CPE/CNG provides a UICC; otherwise CPE/CNG shall store IMS authentication keys and functions at the user side on a soft-ISIM equivalent.
{Editor’s note: This appears as a UE-only requirement. Any impacts to NGN?}
FE: UE, TE, HG, CPE/CNG, MGW, WLAN UE
IF: local matter within the UE/TE etc.

· (R-AAA-6.2): “Authentication”: It shall be possible for the IMS authentication keys and functions to be logically independent to the keys and functions used for PS domain authentication [3GIMS-Sec], [3GPP2-IMS].
{Editor’s note: Need to generalize PS domain to NGN}
FE: UE, TE, HG, CNG, MGW, WLAN UE, UPSF
IF: Cx, Mw, Gm, Ww, Wu.

· (R-AAA-7): Transmitted password shall be sufficiently protected; e.g. by encryption or other techniques.
Note: This does not rule out one-time password methods or other appropriate protected password techniques.
FE: *
IF: *

· (R-AAA-14): “Authentication and Integrity”: Security mechanisms shall prevent unauthorized entities from setting up unauthorized calls or from interfering with authorized calls. This implies that NGN signaling messages shall be authenticated and protected against manipulation.
FE: *
IF: *

· (R-AAA-15): “Authentication”: A media gateway controller must be able to handle authentication of multiple media gateways, i.e., to maintain multiple security associations with different media gateways.
FE: AGCF, MGW, MGCF
IF: MGW-AGCF, Mn

· (R-AAA-17): Authentication and/or authorization failures shall be reported to a security event and management system.
FE: P-CSCF, UAAF, AMF, SPDF, AP, SEGF, NAF, BSF, A-RACF, 3GPP AAA Server, WAG, PDGW,
IF: ?

· (R-AAA-18): “Termination”: When the threshold for unauthorized call attempts is exceeded, then the call set-up shall terminate.
FE: UE, TE, HG, CNG, MGW, WLAN UE, AP, NAF, BSF, P-CSCF
IF : Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, e1, TE-CNG, Ww, Wu, Wa, Wn, Za, Zn

· (R-AAA-18.1): “Termination”: It shall be possible for a home environment to cause an immediate termination of all services provided to certain users, also those offered by serving networks. (T9a,d, T10a,b) (TS 21.133 clause 8.1.1.2 R2d ([3GSA_STReq]).
FE : UPSF, S-CSCF, I-CSCF, AS, AP, AMF, UAAF, AGCF, A-RACF
IF : Cx, Zh, Zb, Wx, Dx, Mw, Mi, ISC, Mr, a1, a3, e1, Ra, Re, Rq, e4

· (R-AAA-19): “Initiation of authentication”: In case the CNG is a routing modem and the Customer Premises Network (CPN) is a private IP realm, authentication shall be initiated from the CNG ([NGN-NAS] clause 4.4.2).
FE: CNG/CPE, ARF, AMF; UAAF,
IF: e3, e5, a3

· (R-AAA-20): “Initiation of authentication”: In case the CNG is a bridge, each UE shall authenticate with the NASS as the IP realm in the CPN is known to the Access Network ([NGN-NAS] clause 4.4.2).
FE: CNG/CPE, ARF, AMF; UAAF,
IF: e3, e5, a3

· (R-AAA-22.1): “Data origin authentication”: It shall be possible for the serving network to be able to authenticate the origin of user traffic, signalling data and control data. (T8a,b,c, T9c) (TS 21.133 clause 8.1.1.2 R2e ([3GSA_STReq]).
FE : UE ; WLAN UE, P-CSCF, WAG, PDG, 3GPP AAA Proxy, 3GPP AAA Server, AP, NAF, BSF
IF: Gm, Ww, Wu, Wn, Wa, Wg, Wm, Ut, Ua, Ub

· (R-AAA-24): “Access control”:
The application server including stored data shall be protected against unauthorized access. The access control shall be according to the operator of the application server. 
FE: AS
IF: AS-UE {editor’s note: such an IF is not yet defined anywhere.}
· (R-AAA-26): “Access Control”: The NGN IMS subsystem shall be able to verify at any time that the user is entitled to use the resources of the NGN IMS subsystem. ([NGN-SvcReq] clause 5.11) 
FE: P-CSCF, S-CSCF, ???
IF: ???

· (R-AAA-26.1) “Access Control”: The IM CN subsystem {editor’s note: IM CN abbreviation is unclear} shall be able to verify at any time that the user is entitled to use the resources of the IM CN subsystem ([NGN-SupSvcReq] clause 11.2.1).

FE: ???
IF: ???

· (R-AAA-26.2): “Access authorization”: Access authentication shall be a pre-requisite for the NASS to grant access to the CPE/CNG (access authorization) ([NGN-NAS] clause 4.4).
FE: CPE/CNG, ARF, AMF, UAAF
IF: e1, e5, a3

· (R-AAA-27): It shall be possible for the user to switch on their device and become registered with the NGN IMS subject to authentication to the access network and the NGN IMS network. ([NGN-SvcReq] clause 5.11.1)
{Editor’s note: WG7 prefers to not complete this text at this time to allow WG7 to develop these requirements from a service perspective.This requirement is not clear: Does this mean something like “pre-granted authentication”? Or is it just repeating that the registration shall be be authenticated? In the latter case it is proposed to drop the requirement.}
FE: UE, CPE, ???
IF: ???

· (R-AAA-28): In the case where IMS authentication is linked to access authentication, the IMS shall know the outcome of the access authentication. This linked authentication shall provide simultaneous access to the access network and IMS services. ([NGN-SvcReq] clause 5.11)

Note: Access authentication may result in IMS services being tied to the access point (line) or to the current IP Connectivity (device). In the latter case limited nomadicity may be available. No IMS specific authentication is therefore required from the CPE/Terminal to gain access to IMS services.

FE: UE, CPE, AN, UAAF, ???
IF: ???

·  (R-AAA-36): “User and terminal identification” At any time the NGN shall be able to authenticate users and terminals. Additionally it shall be able to check the authorization of the user to use resources of the NGN and to access services offered by an NGN. ([NGN-FuncReqRI] clause 5.7).

FE: ???,
IF: ???

· (R-AAA-37): “Security and authentication”: ([NGN-FuncReqRI] clause 5.7)

· (R-AAA-37.1): An NGN shall provide security from network operator and user perspective.

· (R-AAA-37.2): An NGN shall provide the possibility to establish trust relationships with other networks, with application providers and with users. This includes the capability of the network to authenticate and authorize a single user and another network. A user should have the possibility to authenticate the network.

· (R-AAA-37.3): IP multimedia applications shall be provided in a secure manner.

{Editor’s note: This requirement is far too overloaded and too unspecific. The requirement requires more work. What are the operator’s and user’s perspectives?

Does the requirement states just a capability or that the network actually authenticates a user and other network? This latter should better be separated: e.g.,

a) The NGN network shall authenticate and authorize a single user.

b) The NGN network shall authenticate and authorize another network.

This requirement should be covered by former requirements.}

FE: ???,
IF: ???

· (R-AAA-38): “Services and Applications”: Single login (single set of credentials) ([NGN-FuncReqRI] clause 5.7)
{Editor’s note: This requirement is not clear: What exactly is the requirement?}

FE: ???,
IF: ???

(R-AAA-39): “Presence Security”:The use and access to the presence service shall be supported in a secure manner. It shall only be possible for the presence information to be supplied and/or updated by the presentity or the home environment as identified in [3GPres] clause 5 "High Level Requirements" ([3GPres] clause 7).
{Editor’s note: This “secure manner” is very unprecise. The requirement is overloaded. Avoid “possible”. The requirement needs more work for clarification.}
FE: ???,
IF: ???

· (R-AAA-39.1): It shall be possible to authenticate a principal before allowing registration to the presence service ([3GPres] clause 7). Before manipulation is allowed the user needs to be authenticated ([3GPresSec] clause 4). A subscriber shall be authenticated before accessing user data in a server. The subscriber shall only be able to manipulate data that is associated with that particular subscriber ([3GPresSec] clause 5.1.1).
{Editor’s note: The requirement is overloaded and unclear: Who authenticates the principal? Observe that three similar terms (principal, user, subscriber) are used: is this intentional? Which data is a subscriber allowed to manipulated (probably not the accounting data). IMS authenticated users/terminals is a pre-requisite. Corporations may want to bulk-update profiles.

· A) The presence service shall authenticate a principal (it is also that the principal shall authenticate the presence server?) before the principal is allowed to register to the presence server.

· B) The presence server shall authenticate the user (is it also the user shall authenticate the presence server?) before the user is allowed to manipulate what?

· C) The subscriber shall manipulate data only for which the subscriber is authorized to.}

FE: ???,
IF: ???

· (R-AAA-39.2): It shall be possible to authenticate at any time a watcher and/or a presentity requesting access to the presence service.  Existing security mechanisms as well as mechanisms specific to presence service may be used ([3GPres] clause 7). The Ut interface shall provide mutual authentication between the Presence Server and the Watcher/Presentity ([3GPresSec] clause 4).
{Editor’s note: The first sentence is unclear: what is the purpose of the “and”? It is redundant and can be omitted? Shall be authentication procedure be executed only when there is a request, or also at other (inactive) times when there is no request? Is it that the requests shall be authenticated?

1st sentence may read: At any time, the presence serve shall authenticate a watcher or a presentity. All access requests shall be authenticated.}

FE: Presence Server, Watcher/Presentity,,
IF: Ut

· (R-AAA-39.3): A UE shall contact the Presence Server/AP for further instructions on authentication procedures ([3GPresSec] clause 5.1.1).

FE: UE, Presence Server
IF: Ut

·  (R-AAA-40): “EMTEL”: Authentication of caller id and location {editor’s note: information?} stored in a NGN Terminal ([NGN-EMTELReq] clause 4.7).
{Editor’s note: does this requirement imply that terminal authentication is not required for EMTEL? Better state it as: Caller id and location information shall be stored in the NGN terminal. Caller ID and location information shall be authenticated (by whom?). Need to state that an emtel call shall be made without user ID. Does the terminal store location? Needs clarification with the EMTEL project.}
FE: UE, CPE, ???,
IF: Gm, ???

· (R-AAA-41): “RACS”: The Rq reference point shall provide mechanism to assure mutual authentication and authorization of legitimate usage ([NGN-RAC] clause 5.3.2.2.2).
Note: The Rq interface does not cross security domains across operators.
{Editor’s note: It remains to be clarified if what exactly is meant by “assure mutual authentication and authorization”?}
FE: A-RACF, SPDF
IF: Rq

(R-AAA-42): “IM ID authentication“:A recipient shall be informed of the reliability of the identity of the sender in case the sender has authorised his identity to be transmitted ([3GIMS-MESS] clause 9).

6.3 Identity and Secure Registration Requirements

· (R-IR-1): A single user may have multiple identities to accommodate for different roles in different environments and contexts (work, home, etc).
FE: UE, WLAN UE, TE, HG, AN, MGW, CNG, AP, BSF, NAF, P-CSCF, AGCF, UAAF, AMF, WAG, 3GPP AAA Server, PDG, 
IF: Gm, Ua, Ub, Ut, Ww, Wu, Wn, Wa, Wp, Wg, TE-CNG, e1, Z, MGW-AGCF, Mn, Zb, Za, Zh, Zn, a3, a4, (NACF-UAAF), e5,, Wx, D’/Gr’, Wf, Wo, Wi

· (R-IR-2): Users may connect their own equipment to the network.
FE: UE, WLAN UE, TE, HG, AN, MGW, CNG,
IF: Gm, Ua, Ub, Ut, Ww, Wu, Wn, Wa, Wp, Wg, TE-CNG, e1, Z, MGW-AGCF, Mn

· (R-IR-3): Unique identification of users, devices and providers by some identity.
FE: *
IF: *

·  (R-IR-7): Verification of the customer identity (service provider).
FE:
IF:

·  (R-IR-9): Multiple simultaneous accesses must be supported.
FE: AN, AP, BSF, NAF, UAAF, A-RACF, AMF
IF: Gm, Ua, Ub, Ut, Ww, Wu, Wn, Wa, Wp, Wg, TE-CNG, e1, Z, MGW-AGCF, Mn, a3, Ra, Re, Rq, e4

· (R-IR-10): It shall be possible to implicitly register IMPU(s). The implicitly registered IMPU(s) all belong to the same Service Profile. All the IMPU(s) being implicitly registered shall be delivered by the HSS to the S‑CSCF and subsequently to the P‑CSCF. The S‑CSCF shall regard all implicitly registered IMPU(s) as registered IMPU(s) [3GIMS-Sec], [3GPP2-IMS].
FE: UPSF, S-CSCF, P-CSCF
IF: Cx, Mw

· (R-IR-11): It shall be difficult to change the identity of a terminal to circumvent measures taken to bar a particular terminal from accessing NGN services. (T10a,c,d) (TS 21.133 clause 8.1.4.2 R7c ([3GSA_STReq]).
{Editor’s note: Difficult is unqualified.}
FE : UE, WLAN UE, TE, HG, MGW, CNG,
IF: Gm, Ua, Ub, Ut, Ww, Wu, TE-CNG, e1, Z, MGW-AGCF, Mn

· (R-IR-12): “Access Identity”: An identity must be used for access authentication ([NGN-NAS] clause 4.4.2).
FE: CPE/CNG, ARF, AMF, UAAF
IF: e1, e5, a3

· (R-IR-12.1): “Line ID”: The line ID shall be used for line authentication ([NGN-NAS] clause 4.4.1.1)
FE: CPE/CNG, ARF, AMF, UAAF,
IF: e1, e5, a3.

· (R-IR-13): “XCAP Identification”: The UE shall optionally indicate the user’s identity to be used with the AS ([NGN-XCAP] clause 5.2.1.1).
FE: UE, AS, AP.
IF: Ut.

· (R-IR-13.1): “XCAP Id verification”: In case the UE indicated the user’s identity, the AP shall verify the user’s identity depending on the subscriber’s application specific or AP specific user security settings ([NGN-XCAP] clause 5.2.3.2).
FE: UE, AP,
IF: Ut

· (R-IR-13.2): “XCAP ID forwarding”: In case the UE indicated the user’s identity and an AP is present, the AP shall forward the user’s identity to the AS ([NGN-XCAP] clause 5.2.2.2).
Note: The forwarded user identity becomes an asserted identity.
FE: UE; AP, AS
IF: Ut.

{editor’s note: is this section different from Authentication? Or is it the personalization of system identity and user/device?

Which identities does TISPAN NGN use for security purposes (i.e. during authentication)?

Where do those IDs originate? How to enforce that IDs are globally unique?

How can the identities be verified?

State requirements on Identity Management?

The entire area of “NGN identities” needs clarification, WG4 is envisioned to assist.

}
6.4 Communications and Data Security Requirements

Communication data may encompass signaling and control data, user data including multimedia data (voice, video and other application data) and management data; see also [X.805] clause 6.5 “Communication Security Dimension”.

This comprehensive security requirement addresses and counters the security threats on exchanged and stored communication data.

6.4.1 General Communications and Data Security Requirements

These security requirements are of general nature and potentially apply either both to confidentiality and integrity or are unspecific to confidentiality or integrity.

· (R-CD-1): Security shall be provided at the network layer [3GNDS-IPSec].
FE: SEGF, NEs
IF: Za, Zb

· (R-CD-2): All NDS/IP traffic shall pass through a SEGF (Security Gateway Function) before entering or leaving the security domain. IMS operators shall operate NDS/IP Za interface between SEGFs (see [3GNDS-IPSec] Annex C).
FE: SEGF, NEs
IF: Za, Zb

· (R-CD-3): In NDS the IPsec security protocol shall always be ESP. In NDS it is further mandated that integrity protection/message authentication together with anti-replay protection shall always be used. IPsec ESP shall be used with both encryption and integrity protection for all SIP signaling traversing inter-security domain boundaries [3GNDS-IPSec].
FE: SEGF, NEs
IF: Za, Zb

· (R-CD-4): When NDS/IP is applied for SEGFs, IPsec profile shall be applied ([3GNDS-IPSec] clause 5.3).
FE: SEGF, NEs
IF: Za, Zb

· (R-CD-5): IMS confidentiality and integrity shall be applied in a hop-to-hop fashion. (UE-to-P-CSCF and among other NEs) [3GNDS-IPSec].
FE: SEGF, UE, P-CSCF, NEs, *
IF: Za, Zb, Mw, Gq, Gm, P-CSCF-CPE, *

· (R-CD-6): Provide a secure link and a security association between UE and P-CSCF for protection of the Gm reference point [3GIMS-Sec], [3GPP2-IMS].
FE: UE, P-CSCF, *
IF: Gm, *

· (R-CD-7): Provide security within the network domain internally for the Cx interface [3GIMS-Sec], [3GPP2-IMS].
FE: NEs
IF: Cx {editor’s note: the placement of Cx within NGN is unclear}
· (R-CD-8): Provide security between different networks for SIP capable nodes (P-CSCF in VN and S-CSCF in HN) [3GIMS-Sec], [3GPP2-IMS].
FE: P-CSCF, S-CSCF, IBCF, SEGF
IF: Mw, Za, Zb, Mw/Mk/Mm, 

· (R-CD-9): Provide security within the network internally between SIP capable nodes (P-CSCF in HN) [3GIMS-Sec], [3GPP2-IMS].
FE: P-CSCF, S-CSCF, SEGF
IF: Mw, Za, Zb

· (R-CD-10): For IMS-services a new security association is required between the mobile/CPE-CNG and the IMS before access is granted to IMS-service [3GIMS-Sec], [3GPP2-IMS].
{editor’s note: generalize and extend requirement to cover also non-mobile TEs?}
FE: UE; WLAN UE, IMS, ?
IF: Gm, ?

· (R-CD-11): Interdomain Security between NGN operators for TISPAN NGN 
{Editor’s note: this one needs clarification. Would SEGFs be sufficient? Need to address NAT/FWs too?}
FE: SEGF, IBCF, I-BGF
IF: Za, Zb, Mw/Mk/Mm, Di
· (R-CD-12): End-to-end bearer protection (confidentiality and/or integrity).
FE: UE, WLAN UE, TE, HG, MGW, CNG
IF: {editor’s note: there are currently no defined E2E IFs}
· (R-CD-13): In case access authentication is independent from IMS authentication ([NGN-SvcReq] clause 5.11.2), 

· Solutions for access to the NGN core shall provide for secure transfer of signaling to the NGN core independent of the access technology.

· Solutions for access to the NGN core shall provide for secure transfer of signaling to the NGN core independent of the presence of intermediate IP networks connecting the NGN access with the NGN core.

FE: ???
IF: ???

· (R-CD-14): “Bundled NASS/IMS authentication”: In the case where IMS authentication is linked to access line authentication the underlying access technology shall provide adequate protection of NGN signalling and user data ([NGN-SvcReq] clause 5.11.2).
{Editor’s note: qualify “adequate”}
FE: ???
IF: ???

· (R-CD-15): In the case of having interworking between TISPAN IMS and non IMS multimedia networks, trust and security rules must be supported to avoid negative interferences with the TISPAN NGN and its succeeding networks ([NGN-SvcReq] clause 5.11.3).
FE: ???
IF: ???

{Editor’s Note: This requirements is entirely vague and unclear. Need to clarify with WG1 what is actually meant. text needs to be coordinate with WG7}
· (R-CD-16): “Presence protection”: It shall be possible to protect the following items from attacks (e.g., eavesdropping, tampering, and replay attacks) ([3GPres] clause 7):

· Presence information and notifications

· Requests for presence information, e.g., requests for subscription and requests for presence information retrieval.

The Ut interface shall establish a secure link and security association between the Presence Server and the Watcher/Presentity. Data origin authentication shall be provided as well as confidentiality protection ([3GPresSec] clause 4).

FE: Presence Server, Watcher/presentity
IF: Ut

· (R-CD-17): “RACS security”: The Rq reference point shall provide mechanism to assure security to the information exchanged in the interface ([NGN-RAC] clause 5.3.2.2.2).

FE: A-RACF, SPDF
IF: Rq

· (R-CD-18): “IM security”: Immediate messaging shall be able to support the ability of the recipient's network to take into account the recipient's terminal capabilities. In addition, the originating network/terminal may also be able to take into account recipient's terminal capabilities. Specifically the recipient's terminal capabilities that may be taken into account at a minimum include: […]

5)
Encryption/Security mechanisms supported. […] ([3GIMS-MESS] clause 6.1)

{Editor’s note: This requirement is unclear.}
· (R-CD-19): “XCAP protection”: All data related to configuring PSTN/ISDN simulation services between a UE and an AS shall be protected against loss of confidentiality and against loss of integrity ([NGN-XCAP] clause 5.2.1.1, 5.2.2.1).
FE: UE, AP, AS
IF Ut

· (R-CD-20): “e3 IF protection”: All data related to configuring the CPE/CNG shall be protected against loss of confidentiality and against loss of integrity ([NGN-NAS] clause ???.
FE: CPE/CNG, CPECF
IF: e3

6.4.2 Integrity and Replay Protection Requirements

Communications or stored data can be intercepted and modified. Messages/billing data, i.e. user data/ control data, can be forged, replayed, rearranged, or truncated; see also [X.805] clause 6.6 “Data Integrity Security Dimension”.

· (R-CDI-1): Integrity of signaling, control communications and of stored data shall be achieved.
FE: *
IF: *

This should effectively counter the following attacks:

· Man-in-the-middle attacks:
(R-CDI-2): Provide hop-by-hop message data origin authentication and integrity or end-to-end integrity protection to prevent against such attacks when the man-in-the-middle is between a hop, say, a hostile gateway controller.
FE: *
IF: *

· Replay attacks: The authentication and integrity mechanisms shall include methods to counter replay attacks on the messages.
(R-CDI-3): Secure timestamps, sequence numbers or challenge-response techniques should be used to avoid replay attacks.
FE: *
IF: *

· Connection hijacking (R-CDI-3.1): Use of data origin authentication/integrity for each protocol message prevents such attacks (see R-CDI-2).
FE: *
IF: *

· Reflection attacks:
(R-CDI-4): Use identifiers like senders or receivers IDs included in the replay-protected elements. Then the devices/entities can clearly identify, if a message is destined for itself or any other device.
FE: *
IF: *

· Manipulation attacks. 
(R-CDI-5): Use of integrity protection of communications and stored data prevents such attacks.
(R-CDI-6): Signatures (asymmetric or symmetric) may be used for integrity protection of stored billing or audit log data.
FE: *
IF: *

· (R-CDI-1.1): Integrity protection shall be applied between the UE and the P-CSCF for protecting the SIP signalling [3GIMS-Sec], [3GPP2-IMS].
FE: P-CSCF, UE, WLAN UE, TE, HG, MGW, CNG,
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, TE-CNG, Z, MGW-AGCF, Mn, e1, 

· (R-CDI-1.2): The UE and the P‑CSCF shall both verify that the data received originates from a node, which has the agreed integrity key. This verification shall also be used to detect if the data has been tampered with [3GIMS-Sec], [3GPP2-IMS].
FE: P-CSCF, UE, WLAN UE, TE, HG, MGW, CNG
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, TE-CNG, Z, MGW-AGCF, Mn, e1,

· (R-CDI-1.3): Replay attacks and reflection attacks shall be mitigated [3GIMS-Sec], [3GPP2-IMS].
FE: *
IF: *

· (R-CDI-1.4): Integrity protection between CSCFs, and between CSCFs and the HSS shall rely on mechanisms specified by Network Domain Security in TS 33.210 [3GIMS-Sec], [3GPP2-IMS].
FE: UPSF, P-CSCF, I-CSCF, S-CSCF, SEGF
IF: Za, Zb, Mw, 

· (R-CDI-1.5): IPsec ESP as specified in reference RFC 2406 [13] shall provide integrity protection of SIP signalling between the UE and the P‑CSCF, protecting all SIP signalling messages at the IP level [3GIMS-Sec], [3GPP2-IMS].
FE: UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG,

{Editor’s note: This requirement discuss a specific solution and is proposed to be removed (Req R-CDI-1.1 already includes the real requirement "i.e., that Integrity protection is needed").}
·  (R-CDI-1.6): ESP integrity shall be applied in transport mode between UE and P‑CSCF [3GIMS-Sec], [3GPP2-IMS].
FE: UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG,

{Editor’s note: Same comment applies as for Req R-CDI-1.5}
·  (R-CDI-1.7): For connection-oriented protocols using the data integrity service, the security protocol SHOULD prevent premature closure or truncation. Data integrity requires completeness of the intended communications [ATMF_NGAsec].
FE: *
IF: *

· (R-CDI-1.8): It shall be possible to protect against unauthorised modification of user traffic. (T2a, T6a,c, T7b,c) (TS 21.133 clause 8.1.2 R3a ([3GSA_STReq]).
FE : *
IF : *

· (R-CDI-1.9): It shall be possible to protect against unauthorised modification of certain signalling data and control data, particularly on radio interfaces. (T2b, T3b,c, T6b,c, T7a,b,c) (TS 21.133 clause 8.1.2 R3b ([3GSA_STReq]).
FE : *
IF : *

· (R-CDI-1.10): It shall be possible to protect against unauthorized modification of user-related data downloaded to or stored in the terminal or in the USIM. (T6d,e, T6c, T10f,i) (TS 21.133 clause 8.1.2 R3c ([3GSA_STReq]).
FE: UE, WLAN UE, TE, HG, MGW, CNG
IF: local IF

· (R-CDI-1.11): It shall be possible to protect against unauthorized modification of user-related data which is stored or processed by a provider (T6c,f) (TS 21.133 clause 8.1.2 R3d ([3GSA_STReq]).
FE: IMS, NASS, RACS
IF: *

· (R-CDI-1.12): It shall be possible to ensure that the origin and integrity of applications and/or data downloaded to the terminal and/or the UICC can be checked. It may also be necessary to ensure the confidentiality of downloaded applications and/or data. (T6c,d,e,f, T10e,f,i) (T6c,f) (TS 21.133 clause 8.1.2 R3e ([3GSA_STReq]).
FE: UE, WLAN UE, TE, HG, MGW, CNG, AS, IMS
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG, AS-UE, IMS-UE

· (R-CDI-1.13): It shall be possible to ensure the origin, integrity and freshness of authentication data, particularly of the cipher key on the radio interface. (T1a,b,  T2b, T5c, T6c) (TS 21.133 clause 8.1.2 R3f ([3GSA_STReq]).
FE : UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF
IF : Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG, 

· (R-CDI-1.14): It shall be possible to secure infrastructure between operators. (T5a,b,c, T6a,b,c, T7a,b,c, T9b,c) (TS 21.133 clause 8.1.2 R3e ([3GSA_STReq]).
FE : SEGF, IBCF, I-BGF
IF : Za, Zb, Ic, Id

· (R-CDI-1.15): “Integrity”: no unauthorized data modification ([NGN-FuncReqRI] clause 5.7).

FE : ???
IF : ???

· (R-CDI-7): Integrity protection requires authentication and key management.
FE: *
IF: *

· (R-CDI-8): Communication data integrity between mobile terminal and application server. This is to provide the integrity of all communication data between mobile terminal and application server ([X.1121] clause 9.1.3, 9.2.2).
FE: UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF, AS,
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG, AS-UE
· (R-CDI-9): Stored data integrity on mobile terminal. This is to provide the integrity of all data stored in mobile terminal ([X.1121] clause 9.1.3, 9.2.2).
{Editor’s note: This is a UE-only requirement. What is the impact on NGN?}
FE: UE, WLAN UE, TE, HG, MGW, CNG,
IF: local IF
· (R-CDI-10): Stored data integrity on application server. This is to provide the integrity of all data stored in application server that are associated with mobile user (for example, mobile user's personal information) ([X.1121] clause 9.1.3, 9.2.2).
FE: AS
IF: local IF

· (R-CDI-11): Communication data integrity between mobile terminal and mobile security gateway. This is to provide the integrity of all (or part of) data transmitted between mobile terminal and mobile security gateway ([X.1121] clause 9.1.3, 9.2.2).

{editor’s note: need to clarify the “mobile security gateway” in the context of TISPAN NGN. MSG could be P-CSCF, WAG, PDG}
FE: UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF, WAG, PDG
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG, Wn, Wp, Wg, Wm, Wp,
· (R-CDI-12): Communication data integrity between application server and mobile security gateway. This is to provide the integrity of all data transmitted between application server and mobile security gateway ([X.1121] clause 9.1.3, 9.2.2).
{editor’s note: need to clarify the “mobile security gateway” in the context of TISPAN NGN. MSG could be P-CSCF, WAG, PDG}
FE: P-CSCF, WAG, PDG, UE, WLAN UE, TE, HG, MGW, CNG,
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG, Wp, Wg, Wm, AS-UE
· (R-CDI-13): Stored data integrity on mobile security gateway. This is to provide the integrity of all data stored in mobile security gateway that is associated with mobile user gateway ([X.1121] clause 9.1.3, 9.2.2).
FE: P-CSCF, WAG, PDG
IF: local IF.
· (R-CDI-14): “Presence Integrity”: The Ut interface shall be integrity protected using TLS and with effective key size of at least 128 bits ([3GPresSec] clause 5.1.3).

FE: 
IF: Ut

· (R-CDI-15): “IM “:The integrity of messages during transit shall be assured to extent of the network capabilities ([3GIMS-MESS] clause 9).
FE: ???
IF: ???

6.4.3 Confidentiality Requirements

Communications or stored data can be intercepted and privacy can be violated. Sensitive information can be eavesdropped and misused; see also [X.805] clause 6.4 “Data Confidentiality Security Dimension”.

· (R-CDC-1): Unauthorized eavesdropping of communications (signaling, control and multimedia data) or of stored data: Confidentiality of communications shall be achieved by cryptographic encryption. Confidentiality of stored data shall be achieved by cryptographic encryption or by access controls.
FE: *
IF: *

· (R-CDC-1.1): “Requirements on Security”: Confidentiality: no unauthorized information leakage/ access ([NGN-FuncReqRI] clause 5.7)

FE: ???,
IF: ???
· (R-CDC-2): Confidentiality of signaling and control messages shall be enforced if required by the application or in environments where the security policy demands confidentiality. Otherwise, confidentiality protection of signaling and control messages is considered optional. The mechanism should allow a choice in the algorithm to be used.
Note: Suitable encryption security mechanisms would be e.g. TLS or IPSec protocols with encryption turned on.
FE: *
IF: *

· (R-CDC-2.1): IMS specific confidentiality protection shall be provided to SIP signaling between UE and P-CSCF [3GIMS-Sec], [3GPP2-IMS].
FE: P-CSCF, WAG, PDG, UE, WLAN UE, TE, HG, MGW, CNG
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, TE-CNG,

· (R-CDC-2.2): IPSec ESP as specified in RFC 2406  shall provide confidentiality protection of SIP signalling between the UE and the P‑CSCF, protecting all SIP signalling messages at the IP level. ESP confidentiality shall be applied in transport mode between UE and P‑CSCF. [3GIMS-Sec], [3GPP2-IMS].
FE: P-CSCF, WAG, PDG, UE, WLAN UE, TE, HG, MGW, CNG
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG, Wp, Wg, Wm

{Editor’s note: Similar comment applies as for Req R-CDI-1.5. This is a solution specific requirement}
·  (R-CDC-2.3): Confidentiality between CSCFs, and between CSCFs and the HSS shall rely on mechanisms specified by Network Domain Security in TS 33.210 [3GIMS-Sec], [3GPP2-IMS].
FE: P-CSCF, S-CSCF, I-CSCF, UPSF, SEGF, I-BGF, IBCF
IF: Za, Za, Di, Mw/Mk/Mm

· (R-CDC-2.4): It shall be possible to protect the confidentiality of certain signalling data and control data, particularly on radio interfaces. (T1b,d, T5b,c,d) (TS 21.133 clause 8.1.3.1 R4a ([3GSA_STReq]).
FE : P-CSCF, WAG, PDG, UE, WLAN UE, TE, HG, MGW, CNG
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG, Wp, Wg, Wm, Wp

· (R-CDC-2.5): It shall be possible to protect the confidentiality of user traffic, particularly on radio interfaces. (T1a, T5a) (TS 21.133 clause 8.1.3.1 R4b ([3GSA_STReq]).
FE : P-CSCF, WAG, PDG, UE, WLAN UE, TE, HG, MGW, CNG
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG, Wp, Wg, Wm, Wp,

· (R-CDC-3): (end-to-end) bearer confidentiality of audio and/or video data shall be enforced if required by the application or in environments where the security policy demands confidentiality. Suitable encryption security mechanisms would be e.g. SRTP or IPSec protocol. Otherwise, confidentiality protection of audio and/or video data is considered optional. The mechanism should allow a choice in the algorithm to be used. Bearer confidentiality requires appropriate authentication and key management; possibly the bearer even deserve some level of integrity protection.

{Editor’s note: This requirement needs to be clarified. Should this be a Rel 1 (3GPP Rel 7) issue? Would hop-by-hop bearer security be considered sufficient as a first step? Would that work at all?
For E2E media security (A/V streaming, music downloading etc), clarification is necessary if and how Digital Rights Management (DRM) is to be applied. DRM can be seen mostly as an application-level issue; TISPAN may want to consider providing base security protection mechanisms that DRM could deploy.
}
FE: UE, WLAN UE, TE, HG, MGW, CNG
IF: {editor’s note: there is no E2E IF defined yet}
· (R-CDC-4): Other application data confidentiality should be provided.
FE: AS, UE
IF: AS-UE

· (R-CDC-5): Confidentiality protection requires authentication, key management and integrity protection.
FE: *
IF: *

· (R-CDC-6): Communication data confidentiality between mobile terminal and application server. This is to provide the confidentiality of all or sensitive data transmitted between mobile terminal and application server ([X.1121] clause 9.1.2, 9.2.1).
FE: UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF, AS,
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG, AS-UE
· (R-CDC-7): Stored data confidentiality on mobile terminal. This is to provide the confidentiality of all or sensitive data stored in mobile terminal ([X.1121] clause 9.1.2, 9.2.1).
{Editor’s note: This is a pure UE requirement. Any impacts to NGN?}
FE: UE, WLAN UE, TE, HG, MGW, CNG,
IF: local IF
· (R-CDC-8): Stored data confidentiality on application server. This is to provide the confidentiality of all or sensitive data in application server that are associated with mobile user ([X.1121] clause 9.1.2, 9.2.1).
FE: AS
IF: local IF

· (R-CDC-9): Communication data confidentiality between mobile terminal and mobile security gateway. This is to provide the confidentiality of all or sensitive data transmitted between mobile terminal and mobile security gateway ([X.1121] clause 9.1.2, 9.2.1).

{editor’s note: need to clarify the “mobile security gateway” in the context of TISPAN NGN.}
FE: P-CSCF, WAG, PDG, UE, WLAN UE, TE, HG, MGW, CNG,
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG, Wp, Wg, AS-UE
· (R-CDC-10): Communication data confidentiality between application server and mobile security gateway. This is to provide the confidentiality of all or sensitive data transmitted between application server and mobile security gateway ([X.1121] clause 9.1.2, 9.2.1).
FE: P-CSCF, WAG, PDG, UE, WLAN UE, TE, HG, MGW, CNG,
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG, Wp, Wg, AS-UE
· (R-CDC-11): Stored data confidentiality on mobile security gateway. This is to provide the confidentiality of all or sensitive data stored in mobile security gateway. ([X.1121] clause 9.1.2, 9.2.1).
FE: P-CSCF, WAG, PDG
IF: local IF.

· (R-CDC-12): It shall be possible for the user to check whether or not his user traffic and his call related information is confidentiality protected. This should require minimal user activity. (T1a,b) (TS 21.133 clause 8.1.3.1 R4f ([3GSA_STReq]).
FE : UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF, PDG, WAG
IF : Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG,
· (R-CDC-13): It shall be possible to protect the confidentiality of user-related data which is stored or processed by a provider. (T5c,e) (TS 21.133 clause 8.1.3.2 R5a ([3GSA_STReq]).
FE : IMS ; AS, RACS, NASS
IF : *

· (R-CDC-14): It shall be possible to protect the confidentiality of user-related data stored by the user in the terminal or in the USIM. (T10h,j) (TS 21.133 clause 8.1.3.2 R5b ([3GSA_STReq]).
{editor’s note: This is a pure UE requirement. Any impacts on NGN?}
FE : UE, WLAN UE, TE, HG, MGW, CNG,
IF: local IF.
· (R-CDC-15): “Presence confidentiality”: It shall be possible to apply confidentiality protection over the Ut interface using TLS and with effective key size of at least 128 bits. ([3GPresSec] clause 5.1.2).

FE: Presence Server, Watcher/presentity
IF: Ut

6.5 Privacy Requirements

This user requirement aims to protect against tracking of location information, against traffic analysis, against network topology espionage, and against theft of customer data; see also [X.805] clause 6.8 “Privacy Security Dimension”.

· (R-P-1): “Topology Hiding”: Network topology should not be revealed to competitors. As far as practical, key management protocols and message protection mechanisms SHOULD conceal network addresses, routing, and other information that expose the size, topology, or traffic patterns of a network [ATMF_NGAsec].

Users or network providers who deploy security within their administrative domains often have a requirement to protect the confidentiality of such information. Protection against traffic analysis for signalling and management protocols is not a requirement, but implementations of the confidentiality service may protect against certain traffic flow analysis by hiding network addresses, higher layer protocol headers, messages lengths, message frequency, and timing aspects of the protocol [ATMF_NGAsec].
FE: SEGF, THIG, IBCF, I-BGF
IF: Za, Zb, Ic, Id
{editor’s note: THIG is not a FE yet in the NGN architectures}
· (R-P-1.1): “Topology Hiding”: It shall be possible to hide the network topology from other operators, which includes the hiding of the number of S‑CSCFs, the capabilities of the S‑CSCFs and the capability of the network [3GIMS-Sec], [3GPP2-IMS].
FE: SEGF, THIG, IBCF, I-BGF, S-CSCF
IF: Za, Zb, Ic, Id, Mw/Mk/Mm

· (R-P-1.2): “Topology Hiding”: The I‑CSCF shall have the capability to encrypt the address of an S‑CSCF in SIP Via, Record-Route, Route and Path headers and then decrypt the address when handling the response to a request. The P‑CSCF may receive routing information that is encrypted but the P‑CSCF will not have the key to decrypt this information [3GIMS-Sec], [3GPP2-IMS].
FE: I-CSCF, S-CSCF, P-CSCF
IF: Mw

· (R-P-1.3): “Topology Hiding”: IMS shall use the (optional) topology hiding mechanism as defined in [3GIMS-Sec], [3GPP2-IMS].
FE: THIG, SEGF, IBCF, I-BGF
IF: Za, Zb, Ic, Id, ???

· (R-P-1.4): “Topology Hiding”: Internal resources used for a communication, and the topology of an operator and the routing of the communication within an operator’s NGN network shall not be revealed to a user or another operator ([NGN-SvcReq] clause 5.11.3).
FE: a1, a3, e4, e5, e2, Rq, Di, Gq’
IF: *

· (R-P-2): “Topology Hiding”: Network resource usage and network status must not be revealed to competitors.
FE: *
IF: *

· (R-P-3): “Location privacy”: User’s location and usage patterns must be kept private.
FE: UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF, PDG, WAG, SLF, CLF
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG, Dh, Dx, a2, a4, e4, e2

· (R-P-3.1): “Location privacy”: It shall be possible to protect the confidentiality of location data about users, particularly on radio interfaces. (T1b, T3b, T5b,c,d,e) (TS 21.133 clause 8.1.3.1 R4d ([3GSA_STReq]).
FE: UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF, PDG, WAG, SLF, CLF
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG, Dh, Dx, a2, a4, e4, e2

· (R-P-3.2): “Location privacy”: It shall be possible to protect against the unwanted disclosure of location data for a user participating in a particular NGN service to other parties participating in the same NGN service. (T5f) (TS 21.133 clause 8.1.3.1 R4e ([3GSA_STReq]).
FE: UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF, PDG, WAG, SLF, CLF
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG, Dh, Dx, a2, a4, e4, e2

· (R-P-4): “Message privacy”: Privacy of selected message fields (e.g. such as identities, phone numbers, network addresses or call-accounting data etc) depending on the legal/regional requirements.
FE: *
IF: *

· (R-P-4.1): “User identity privacy”: It shall be possible to protect the confidentiality of user identity data, particularly on radio interfaces. (T1b,d, T3b, T5b,c,d,e) (TS 21.133 clause 8.1.3.1 R4c ([3GSA_STReq]).
FE: UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF, PDG, WAG
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG

· (R-P-5): Avoid leakage of information and to prevent unauthorized person from getting the information ([X.1121] clause 9.1.7).
FE: *
IF: *

· (R-P-6): “Identity protection”: Provide an ability to send a message so that ASP cannot find out the identity of mobile user (and mobile terminal) ([X.1121] clause 9.1.6).
FE: *
IF: *

· (R-P-7): Identity management ([X.1121] clause 9.1.1).
Identity management is typically related to protect from revealing information about the user identity. Therefore, identity management is very important aspects of user privacy. Pseudonym can be used during communication. Mobile user's identity management requirement is to generate (or request to generate), maintain, delete (or request to delete), and apply of keys in accordance with mobile user's security policy.

{editor’s note: This requirement is very unclear. Does this refer to “Identity Privacy Protection”? Or is it actually an ID Mgt requirement to be better placed in 5.1.3.3 ?}
FE: ?
IF: ?

· (R-P-8): Anonymous supplementary services communication session ([NGN-SupSvcReq] clause 9.1.4.1):

An Anonymous communication session is given when a user receiving a communication session cannot identify the originating user.

· (R-P-8.1): Anonymous communication sessions shall be supported in an NGN either in a permanent mode or in a temporary mode communication by call. In this case the originating party identity shall not be presented to the destination party. The network to which the destination party is connected to is responsible to handle this service. 

· (R-P-8.2): Nevertheless, in some specific cases where the destination party has an override right (e.g. emergency communication sessions), the originating party identity is provided to the destination party independent whether or not this communication session is anonymous.

With regard to anonymous communication session definition for NGN several levels are to be considered:

1. A communication session where the identity information is restricted.

2. A communication session where the identity information cannot be delivered to the destination party.

FE: UE, CPE, AS
IF: Ut

· (R-P-9): Personal data processing by Supplementary Services:

Mandatory services: services shall be provided according regulation concerning the processing of personal data and the protection of privacy in the electronic communications sector ([NGN-SupSvcReq] clause 10).

{Editor’s note: This requirement is too high-level; it is not clear with FEs and IFs are impacted. This deserves clarification.}
FE: ???
IF: ???

· (R-P-10): Supplementary Services Originating Identification Presentation (OIP) ([NGN-SupSvcReq] clause 10.1.1.1).

The OIP simulation service provides the destination party with the possibility of receiving asserted identity information in order to identify the originating party. Source References: 
ETS 300 089-1, ETS 300 648 [27]

· In addition to the asserted identity information, the Originating Identity may include address identity information generated by the originating user and transparently transported by the network. The network cannot be responsible for the content of this user generated identity information.

· The network shall deliver the Originating Identity to the destination party during communication session establishment, regardless of the terminal capability to handle the information.

FE: UE; CPE, AS
IF: Ut

· (R-P-11): Supplementary Services Originating identification restriction:

· (R-P-11.1): The OIR simulation service shall normally take precedence over the OIP simulation service ([NGN-SupSvcReq] clause 10.1.1.2.1.2). 
{Editor’s note: OIP simulation service may deserve a reference.}

Note: The OIP simulation service can take precedence over the OIR simulation service when the destination user has an override right. This is a national matter, and is outside the scope of this document. 
{Editor’s note: This particular one is an explicit non-requirement and therefore is stated just as a note.}
FE: UE; CPE, AS
IF: Ut

· (R-P-12): The Supplementary Services Originating Identification Restriction (OIR) simulation service enables the originating party to prevent presentation of its identity information to the destination part. ([NGN-SupSvcReq] clause 10.1.2.1); Source Reference: EN 300 090 [6], ETS 300 649 [31].

FE: UE; CPE, AS
IF: Ut

· (R-P-13): The Supplementary Services Originating identification presentation:

· (R-P-13.1): The OIR simulation service shall normally take precedence over the OIP simulation service ([NGN-SupSvcReq] clause 10.1.2.2.1.1).

Note: The OIP simulation service can take precedence over the OIR simulation service when the destination user has an override right. This is a national matter, and is outside the scope of the present document. 
{Editor’s note: This particular one is an explicit non-requirement and therefore is stated just as a note.}
· (R-P-13.2): When the originating identification restriction simulation service has been invoked, the originating user's address shall not be presented to the diverted-to user unless the diverted-to user has an override capability ([NGN-SupSvcReq] clause 10.2.1.1.2.2).

FE: UE; CPE, AS
IF: Ut

· (R-P-14): Supplementary Services Terminating Identification Presentation (TIP) ([NGN-SupSvcReq] clause 10.1.3.1, Source Reference: ETS 300 094):

The TIP simulation service provides the originating party with the possibility of receiving asserted information in order to identify the connected party.

· (R-P-14.1): In addition to the asserted identity information, the Connected Identity may include address information generated by the connected user and transparently transported by the network. The network cannot be responsible for the content of this user generated address information ([NGN-SupSvcReq] clause 10.1.3.1, Source Reference: ETS 300 094).

· (R-P-14.2): The network shall deliver the Connected Identity to the originating party on communication acceptance regardless of the terminal capability to handle the information ([NGN-SupSvcReq] clause 10.1.3.1, Source Reference: ETS 300 094).

· (R-P-14.3): The TIR simulation service shall normally take precedence over the TIP simulation service ([NGN-SupSvcReq] clause 10.1.4.2.1.1).
Note: The TIP simulation service can {editor’s note: may?} take precedence over the TIR simulation service when the originating user has an override right.

· (R-P-14.4): When a communication has been diverted and the diverted-to user has been provided with the originating identification presentation simulation service, the diverted-to user shall receive the number of the original originating user, if this originating user has not subscribed to or invoked the originating identification restriction simulation service ([NGN-SupSvcReq] clause 10.2.1.1.2.1).

· (R-P-14.5): If the served (diverting) user selects the option that the originating user is not notified of communication diversion, then the originating user shall receive no diverting notification. In addition, the originating user shall not receive the connected user's identity when the communication is answered, unless the originating user has an override capability ([NGN-SupSvcReq] clause 10.2.1.1.2.3).

· (R-P-14.6): If the served (diverting) user selects the option that the originating user is notified, but without the diverted-to number, then the originating user shall not receive the connected user's identity when the communication is answered, unless the originating user has an override capability ([NGN-SupSvcReq] clause 10.2.1.1.2.3).

· (R-P-14.7): Conferees shall not receive the identity of a party when that party is added to the conference ([NGN-SupSvcReq] clause 10.3.1.2.3).
{Editor’s note: This requirement is unclear: Why should conferees not see the identity of an added participant when TIP is in effect? However, the requirement would make sense if TIR is in effect.}
FE: UE; CPE, AS
IF: Ut

· (R-P-15): Supplementary Services Terminating Identification presentation restriction (TIR):

· (R-P-15.1): The TIR simulation service shall normally take precedence over the TIP simulation service. The TIP simulation service can take precedence over the TIR simulation service when the originating user has an override right ([NGN-SupSvcReq] clause 10.1.3.2.1.2).

· (R-P-15.2): Supplementary Services Terminating COPR {editor’s note TIR?} is a simulation service offered to the connected party enables the connected party to prevent presentation of the connected identity information to originating party ([NGN-SupSvcReq] clause 10.1.4.1, Source Reference: ETS 300 095):

· (R-P-15.3): If a diverted-to user subscribes to the Terminating Identification presentation restriction simulation service "permanent mode", then the diverted-to user's address shall not be provided with the notification that the communication has been diverted ([NGN-SupSvcReq] clause 10.2.1.1.2.4).

· (R-P-15.4): If a diverted-to user subscribes to the Terminating Identification presentation restriction simulation service "temporary mode", then the diverted-to user's address shall not be provided until negotiation with the user has taken place and a positive indication from the user has been received (i.e. the default value shall not be used) ([NGN-SupSvcReq] clause 10.2.1.1.2.4).

· (R-P-15.5): In each of the above situations, a originating user that subscribes to the Terminating Identification presentation simulation service and who has override capability will not receive the diverted-to user's address as part of the diverting notification information, but can use the override capability in order to receive the connected identity when the communication is answered ([NGN-SupSvcReq] clause 10.2.1.1.2.4).

FE: UE; CPE, AS
IF: Ut

· (R-P-16): Supplementary Services Malicious Communication Identification (MCID):

The MCID simulation service enables an incoming communication to be identified and registered.

· (R-P-16.1): The following communication information shall be registered ([NGN-SupSvcReq] clause 10.1.5.1, Source Reference: ETS 300 128 [13]):

- Destination Party Identity Information;

- Originating Party Identity Information;

- local time and date of the invocation in the network serving the called user.

{Editor’s note: The notion of “registered” is unclear: registered by/to whom; how does registering works?

· (R-P-16.2): The information shall not be available to the terminal equipment under the control of the called user nor the originating user. The information shall be stored at a location(s) under the control of the network operator ([NGN-SupSvcReq] clause 10.1.5.1, Source Reference: ETS 300 128 [13]).

· (R-P-16.3): The MCID simulation service can {editor’s note: may?} either be invoked during a period of time after the alerting phase, during the active phase of the communication, or after the active phase for a limited period ([NGN-SupSvcReq] clause 10.1.5.1, Source Reference: ETS 300 128 [13]).

· (R-P-16.4): The malicious communication identification simulation service can be invoked for a diverted communication. In addition to the normal operation of the malicious communication identification simulation service, the identity of the first diverting user shall be registered and, as a network option, the last diverting user can be registered ([NGN-SupSvcReq] clause 10.2.1.1.6). Once diverting has taken place, the diverting user cannot invoke the malicious communication identification simulation service.

· (R-P-16.5): The malicious communication identification simulation service shall not be automatically invoked when a communication is terminated due to the invocation of the CFNR and CD simulation service ([NGN-SupSvcReq] clause 10.2.1.1.6).

FE: UE; CPE, AS
IF: Ut

· (R-P-17): Supplementary Services Anonymous Communication Rejection (ACR):

The Anonymous Communications Rejection (ACR) simulation service allows the served user to reject incoming communication from users or subscribers who have restricted the presentation of their originating identity according to the OIR simulation service [xx].

· (R-P-17.1): ACR will {editor’s note: shall?} reject all communication s with CLI marked "presentation restricted" according to OIR. The communications are {editor’s note: shall be?} rejected regardless of the current state (e.g. free or busy) of the served user's access. The ACR simulation service shall not reject communications with an OIR marked "presentation restricted by network". The served user's ability to originate communication s is unaffected by the ACR simulation service ([NGN-SupSvcReq] clause 10.1.6.1).
{editor’s Note: the definition of “presentation restricted” and “ presentation restricted by network” is an open issue.}
· (R-P-17.2): The originating user shall be given an appropriate indication that the communication has been rejected due to the application of the ACR simulation service ([NGN-SupSvcReq] clause 10.1.6.1).

· (R-P-17.3): If the called user has subscribed to the override right according to the OIP simulation service, then the ACR simulation service shall not apply ([NGN-SupSvcReq] clause 10.1.6.2.2.1).

· (R-P-17.4): If the called user has activated the ACR simulation service, then the OIR simulation service {editor’s note: shall?} causes the execution of the ACR simulation service in accordance with the procedures in subclause ([NGN-SupSvcReq] 10.1.5.2 ([NGN-SupSvcReq] clause 10.1.6.2.2.2).

· (R-P-17.5): If the called user has activated the ACR simulation service, then if a closed user group communication is offered to the called user, the closed user group simulation service shall take precedence over the ACR simulation service. If the called user also has the incoming access capability within the closed user group simulation service, and if the offered communication to the called user is a non-closed user group communication, the ACR simulation service shall take precedence over the closed user group simulation service ([NGN-SupSvcReq] clause 10.1.6.2.2.3).

FE: UE; CPE, AS
IF: Ut

· (R-P-18): Supplementary Services Closed user group (CUG):

· (R-P-18.1): Closed user group restrictions shall be checked and met for the communication between the originating user and the diverting user. The parameters of a closed user group applied by the network on the original communication shall be used for the diverted part of the communication, and by this means closed user group restrictions shall be checked and met for the communication between the originating user and the diverted-to user ([NGN-SupSvcReq] clause 10.2.1.1.3).

· (R-P-18.2): The outgoing Communication Session Barring attribute of the diverting user's closed user group simulation service shall not be used to determine if the communication can be diverted ([NGN-SupSvcReq] clause 10.2.1.1.3).

· (R-P-18.3): When the communication involving the first conferee is added to the conference, then the conference shall assume the closed user group of that communication. In order to add a subsequent communication to the conference, the closed user group of that communication shall be checked against the closed user group of the conference ([NGN-SupSvcReq] clause 10.3.1.2.4).

FE: UE; CPE, AS
IF: Ut

· (R-P-19): “CLIP/CLIR”
{Editor’s note: The 00003 editor should consider using the same terminology from [NGN-SupSvcReq]}

· (R-P-19.1): The NGN shall support mechanisms for the network operator to guarantee the authenticity of a user identity presented for an incoming call to a user where the call is wholly within that operator’s network (i.e. originating and terminating parties are subscribers to, and resident in, a single NGN). This is equivalent to the situation for CLIP with today’s telephony networks ([NGN-FuncReqRI] clause 5.1m 5.7).

· (R-P-19.2): The NGN shall provide mechanisms that allow to present the identity of the session originator, if this is not restricted by the session originator ([NGN-FuncReqRI] clause 5.1, 5.7).

FE: UE; CPE, AS
IF: Ut

· (R-P-20): “COLP/COLR”: The NGN shall provide mechanisms that allow to present the identity of the connected party to the session originator, if this is not restricted by the connected party or the network ([NGN-FuncReqRI] clause 5.1, 5.7).
{Editor’s note: The 00003 editor should consider using the same terminology from [NGN-SupSvcReq]}

FE: UE; CPE, AS
IF: Ut

· (R-P-21): Privacy: no unauthorized profiling, disclosure and modification ([NGN-FuncReqRI] clause 5.2).
{Editor’s note: of what?}

FE: ???
IF: ???

· (R-P-22): Network topology privacy: The NGN architecture shall allow for operators to limit the visibility of the network topology to authorized entities and control of access to network data from other domains no unauthorized profiling, disclosure and modification ([NGN-FuncReqRI] clause 5.7).

FE: ???
IF: ???

· (R-P-23): User privacy Non unauthorized disclosure or manipulation of user data including user preferences, profiles, presence & availability and location information ([NGN-FuncReqRI] clause 5.7).

FE: ???
IF: ???

· (R-P-24): “Presence Privacy”:

· (R-P-24.1): The privacy aspect of presence information and the need for authorisation before providing presence information shall be configurable by the user (i.e. presentity) ([3GPres] clause 6.1).

· (R-P-24.2): The following privacy requirements shall be supported ([3GPres] clause 6.1):

-
principal’s privacy


a principal of a presentity shall, at any time, be able to control to whom, for how long and what (all or part of) presence information of the presentity is provided, and a principal of a watcher shall, at any time, be able to control to whom, for how long and what (all or part of) watcher information of the watcher is provided

Note:
need to consider where subscriber’s privacy (as distinct from principal’s privacy) requires to be addressed.

· (R-P-24.3): Any services using the presence information shall ensure privacy agreement before releasing presence information. The presence service does not address deployment specific issues (e.g. where agreements are stored or how they are negotiated). It only gives requirements for privacy management ([3GPres] clause 6.1).

· Note: Specific local, national, and regional privacy regulations shall be complied with. In particular, an operator shall, at any time, be able to override principal’s privacy if required to do so ([3GPres] clause 6.1).

FE: ???
IF: ???

· (R-P-25): “EMTEL privacy”?}: Enterprise DHCP server for location information (private) ([NGN-EMTELReq] clause 4.7).
{Editor’s note: Not clear if this is meant to be a privacy requirement or something else? Where in the NGN architecture is the Enterprise DHCP server? Should the DHCP server keep location information private? Or is it meant that the DHCP server should use the available location information for EMTEL purposes but keep the locacation information private to unauthorized use/access ?}

FE: ???
IF: ???

· (R-P-26): “IM privacy”: It shall be possible for the recipient to see the public ID of the sender of the message unless the sender has requested to hide it ([3GIMS-MESS] clause 7.6).


· (R-P-26.1): “Public ID privacy”: It shall be possible for the sender of the message to request to hide its public ID from the recipient (anonymous sender) ([3GIMS-MESS] clause 7.6).

Note: The capability of public ID hiding is an IMS service provider and legislation issue and it may or may not be available.

· (R-P-26.2): “Public ID privacy”: The sender's public ID shall not be delivered to the recipient ([3GIMS-MESS] clause 7.6).
Note: The capability of public ID hiding is an IMS service provider and legislation issue and it may or may not be available.

· (R-P-26.3): “No delivery”: If the service is not available the message shall not be delivered to the recipient ([3GIMS-MESS] clause 7.6).

· (R-P-26.4): “Nicknaming”: It shall be possible for the sender to use nickname when sending messages. In case of nickname the recipient shall only be able to see the nickname but not the real address from which the message came from. It shall be possible to use nicknames for public and private messages. It shall be possible for the recipient to reply to the message sent with a nickname ([3GIMS-MESS] clause 7.6).

· (R-P-26.5): “Invisible typing”: It shall be possible for a member of an IMS Messaging session to disable the reporting of the indication that they are entering a message (“Is Typing”) on a per session basis. Further granularity levels for this requirement is for further study ([3GIMS-MESS] clause 7.6).

· (R-P-26.6): “IM message privacy”: It shall be possible for the contents of messages to be read only by the intended recipient(s) ([3GIMS-MESS] clause 9).


FE: ???
IF: ???

6.6 Key Management Requirements

This requirement addresses key management.

· (R-KM-0): “End-to-end key management”: Some countries seem to have a national requirement that does not allow strict end-end (e.g., user-to-user) key management without being able to lawfully intercept the key material.
{Editor’s note: What exactly does this mean for ETSI and TISPAN NGN? Which NGN Release is impacted? Which FEs, IFs were impacted? This all is to be clarified through TC LI.}
FE: ?
IF: ?

· (R-KM-1): Key management and key distribution between SEGFs shall use the IKE Internet Key Exchange protocol (RFC2407, RFC 2497, RFC 2409) [3GNDS-IPSec]. The main purpose of IKE is to establish negotiate and maintain Security Associations between parties that are to establish secure connections.
FE: SEGF
IF: Za, Zb

· (R-KM-2): NDS/IP for SEGFs requires support of IKE profiling ([[3GNDS-IPSec] clause 5.4]).
FE: SEGF
IF: Za, Zb

· (R-KM-3): The UE and the P‑CSCF shall agree on security associations, which include the integrity keys, that shall be used for the integrity protection [3GIMS-Sec], [3GPP2-IMS].
FE: UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF, PDG, WAG
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG

· (R-KM-4): The generation of the authentication vector AV that includes RAND, XRES, CK, IK and AUTN shall be done in the same way as specified in TS 33.102 . The ISIM and the HSS keep track of counters SQNISIM and SQNHSS respectively. The requirements on the handling of the counters and mechanisms for sequence number management are specified in TS 33.102  [3GIMS-Sec], [3GPP2-IMS].
FE: UPSF
IF: Wx, Cx, Mw

· (R-KM-5): Only two pairs of SAs shall be active between the UE and the P‑CSCF. These two pairs of SAs shall be updated when a new successful authentication of the subscriber has occurred. Two pairs of unidirectional SAs between the UE and the P‑CSCF all shared by TCP and UDP, shall be established in the P‑CSCF and later in the UE [3GIMS-Sec], [3GPP2-IMS].
FE: UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF, PDG, WAG
IF: Mw, Gq, Gm, P-CSCF-CPE, Zb, Ua, Ub, Ut, Ww, Wu, Wn, Wa, TE-CNG

· (R-KM-6): The encryption key expansion on the user side shall be done in the UE. The encryption key expansion on the network side shall be done in the P‑CSCF [3GIMS-Sec], [3GPP2-IMS].
FE: UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF
IF: mostly local IF, Gm

· (R-KM-7): For the topology hiding mechanism, all I‑CSCFs in the HN shall share the same encryption and decryption key Kv [3GIMS-Sec], [3GPP2-IMS].
FE: I-CSCF
IF: Mw

· (R-KM-8): For protecting IMS signaling between the UE and the P-CSCF, the IMS AKA procedure shall be used as defined in [3GIMS-Sec], [3GPP2-IMS].
FE: UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF
IF: Gm

· (R-KM-9): Security associations in the UE and in the P-CSCF shall be managed as described in [3GIMS-Sec], [3GPP2-IMS].
FE: UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF
IF: Gm

· (R-KM-10): The Key expansion functions for IPSec ESP shall be according to [3GIMS-Sec], [3GPP2-IMS] Annex I.
FE: SEGF, UE, WLAN UE, TE, HG, MGW, CNG, P-CSCF
IF: Gm, Za, Zb

· (R-KM-11): The security specification SHOULD provide for both pre-configured keys and automated key management [ATMF_NGAsec].
FE: *
IF: *

Whereas automated key management is required in most production environments, manual key management provides a backup mechanism and a method for testing security mechanisms [ATMF_NGAsec].

· (R-KM-12): Public-key-based key management SHOULD support a perfect forward secrecy option [ATMF_NGAsec].

Key management systems use the parties’ long-term keys associated with their identities and other information to derive short-term master keys or session keys. Compromise of long-term keys at some future time should not compromise the confidentiality of short-term keys and the traffic previously protected by these short-term keys derived from the subsequently-compromised long-term keys [ATMF_NGAsec].
FE: *
IF: *

· (R-KM-13): Automated key management MUST include options to refresh keys after a certain time period or traffic volume [ATMF_NGAsec].

Note: Limits have been established for the use of a given key with many cryptosystems.
FE: *
IF: *

· (R-KM-14): Key exchange protocols MAY provide protection of the users’ identities against passive attacks and certain active attacks [ATMF_NGAsec].

Note also relationship with privacy and identity protection.

FE: *
IF: *

· (R-KM-15): “Presence Confidentiality Key Management”: The terminal shall in the negotiation phase include protection alternatives that include at least one alternative with encryption algorithm support. The terminal and the server shall be able to resume a previous session and to perform an abbreviated handshake ([3GPresSec] clause 5.1.2).

FE: UE, Presence Server
IF: Ut

· (R-KM-16): “Presence Confidentiality Key Management”: The terminal and the server shall be able to resume a previous session and to perform an abbreviated handshake ([3GPresSec] clause 5.1.3).

FE: UE, Presence Server
IF: Ut

6.7 Secure Management Requirements

{Editor’s note: to be completed

Potentially useful material to consider is in:

· 03bTD36: TIPHON Management Requirements: FCAPS Processes/Security, security requirements on terminal equipments, reqs on authentication, security requirements, privacy, security policy, secure billing administration, security-related reports to the user, secure dialog between operators, security-related reports to the service provider, secure subscription process.

· 03bTD37: 3G Telecom Management HLL Reqs: security management, 

· [3GSecMgt]

3GPP TS 32.371 V0.0.1 (2003-11) 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Telecommunication management; Security Management: Concepts and Requirements; (Release 6)

· TS 21.133 clause 6 ([3GSA_STReq]) clause 5.1.5 states requirements on security management.

· T1.276-2003 Telecommunications Operations, Administration, Maintenance, and Provisioning Security Requirements for the Public Telecommunications Network: A Baseline of Security Requirements for the Management Plane.

· ITU-T Draft Recommendation M.3016.0 “Framework for setting the high level requirements for TMN Security”

· ITU-T Draft Recommendations M.3016.1, M.3016.2, M.3016.3 (?), and M.3016.4.

· ITU-T Recommendation E.408: Telecommunication Networks Security Requirements (05/2004).

· ITU-T Recommendation X.800 clause 8 “Security management”.

· ITU-T Recommendation X.805: Table 2.

· OIF: 

· oif2002.375.10 “Security for Management Interfaces to Network Elements”, 09/2003.

· (“Security Extension for UNI and NNI”, 05/2003.

· oif2002.333.03: Addendum to the Security Extension for UNI and NNI; 07/2004)

· IETF OPSEC:

· draft-jones-opsec-06: Operational Security Requirements for Large ISP IP Network Infrastructure; April 21, 2004.

· draft-jones-opsec-framework-00: Framework for Operational Security Requirements for IP Network Infrastructure; April 21, 2004

Seek input and directions from WG8 at TISPAN#4.

}
· (R-SMP-1): It shall be possible to update the ISIM specific information in a secure manner. ([NGN-SvcReq] clause 5.11.1).
FE: CPE, UE, ???
IF: e3, Gm

· (R-SMP-2): “Administration of user identities”:
· (R-SMP-2.1): Identities of NGN users, used e.g. for authentication, authorization and routing, shall be administered by the network operator and shall not be changeable by the user ([NGN-FuncReqRI] clause 5.2).

FE: CPE, UE, ???
IF: ???

· (R-SMP-2.2): Identities of NGN users provided for authentication shall not be visible to other users ([NGN-FuncReqRI] clause 5.2).

FE: CPE, UE, ???
IF: ???

· (R-SMP-3): “User Profile”: This user profile may be stored in one database or separated in several databases. Read and write access to the user profile data or parts of it within the user’s home NGN, from serving NGNs or 3rd party networks (e.g. application servers) must be achieved in a standardized manner ([NGN-FuncReqRI] clause 5.2).

FE: UPSF, PDBF, 
IF: ???

· (R-SMP-4): Service/application providers may require users to install software and run a setup program.
FE: AS, NASS, IMS
IF: *

· (R-SMP-5): Administration/configuration and interoperability checks of customer equipment by the service/application provider may be necessary.
FE: ?
IF: ?

· (R-SMP-6): Verify pre-payment or customer credit.
FE: ?
IF: ?

· (R-SMP-7): Third-party and customer-supplied devices must be supported.
FE: UE, WLAN UE, TE, HG, AN, MGW, CNG,
IF: Gm, Ua, Ub, Ut, Ww, Wu, TE-CNG, e1, Z, MGW-AGCF, Mn

6.7.1 Security Event Logging and Security Audit Requirements

This requirement aims to guard against undetected modification of system configuration, system errors and intrusion attempts; against unauthorized and undetected actions.

It is assumed that there is at least one security event management system within the entire NGN that takes care of encountered security events and achieves some security audit.

Note: In fact, there may be multiple security event management systems within the NGN; e.g. access provider, network/transport provider and application/service provider may each deploy their own, specific security event management system.

· (R-SM-1): Capability to log and report unauthorized/invalid connection attempts to a security event management system shall be provided.
FE: *
IF: *

· (R-SM-2): Unauthorized/invalid call attempts shall be logged and reported to security event management.
FE: *
IF: *

· (R-SM-3): The occurrence of an unauthorized bearer stream shall be logged and reported to security event management.
FE: *
IF: *

· (R-SM-4): A count of unauthorized signaling packets shall be logged.
FE: I-BGF, SPDF, PDG
IF: Gq, Di, Ia, Go, Id, Di, Gq’, Ia, Rq, Wm, Wp, Wu, Wi

· (R-SM-5): Unauthorized access attempts shall be logged.
FE: UAAF, 3GPP AAA Server, WAG, AMF; A-RACF, P-CSCF
IF: a3, e1, Wn, Wu, Wd, Wm, Ra, e4, Gm

· (R-SM-6): Access transaction logging shall be supported.
FE: ?
IF: ?

· (R-SM-7): Security event and audit logs ([ATMF_NGAsec])

· (R-SM-7.1) must be integrity protected;
FE: *
IF: *

· (R-SM-7.2) must be accessed by authorized administrators only;
FE: *
IF: *

· (R-SM-7.3) may require confidentiality protection;
FE: *
IF: *

· (R-SM-7.4) must enable tracking of modification of configuration and system data;
FE: *
IF: *

· (R-SM-7.5) shall not contain any private authentication credentials (e.g., passwords, signing keys).
FE: *
IF: *

· (R-SM-8): Audit trail capability of all network activities in the network.
FE: *
IF: *

· (R-SM-9): Audit trail capability of all network management activities.
FE: *
IF: *

· (R-SM-10): Audit records MUST be made of failed authentication attempts [ATMF_NGAsec].
FE: P-CSCF, WAG, 3GPP AAA Server, UAAF, AMF, A-RACF, AN, AGCF, SEGF, IBCF, I-BGF, NAF, BSF, AP, CNG, HG, MGW
IF: Gm, a3, e1, Ra, CPE-AN, MGW-AGCF, Ic, Id, Mw, Gq, If, P-CSCF-CPE, Zb, Wn, Wp, Wg, Wa, Wx, D’/Gr’, Wf, Wo, Wm, Wd, a4, (NACF-UAAF), e5, a1, Re, Rq, e4, Za, Ib, Mw/Mk/Mm, Di, Zn, Ua, Zh, Ub, Ut, TE-CNG, e3, Z, Mn

· (R-SM-11): An auditing function MUST be available to reconstruct system activities in response to security violations [ATMF_NGAsec].
FE: *
IF: *

· (R-SM-12): Mechanism MUST be available to filter the collection of audit data based on flexible sets of conditions. Authenticated, dynamic remote configuration of filters MUST be supported.
FE: *
IF: *

(R-SM-12.1): Filtering of audit events at switches is required to allow a network operator to reduce load on loghost [ATMF_NGAsec].
FE: *
IF: *

· (R-SM-13): Reporting of call statistics MUST be provided [ATMF_NGAsec].
Call statistics audit messages shall contain the parameters specific to each call including origination time, addressing, and duration.
FE: *
IF: *

· (R-SM-14): Reporting of events “out of band” MUST be supported [ATMF_NGAsec].
If circumstances cause an outage in the data network, then the auditing mechanism will need an alternate physical path for reporting events.
FE: *
IF: *

· (R-SM-15): Both local logging and logging to a remote loghost MUST be supported; except for UE which must support remote logging [ATMF_NGAsec].
This allows flexibility and redundancy.
FE: *
IF: *

· (R-SM-16): Audit record time stamps MUST be included in event messages.
Timestamps are required for event correlation and replay protection, and shall be applied by the loghost and by the originating switches at the highest supported resolution. Granularity and synchronization of timestamps shall be addressed [ATMF_NGAsec].
FE: *
IF: *

· (R-SM-17): Fields MUST exist in the message to identify the entity (and, optionally, the process) that originated the audit event [ATMF_NGAsec].
The source of the security event must be recorded for later post-processing or further audit log analysis.
FE: *
IF: *

· (R-SM-18): Numeric values for message source and severity level indicators MUST be provided [ATMF_NGAsec].
Note: Numeric values (as opposed to string representations) allow efficient filtering and determination of actions that should be taken by the loghost or network administrator.
FE: *
IF: *

· (R-SM-19): The audit log file records SHOULD be self-identifying [ATMF_NGAsec].
Note: Given an arbitrary segment out of the middle of an audit file, one should be able to find the record boundaries, parse the records, and verify the integrity unambiguously.
FE: *
IF: *

· (R-SM-20): Audit log events MUST be generated upon startup and shutdown of audit functions [ATMF_NGAsec].
Note: This allows determination of the period of audit coverage.
FE: *
IF: *

· (R-SM-21): It shall be possible to detect and prevent the fraudulent use of services. Alarms will typically need to be raised to alert providers to security-related events. Audit logs of security related events will also need to be produced. (T8a,b,c, T9d,e, T10a,b) (TS 21.133 clause 8.1.1.2 R2b ([3GSA_STReq]).
FE: *
IF: *

{editor’s note: there may be many more requirements on archiving, compression, buffering, ….

Consider re-using syslog security event protocol: R. Gerhards, “The syslog Protocol”, draft-ietf-syslog-protocol-05.txt, 07/2004.

oif2003.119.04: “OIF Control Plane Logging and Auditing with Syslog”, OIF 7/2004.

Should secure management requirements be dealt with separately of this document?}

6.8 NAT/Firewall Interworking Requirements

Firewalls are typically used to security separate sub-networks into security domains and to protect the domains from various attacks. NAT/NATP devices typically occur in IPv4 (and even in mixed IPv4/IPv6) environments to overcome shortage of IPv4 addresses.

In this document, firewall is understood in a generic sense. A firewall could be an application-level gateway (ALG), a proxy, a packet-filter, a NAT/NATP device or a combination of all of those. A Security Gateway Function (, Zb) is an entity on the border of the IP security domain and is used to secure native IP based protocols over the Za interfaces.

· (R-NF-1): Ability for the NGN protocols to be able to transparently pass through commonly-used firewalls; must work in environments in the presence of NAT/NATP.

Note: It is recognized that there may be NGN environments without specific NAT/FW Interworking constraints but there may be other NGN environments where NAT/FW devices are present. This means that authentication should not rely on message fields like IP addresses and ports, which can be altered by intervening NATs.
FE: I-BGF, IBCF, SPDF,
IF: Gq’, Id, Di, Ib, Ic, Mw/Mk/Mm, Gq, Ia, Go, Rq, *

· (R-NF-2): Filters to screen the IP packets to restrict/grant access to specific bearer streams shall be supported.
FE: I-BGF, SEGF, SGF, IBCF, SPDF
IF: Gq’, Id, Di, Ib, Ic, Mw/Mk/Mm, Gq, Ia, Go, Rq, Za, Zb, Ie

· (R-NF-3): Secure operation across untrusted domains.
I-BGF, SEG, SGF, IBCF, SPDF
IF: Gq’, Id, Di, Ib, Ic, Mw/Mk/Mm, Gq, Ia, Go, Rq, Za, Zb, Ie

· (R-NF-4): The security of SEGFs may include filtering policies and firewall functionality not required in [3GNDS-IPSec].
FE: SEGF
IF: Za, Zb

· (R-NF-5): SEGFs shall be physically secured [3GNDS-IPSec].
FE: SEGF
IF: Za, Zb

6.9 Non-Repudiation Requirements

This requirement addresses various security threats that aim to dispute over service usage and billing or tamper audit log data; see also [X.800] clause 6.3 “Non-repudiation Security Dimension”.

· (R-NR-1): Non-repudiation of service/application usage.
FE: AS, ?
IF: *

· (R-NR-2): Non-repudiation for a customer-located MG communicating with a network operator’s MGC.
FE: MGW, CNG, AMF, AN, AGCF
IF: Z, MGW-AGCF, Mn, e1, TE-CNG, e3, Ra, CPE-AN

· (R-NR-3): Spoof communications to voice servers to steal service or upgrade service level.
FE: ?
IF: *

· (R-NR-4): Place long distance calls or calls to premium rate services to commit fraud.
FE: *
IF: *

· (R-NR-5): Local and national regulatory or legal requirements must be met.
FE: *
IF: *

· (R-NR-6): Correct and provable billing/accounting.
FE: IMS on/offline charging fcts, AS
IF: Ro, Rf

· (R-NR-7): Avoid/ prevent fraud.
FE : *
IF : *

· (R-NR-7.1): A Two-stage reserve-commit resource management model, that can be leveraged in support of services that aim to support charging per service-invocation, and require as such service-theft-prevention solutions ([NGN-RAC] section 4.2).
{Editor’s note: This requirement is ill stated and is unclear.}
FE : *
IF : *

· (R-NR-8): Certain applications, for example billing, audit, and usage logging, depending on the security policy, MAY require support for non-repudiation as an option of the data integrity service. Typically, the types of applications that may require support for non-repudiation are billing, service level agreements, payment orders, and receipts for delivery of service. These services are usually implemented at the application layer. A requirement for provably correct accounting implies a need for non-repudiation.[ATMF_NGAsec].
FE: IMS on/offline charging fcts, AS, *
IF: Ro, Rf, *

· (R-NR-9): Non-repudiation with proof of origin:
This is to provide that the origin of received data is particular ASP. This is required to protect against any attempt by the ASP to falsely deny sending the data ([X.1121] clause 9.1.6).
This is to prove that the origin of received data is particular mobile user. This is also request to protect against any attempt by the mobile user to falsely deny sending the data or its contents ([X.1121] clause 9.2.5).
FE: *
IF: *
· (R-NR-10): Non-repudiation with proof of delivery:
This is to provide the proof of delivery of data to ASP. This is required to protect against any subsequent attempt by the ASP to falsely deny receiving the data ([X.1121] clause 9.1.6).
This is to provide the proof of delivery of data to mobile user. This is also request to protect against any subsequent attempt by the mobile user to falsely deny receiving the data or its contents ([X.1121] clause 9.2.5).
FE: AS
IF: ISC, *

· (R-NR-11): Non Repudiation: performed actions can not be denied. ([NGN-FuncReqRI] clause 5.7).

FE: AS
IF: ISC, *
6.10 Availability and DoS protection Requirements

This requirement aims to guard against denial-of-service attacks by users/subscribers, competitors, and outside intruders; see also [X.805] clause 6.7 “Availability Security Dimension”.

· (R-AD-1): Availability: no Denial of Service/ accessibility of services or data ([NGN-FuncReqRI] clause 5.7).

FE: *
IF: *

· (R-AD-2): Provide mechanisms to mitigate denial-of-service attacks.
Note: Rapid checking of cryptographic hash values can prevent such attacks.
FE: *
IF: *

· (R-AD-3): DoS attacks must be avoided within the core network to guarantee availability of service.
FE: core network FEs
IF: *

· (R-AD-4): Customer’s equipment must be protected against intrusions/modifications that allow it to be used in denial-of-service attacks.
FE: UE, WLAN UE, HG, CNG, MGW, TE, 
IF: Gm, Ua, Ub, Ut, Ww, Wu, Wn, Wa, e3, Z, MGW-AGCF, Mn, TE-CNG

· (R-AD-5): Security mechanisms should not introduce new DoS attacks. Some security mechanisms and algorithms require substantial processing or storage, in which case the security protocols should protect themselves as much as possible against flooding attacks that overwhelm an endpoint with such processing or storage. Satisfying the requirement for high availability implies being able to mitigate denial-of-service attacks [ATMF_NGAsec].
FE: *
IF: *

· (R-AD-6): Availability security requirements from ASP's point of view ([X.1121] clause 9.2.6) and from mobile user's point of view ([X.1121] clause 9.1.9).
Note: This is for authorized mobile user to provide an ability to receive application service anywhere and anytime.
FE: AS, UE, WLAN UE, HG, CNG, MGW, TE, *
IF: Gm, Ua, Ub, Ut, Ww, Wu, Wn, Wa, e3, Z, MGW-AGCF, Mn, TE-CNG, AS-UE, *

· (R-AD-7): It shall be possible to prevent intruders from restricting the availability of services by logical means (T3b,c, T7e) (TS 21.133 clause 8.1.1.2 R2f ([3GSA_STReq]).
FE: *
IF: *

· (R-AD-8): Supplementary Services Incoming Communication Session Barring (ICB):

· (R-AD-8.1): The ICB {editor’s note: shall?} takes precedence over ACR. ICB shall operate normally on communications with active ACR. In particular, ICB shall continue to bar communications irrespective of CLI status ([NGN-SupSvcReq] clause 10.1.6.2.6).

· (R-AD-8.2): This service makes it possible for a user to have barring of certain categories of incoming communications according to a barring program which is selected from a set of one or more barring programs chosen at provision time and is valid for all incoming communications, or just those associated with a specific basic service group ([NGN-SupSvcReq] clause 10.2.4.1). The ability of the served user to set-up outgoing communication s remains unaffected.

{Editor’s note: Not quite obvious if ICB is a SuplSvcs security features? And what about OCB?}
FE: UE; CPE; AS
IF: Ut

· (R-AD-9): Availability/ reliability of services, It shall be possible to offer differentiated levels or reliability of service ([NGN-FuncReqRI] clause 5.1).

FE: ???
IF: ???

· (R-AD-10): “EMTEL”:

· (R-AD-10.1): “EMTEL Locacation reliability”: Reliability of location information [NGN-EMTELReq] clause 4.7.

{Editor’s note: This requirement is unspecific: what is meant by locaction reliability? Is it accuracy of location information, is it trustworthiness of received location information; for which entities and interfaces relevant?}

FE: ???
IF: ???

· (R-AD-10.2): Monitor and validate (1) terminal syntatical behavoiur (2) and network behaviour on denial of service attacks and mitigate against the effects of aforementioned behaviour [NGN-EMTELReq] clause 4.7.

{Editor’s note: who/which entities shall/should monitor? Is this a network security management requirement? What is meant by “syntactical behaviour”? Is this protocol conformance/PICS? What is the exact/suitable definition of “mitigation”?}

FE: ???
IF: ???

· (R-AD-11): “EMTEL PSAP PSAP reconnect capability”: Availability of EMTEL PSAPs shall not be decreased by DoS attacks. EMTEL PSAPs shall be able to reconnect ([NGN-EMTELReq] clause 4.7).

{Editor’s note: what is the problem? What shall be achieved? Why is it listed as a security requirement? This should be reworded as DoS requirement}

· (R-AD-12): “IM Fraud prevention”: IMS Messaging shall be intrinsically resistant to attempts of malicious or fraudulent use ([3GIMS-MESS] clause 9).
{Editor’s note: It is not fully apparent if this requirement only addresses DoS attacks or if there were further security requirements?}
FE: ???
IF: ???

6.11 Reliability Requirements

This requirement aims to ensure reliable operation of the NGN system. The requirement addresses threats against loss of reliability from system intrusions and from unauthorized software updates.

· (R-R-1): Customer’s/intruder’s equipment and software must not compromise the core network.
FE: UE, WLAN UE, HG, CNG, MGW, TE, *
IF: Gm, Ua, Ub, Ut, Ww, Wu, Wn, Wa, e3, Z, MGW-AGCF, Mn, TE-CNG, *

6.12 Assurance Requirements

This requirement addresses the issue that HW and SW may not satisfy advertised security due to errors in the implementation.

{Editor’s note: This requirement might not be (fully) achieved in NGN Rel1.}
· (R-AS-1): Provide methods for evaluating and certifying NGN equipment and systems.
FE: *
IF: *

· (R-AS-2): Security implications of potential misuse of protocols used in NGN MUST be documented. This enables users to assess the security they need before deploying the given protocol [ATMF_NGAsec].
FE: *
IF: *

{editor’s note:

TR 33.902 [3GFAsec] provides a formal analysis of the 3G Authentication Protocol (i.e. IMS AKA) using TKA and enhanced BAN logic formal techniques.

TR 33.908 [3GEvalCIA] is a security evaluation done by ETSI SAGE for the 3G crypto algorithms KASUMI (block cipher for encryption and integrity).

TR 33.909 [3GEvalAKA] is a security evaluation done by ETSI SAGE for the 3G Authentication and Key Generation Functions ( MILENAGE algorithms set)

Consider STF258 output as input: [TiCC], [TiPP] and [TiST]; which one states requirements?}

6.13 Requirements on Strength of Security Mechanisms

· (R-SSM-1): Authentication protocols MUST be safe against off-line dictionary attacks that record one or more instances of the protocols and use these transcripts to guess PINs or passwords.
Users may require access based on a simple mechanism such as a password, in which case these passwords must be cryptographically protected against eavesdropping, guessing, and discovery by enumerating choices [ATMF_NGAsec].
FE: *
IF: *

Other/Miscellaneous Security Requirements:

· (R-XXX-1): A PSTN/ISDN Emulation shall meet the security requirements placed on a national PSTN/ISDN network. Where appropriate, requirements and mechanisms may vary to take account of the underlying NGN and IP technology ([NGN-SvcReq] clause 6.11).
FE: ???
IF: ???

{Editor’s Note: This “requirement” is entirely unclear. Welcome contributions to clarify text on “A PSTN/ISDN Emulation shall meet the security requirements placed on a national PSTN/ISDN network”.}
· (R-XXX-2): “EMTEL VPN access problem”: ([NGN-EMTELReq] clause 4.7).

· Globally accessible routing,

· Secure routing globally.

{Editor’s note: What is the EMTEL VPN access problem in corporate networks? How does it manifest in the NGN architecture? A problem is not yet a requirement. 
What are the requirements on “globally accessible routing” and on “secure routing globally”? This “requirement” needs more work.}
FE: ???
IF: ???

· (R-XXX-3) “EMTEL Residential issue”: Residential DHCP issues ([NGN-EMTELReq] clause 4.7).

{Editor’s note: An issue is not a requirement. What actually is the issue about?}

FE: ???
IF: ???
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� Implies equal authentication mechanisms on both sides





� allows unequal authentication mechanisms (e.g., server-side TLS and client-side PW/digest).





