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1 Introduction

Currently TS 33.234 contains a mechanism to control simultaneous sessions in WLAN direct IP access. The mechanism was based on the use of authentication messages but at SA3#37 a change request (S3-050181) proposed to use accounting messages as well, in order to trace user activity and determine if the signaling exchanges corresponded to a fraud or a “legal” situation. Later on, this mechanism was communicated to SA2 by means of the LS S3-050313.

The mechanism proposed in S3-050181 (which was approved) consisted of detecting the AAA accounting-start messages in order to know if the user had created new sessions in different WLAN access networks. Copied from S3-050313:

When using the AAA accounting start message to detect that a WLAN Direct IP Access session is created, in the case described above if there is an accounting start message sent from WLAN AN after the new authentication procedure completes, this simultaneous session is a fraud one and should be stopped.
2 Discussion

The goal of this discussion paper is to prove that the mechanism mentioned previously only works in certain circumstances. That is, the home network (the AAA server) will not always be able to distinguish between a fraud situation and a “legal” situation, if it uses the accounting messages for this purpose. The “legal” situation occurs when a certain user is moving from one WLAN network to another. The fraud situation happens if the user is giving access to two devices, each of them accessing a different WLAN network.

Here is some misunderstanding. Accounting start message is used to distinguish a legal pre-authentication from a potential fraud situation. Another legal situation is when a subscriber moves to another WLAN network using the same UE. The potential fraud situation is there are 2 UEs, which have the same MAC addresses but access to different WLAN networks. This situation may be valid in case the subscriber switches to another WLAN network, but not gracefully close the old session. In S3-050360 we proposed to stop the old session in this situation to avoid the potential fraud.
According to the solution proposed in S3-050181, if an AAA accounting start message is received after the second authentication, it will be considered a fraud situation and the new session will be stopped. However, it can be considered a normal behavior of the WLAN network to send an AAA accounting start message if the user has moved to another Access Point, so a “legal” situation will be considered as fraud and stopped. Nevertheless, if a user has abandoned an AP and connected to a new one, the old AP should send an AAA accounting-stop message when it realizes that the user has moved to another AP area. The old AP may not detect immediately that the user has moved and will thus send this AAA accounting-stop message after some time, later than the new AP has sent the AAA accounting start-message. For this reason, a watchdog timer could be used in order to control the reception of these two messages.
Nokia have proposed to stop the old session instead of the new one in S3-050360. So the problem described above can be avoided.
Anyway, the main point in this discussion is the fact that IEEE only standardizes WLAN networks in layer 1 and 2 related aspects. The mechanisms of upper layers (like accounting) are subject to implementation options. So what we consider here a “normal behavior” of the WLAN network may not be normal in many cases.

Further on, the architecture of the WLAN AN is not standardized and there are some implementations where a more centralized network access server (NAS) generates all accounting messages to be sent outside. This means that if the home network is communicating with a hotspot like this, it will not perceive the user roaming to another AP, because the central NAS will “filter” the signaling generated by the AP and will send AAA accounting messages independently of how the user moves between APs.
Even in this case, it is not acceptable to send an accounting start message before the terminal has actually joined the network. So even with the centralized NAS, there must be an accounting start message when the terminal actually joins.
Other implementations may decide that an AP the user has just left doesn’t need to send AAA accounting-stop messages, thus making the AAA server in the home network unaware of what has happened.
AAA server can stop the old session when receiving accounting start message from a new one.
In consequence, the home network cannot trust in the AAA accounting messages as a reliable mechanism that determines if the situation is fraud or “legal”.

3 Conclusions

The existing mechanism in TS 33.234, based on the use of AAA accounting messages, is an alternative that may not work in all situations. Therefore, since its standardization does not solve the problem addressed, it is proposed to undo all changes proposed by S3-050181. This will make the simultaneous session control mechanism dependant on authentication exchanges instead of accounting exchanges. Note that the advantage of the authentication exchanges is that they have to be started when an attachment to an AP is initiated and, once they are started, they have to reach the home network. However, the accounting messages are used by the APs in an arbitrary way, as explained previously.

We thus proposed to revert the changes proposed in S3-050181. The attached CR reverts these changes.

Nevertheless, an informative annex could be introduced in order to reflect this optional mechanism, and how it could complement the mechanism based on authentication signaling.
We don't see any problems in using accounting start to detect the start of session. This is future proof and compatible with any kind of decoupling of authentication exchanges and the actual session start. Authentication exchanges are generally performed more often than scenario 2 sessions establish, so it would be a clean solution not to assume this kind of coupling by 3GPP. 
We propose to accept S3-050360 and send a LS to SA2 to ask if pre-authentication is allowed. If pre-authentication is explicitly disabled and removed from the specifications, we suppose it is OK to detect the start of session based on authentication and suggest to stop the old session in the situation discussed in this paper.
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