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Summary: This contribution shows that the IMS security solution for Release 5, specified in TS 33.203 can be enhanced so that NAT traversal becomes possible. It elaborates on a proposal made earlier by BT [S3-040720]. For the NAT traversal of protected SIP messages two approaches are presented, one using tunnel mode and the other using transport mode. Both approaches are based on [RFC3948] "UDP Encapsulation of IPsec ESP Packets". For the NAT traversal of unprotected SIP messages an approach using a SIP-ALG residing on the P-CSCF, which was recently specified in a TISPAN contribution, is assumed. However, the NAT traversal method for unprotected SIP messages is largely independent of that for protected SIP messages and can be left to other groups (provided a consistency check is done at the end). 
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1. Introduction

This document proposes a solution that aims at enabling the 3GPP Release 5 and 6 IMS access security mechanisms to operate in scenarios where the UE is located behind a Network Address (and Port) Translator and/or Firewall. This is intended to meet an essential requirement resulting from ETSI TISPAN activities related to its Release 1. A basic feature of the Release 1 architecture is to allow also fixed subscribers to attach to the IMS, including subscribers located behind a NA(P)T. The goal to provide security enhancements to enable fixed subscribers to attach to an IMS has recently also been approved as a new work item in 3GPP.

In October 2004, BT has already issued a proposal for NAT traversal in the context of IMS access security [S3-040720]. Its basic idea is to use IPSec NAT traversal features (NAT-T), as specified in [RFC3948], to enable the NAT traversal of the Release 5/6 IMS access security solution. Our solution adopts this approach, but discusses it in more detail. However, the discussion is confined to signaling aspects as this is the focus of ETSI TISPAN Release 1. Issues of NAT traversal for media or securing media traffic are out of the scope of our solution and of ETSI TISPAN Release 1.

Furthermore, in this contribution we focus on the issue of traversal of a far-end NAT, i.e. a NAT located at the CPE or access network that is not controlled by the IMS network. Issues of NA(P)T or NA(P)T-PT for address translations between access and core network are not considered.

2. Overview

2.1. Requirements and Objectives
The design of the solution described in this document was guided by the following requirements/objectives:

· Allow UEs located behind NA(P)Ts to access an IMS based on 3GPP Release 5/6 IMS security concepts.

· It must be possible for multiple UEs behind the same NAT device to access the IMS simultaneously.

· The solution shall modify the existing Release 5/6 IMS access security as specified in TS 33.203 as little as possible. 
· The solution shall be based on existing standards as much as possible.

· A mechanism shall be provided that allows both ends, UE and P-CSCF to signal whether they support NAT traversal or not.

· A mechanism shall be provided that allows UE and P-CSCF to find out whether a NAT is located in between UE and P-CSCF or not. 

· If no NAT is present between the UE and the P-CSCF, the standard IMS access security procedures shall be applied unmodified. 

· The solution shall be compatible with the deployment of a SIP ALG on the P-CSCF as was proposed recently in ETSI TISPAN contribution [06bTD071r1].

· The solution must not introduce any additional security risks compared to the standard IMS access security solution according to [TS 33.203].

2.2. Assumptions

· It is assumed that the P-CSCF has a publicly routable IP address
2.3. Solution Outline

A basic overview of the initial registration according to 3GPP Release 5/6 IMS access security is given in Figure 1. One essential feature of the call flow is that the initial Register message and the following 401 Unauthorized answer stay unprotected (messages 1 and 4 in Figure 1), while starting from the second Register Request message on, all messages shall be protected by IPSec (see shaded area comprising messages 5 and 8 and all following messages). The details of the IPSec protection are negotiated using the two messages 1 and 4 (and are confirmed in message 5). 
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Figure 1: Outline of the IMS Registration procedure

We base our considerations on the existence of a SIP ALG on the P-CSCF as was proposed in ETSI TISPAN contribution [06bTD071r1]. The purpose of this SIP ALG is to perform the necessary modifications in SIP headers and SDP payloads to allow for NAT traversal of signaling and media communication with the UE. With respect to the initial, unprotected SIP messages, we therefore assume that the issue of NAT traversal is handled by the SIP ALG. Later, when the SIP signaling messages are protected by IPSec, UDP encapsulation according to [RFC3948] is used as NAT traversal technique.

Another essential element of the 3GPP Release 5/6 IMS access solution is the fact that two pairs of IPSec SAs are negotiated. These IPSec SAs are bound to IP addresses as well as so-called protected ports which are used to distinguish the different SAs. During an authenticated re-registration, the IPSec SAs are re-negotiated, resulting in a subset of these ports to change. In our solution this mechanism is completely taken as is with no deviation from the standard specification. 

Some details of the UDP encapsulation will depend on whether IPSec is used in transport mode (as specified in [TS 33.203]) or tunnel mode. Since our analysis has revealed pros and cons for either mode we will discuss both options in this document.

3. Detailed Solution Description

3.1. General problems with SIP and NAT (not specific to security)

We assume that the UE is located behind a NAT router that also performs port translation (NAPT), which is quite common in DSL configurations. For simplicity, we will still use the term NAT, denoting both, address and port translation. We further assume that the UE is assigned a private IP address, while the NAT router uses a publicly routable address towards the P-CSCF side.

The problem with SIP signaling
 and NAT can be summarized as follows (see also [S2-051089]): 

(1) When the UE issues a request, the NAT translates the IP source address and the source port and allocates a binding of original and translated address and port. When the response is sent back to the UE, the destination address and port must match the binding in order to be able to pass the NAT. In case of UDP as transport, this will in general not be the case as the UE may send the request from an ephemeral or client port, but the P-CSCF will reply to a well-known or server port.

(2) In addition, any UE-terminating request can only traverse the NAT if it contains a destination address and port that matches an existing NAT binding. Since UDP NAT bindings typically time out quickly in case of signaling inactivity, such a binding must always exist and actively be kept alive.

(3) In the same sense, TCP connections initiated by the P-CSCF will not reach the UE, since the NAT will block TCP connection establishments.

(4) When the UE registers with the S-CSCF it will include its private IP address in the Contact header. Registering a private address does not make sense, since it can not be used to route incoming requests to the UE.

3.2. NAT traversal for unprotected messages (not security-specific)

For the initial unprotected Register Request from the UE towards the IMS and the following unprotected 401 "Unauthorized" Response we assume that the SIP ALG deployed in the P-CSCF performs the required procedures. We do not discuss details of the way in which a SIP ALG acts upon the SIP messages, but in general, the SIP ALG will store the public IP address and port information from the UE as received in the IP and UDP/TCP headers as well as the private IP address and port as seen on the SIP message level, like e.g. in the Via and Contact header. It will also typically modifiy the Via and Contact header before forwarding the request, to ensure that the response is routed via the P-CSCF. When the response reaches the P-CSCF it re-writes the SIP headers again and uses the information stored before sending the response towards the UE. 

In most configurations, the UE must support symmetric signaling so that the response can traverse the NAT, otherwise no matching binding will be found by the response. Symmetric signaling means that the UE can receive a response on the same port from which the request was sent.

The NAT traversal method for unprotected messages is, as far as we can see, independent of that for protected messages. If this is the case one method could be modified without affecting the other. For example, another standard method to provide NAT traversal for SIP signaling messages is based on the "Symmetric Response Routing" extension specified in [RFC3581].

3.3. Detection of NAT traversal capabilities and presence of a NAT (partly security-specific)

Any NAT traversal mechanism shall only be applied in 3G systems if a NAT is really present between UE and P-CSCF. In addition, UEs and P-CSCFs may or may not exhibit NAT traversal capabilities. Therefore it is suggested that both parties signal to each other whether they are able to support NATs in between them and that they detect the presence of a NAT. Signaling the capabilities is preferred, as it allows the P-CSCF to abort an unsuccessful registration already after receiving the first message, without having to signal back to the home network. 

The signaling of NAT traversal capabilities can be handled by a header field or header field parameter in the initial SIP request and response message. We propose to enhance the definition of the "mode" parameter of the SIP-Sec-Agree protocol as given in Annex H of [TS 33.203] to accommodate additional values for UDP-encapsulated modes. The modified specification would therefore read as follows:

mode               = "mod" EQUAL ( "trans" / "tun" / "UDP-enc-trans" / "UDP-enc-tun" )
By including appropriate values for the mode parameter, UE and P-CSCF indicate support for the UDP encapsulated NAT traversal. Note that UE and P-CSCF can include multiple mode parameters in the Security-Client, Security-Server or Security-Verify headers.
With respect to the discovery of the presence of a NAT, the P-CSCF can check the source IP address of the received packet against the IP address in the Via header (see also ETSI TISPAN contribution [06bTD070]). If they differ, a NAT is present, and the P-CSCF writes the source IP address of the received packet into the “received” parameter of the Via header. The detection of the presence of a NAT can be performed by the UE by checking the “received” parameter. Note that the “received” parameter is still included in the Via header when the response reaches the UE. That means that the UE can deduce from the presence of a “received” parameter that a NAT is in between the UE and the P-CSCF. 

If no NAT is present, none of the NAT specific mechanisms shall be used by either side. If a NAT is present but the UE does not support NAT traversal capabilities, the P-CSCF shall silently discard the request. If a NAT is present and the P-CSCF does not support NAT traversal capabilities, in most cases the UE will not receive a response from the P-CSCF. In case it does (e.g. when TCP was used as transport) and the UE detects that the P-CSCF does not support NAT traversal, the UE shall cancel the registration procedure.
3.4. NAT traversal of protected messages (security-specific)

In this section we discuss the NAT traversal of the IPSec protected messages using UDP encapsulation according to [RFC3948]. We only illustrate the message flow, packet contents and essential IPSec SA data in this section in order to point out the underlying mechanism. The important issue of IPSec SA establishment and actual UDP encapsulation handling is discussed in Section 4. 

While the current IMS access security standard [TS 33.203] mandates the use of transport mode, we will discuss both, transport and tunnel mode, because each mode has its own advantages and drawbacks as we will also see in Section 4.

3.4.1. UDP encapsulation using transport mode

After the first unprotected Register request and reply have been successfully processed, the UE configures two pairs of IPSec SAs and any further messages shall be protected using these SAs. In case of the presence of a NAT and assuming that both, UE and P-CSCF support NAT traversal, UE and P-CSCF switch on the UDP encapsulation mode. The resulting message flow and packet contents are shown in Figure 2. The packet processing at UE and P-CSCF was divided into separate steps in order to show details of the processing steps. Note that this is only a conceptual illustration and does not necessarily represent actual packets in the various processing steps on a machine. 

For the message flow and processing of the protected SIP messages described in the following we assume that the SIP ALG does not interfere with the IP addresses and ports in the SIP header fields. The proper routing of the SIP messages is ensured by other means. But the ALG may change other parts of protected SIP messages, e.g. IP addresses and ports in the SDP payloads to enable media routing. 

At first the SIP layer at the UE constructs the SIP Register message that it intends to send to the P-CSCF. For proper routing of the response and incoming requests later on, it is important that the UE includes its public IP address in the Via and Contact header of this message. In addition, it must include its protected server port in the Via and Contact field (see considerations below and in Section 3.5). The public IP address can be learned by the UE by evaluating the received parameter contained in the Via header of the (unprotected) "401 Unauthorized" response. The protected server port was selected by the UE at the beginning of the Registration procedure.

When the SIP application layer of the UE hands over the SIP message to the transport layer it indicates the same destination IP address as in the unprotected case. But now the protected ports negotiated before are used for source and destination, instead of the port numbers from the unprotected packets. In the example in Figure 2, UDP is used as transport protocol. This packet is now handed over to IPSec processing which finds appropriate SPD and SAD entries and adds ESP tunnel mode protection to the packet (ESP trailers are not shown in Figure 2 for simplicity). After that, the UDP encapsulation processing adds a UDP header according to [RFC3948]. This includes the use of port 4500 as source and destination ports in the UDP header.

When this packet traverses the NAT, the NAT creates a new binding, which will in most cases be different from the binding used in the initial Registration exchange. In Figure 2, the public source port used by the NAT for the UDP encapsulation header is denoted as port_Uenc.  
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Figure 2: Second Register message

When the packet arrives at the well known port 4500 at the P-CSCF, the P-CSCF performs transport mode decapsulation according to [RFC3948], which means removing the UDP header and adapting some IP header fields. The UDP encapsulation function must also store port port_Uenc and must associate it with the underlying IPSec SA in order to be able to correctly route the response (see Section 4) and all subsequent requests originating from the network. 

The normal IPSec processing of the incoming ESP packet follows. It should be noted that the ports and IP addresses found in the ESP protected packet exactly match one of the SAs configured at the P-CSCF. Therefore, IPSec processing proceeds as usual. 

Finally, on the SIP level, the P-CSCF will not insert a received parameter, because the UE has used its public IP address in the via header which is the same as the source address in the IP header (it was changed by the NAT). Since there is no discrepancy, no received header will be inserted.  

When the P-CSCF eventually sends the response back to the UE it applies normal SIP transport rules, i.e. it inspects the topmost Via header which includes the public IP address of the UE and the protected server port of the UE. This data is handed over to the transport layer. After that the IPSec processing has a matching SA and applies ESP transport protection. The UDP encapsulation that uses the port port_Uenc stored from the incoming message follows next. When this packet arrives at the NAT, a matching binding is available and the NAT translates the packet back to the private address and port used by the UE before. The remaining steps are straightforward and UDP decapsulation and IPSec processing work as expected.

It is important to note that the message flow as described above works equally well with TCP as transport protocol. Since the NAT traversal is completely hidden from the inner transport layer headers, it is immaterial whether UDP or TCP is used. From the point of view of the IPSec processing at both nodes, UE and P-CSCF, the corresponding SAs are selected depending on the transport protocol and whether the message is a request or a response. In this regard, there is no deviation from the standard mechanisms described in [TS 33.203].
In UDP encapsulated transport mode, the IPSec SAs consist of the data as shown in Table 1 and Table 2. Since our focus is on routing issues in the presence of a NAT, we only discuss IP addresses, ports and SPIs. All other IPSec SA data, like algorithms, keys, lifetimes etc. is left out for simplicity. At the P-CSCF (see Table 1) the IP addresses are taken from the source and destination IP addresses as contained in the IP header of the request received. The port numbers for these SAs are taken from the SIP message received from the UE (for the UE's protected ports) and are selected by the P-CSCF (for the P-CSCF's protected ports). The mode parameter associated with an SA (not shown in Table 1) is set to UDP-Encapsulated-Transport mode, replacing simple Transport mode as used in [TS 33.203].

	P-CSCF SA Table

	 Selector
	SA1
	SA2
	SA3
	SA4

	SRC Addr
	PCSCF
	UE_pub
	PCSCF
	UE_pub

	Dest Addr
	UE_pub
	PCSCF
	UE_pub
	PCSCF

	SRC Port
	pport_pc
	pport_uc
	pport_ps
	pport_us

	Dest Port
	pport_us
	pport_ps
	pport_uc
	pport_pc

	SPI
	SPI_us
	SPI_ps
	SPI_uc
	SPI_pc


Table 1: P-CSCF SA Table

At the UE's side (see Table 2), the IMS access security standard does not state anything about the IP address selectors, however, it is assumed that the IP address selectors are also taken from the IP header of the response message, similar to the way in which the P-CSCF behaves. Therefore, the following SA table will result:

	UE SA Table

	 Selector
	SA1
	SA2
	SA3
	SA4

	SRC Addr
	PCSCF
	UE_ priv
	PCSCF
	UE_ priv

	Dest Addr
	UE_priv
	PCSCF
	UE_ priv
	PCSCF

	SRC Port
	pport_pc
	pport_uc
	pport_ps
	pport_us

	Dest Port
	pport_us
	pport_ps
	pport_uc
	pport_pc

	SPI
	SPI_us
	SPI_ps
	SPI_uc
	SPI_pc


Table 2: UE SA Table

The SA data is established in full compliance with [TS 33.203], but one can see from the tables that the UE uses its private address in the IP address selector fields, whereas the P-CSCF uses the public address of the UE.

3.4.2. UDP encapsulation using tunnel mode

In tunnel mode, the message flow and packet contents are schematically shown in Figure 3. The most salient difference compared to transport mode is an additional inner IP header added right after the ESP header. This implies that both endpoints, UE and P-CSCF now configure two IP addresses, the inner and the outer address. For the P-CSCF we assume that both addresses are the same, namely the public IP address of the P-CSCF. For the UE, the outer address will be the private address, which is typically assigned via DHCP by the local NAT router. As inner address, the UE shall use its public IP address which it learns from the received parameter contained in the response to the first unprotected Register message (see above). 

The inner IP address will not be modified by the NAT since it is "hidden" in the ESP tunnel. The outer address is changed by the NAT, so that the P-CSCF will only see the public IP address in the inner and outer header. The handling of the ports and SPIs used for the SAs does not differ compared to the transport mode case. Therefore, the resulting SAs look similar compared to Table 1 and Table 2, except for the additional inner IP address.
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Figure 3: NAT traversal using UDP-encapsulated tunnel mode

3.5. Registering a Contact and routing of UE terminating requests (partly security-specific)

In the previous section we have dealt with the routing of protected requests originating from the UE and the corresponding responses. In order for the UE to be able to receive UE terminating requests, the UE must register an appropriate Contact address and port with the S-CSCF. In line with 3GPP specifications, the Contact information given in the first unprotected Register request, which contained the private IP address of the UE as Contact header, is not registered yet. Only when the second protected message yields a successful authentication at the S-CSCF, the Contact header contained therein is registered (see Figure 3). 

Since it was stated above, that the second Register message shall contain the public IP address and the protected server port of the UE in the Contact header, this data will be registered at the S-CSCF. After this has been performed, an incoming request will make the S-CSCF enter this address and port in the Request URI. The P-CSCF later uses this information to route the incoming request. Since the public IP address and a protected server port is used, the P-CSCF has corresponding SAs established and the normal routing processing including the IPSec handling can proceed. There is no deviation from the standard behaviour.
3.6. Keeping the NAT binding alive (not security-specific)
NAT bindings for UDP traffic usually exist only for a short time, typically ranging from 30 seconds up to a few minutes. In order to allow for requests terminating at the UE, the NAT binding must be kept alive during extended periods of inactivity. Since the UDP encapsulation provides such a mechanism it can be reused in this context. According to [RFC3948], a keepalive packet is simply a UDP packet with a single all-ones Byte of payload. Since in our scenario, it is always the UE that is located behind a NAT, only the UE will send keepalive messages. This can be hard-coded into the software and does not have to be negotiated.
4. Establishing IPSec SAs and handling of UDP encapsulation

[RFC3948] explicitly states that it is assumed that IKE (either IKEv1 or IKEv2) is used to negotiate UDP encapsulation. It is further stated, that manual configuration is not supported. In fact UDP encapsulation is dynamic in nature, as the port chosen by the NAT and used in the UDP encapsulation header (port_Uenc) can hardly be predicted and must be configured at runtime. In an environment where IKE is used as a means to negotiate UDP encapsulation, this is achieved during IKE phase 1 when the initiator switches to port 4500 (see [RFC3947]). In our case, port_Uenc can only be configured by the time the first protected Register message arrives at the P-CSCF. 

Furthermore, one should note that port_Uenc must be considered as part of the SA data of all four SAs established for IMS access security, no matter whether encapsulated  transport or tunnel mode is used. This is because the outbound SAs at the P-CSCF (SA1 and SA3 in Table 1) have to know what port to insert as destination port in the UDP encapsulation header. Furthermore, the inbound SAs at the P-CSCF must store port_Uenc in order to determine whether the port used by the NAT has changed (see also discussion below). 

While in the presence of IKE, this link between inbound and outbound SAs is provided by IKE itself (IKE "knows" what pair(s) of SAs it negotiates and has a means to store this relationship in the SAD), in our case the only entity that knows that the four SAs are related and that is capable of configuring port_Uenc, is the SIP application at the P-CSCF. Consequently, the SIP application at the P-CSCF (or a separate application with an appropriate interface to the SIP application) must somehow receive the information of port_Uenc and configure it into the IPSec SAs. It is important to note that  port_Uenc only has to be configured dynamically at the P-CSCF's side. The UE is not affected by any NAT translation of the UDP encapsulating port. It will always see port 4500 for both, source and destination ports.

Another issue to consider is the fact that according to [RFC3947] and [RFC3948], UDP encapsulated packets for ESP and IKE must use the same well know port 4500. They are distinguished by a payload starting with either four zero octects (IKE) or a different value (the ESP SPI). Thus, in standard scenarios, an IKE NAT-T capable daemon listens on port 4500 and demultiplexes IKE and ESP traffic. In this configuration there may be implications for the implementation in case IKE is also used on the same network interface of a P-CSCF, since the standard assumes the same port number for UDP encapsulated IKE and ESP traffic.
Finally, there are subtle differences between tunnel and transport mode with respect to checksum calculations, which may also influence design decisions. In tunnel mode, the UDP/TCP checksum, which includes the IP addresses of the tunneled IP header, are not affected by the NAT, since the NAT does not change the inner IP address. In transport mode, the IP addresses that are used for the checksum calculation are changed by the NAT, so that the checksum will not be successfully verified. 

Following these considerations we present two UDP encapsulation based approaches to the NAT traversal problem which are described in the following subsections. The first proposes not to use built in IPSec features for UDP encapsulation processing but to use a separate application, called the UDP encapsulation function. This application is either integrated into the SIP application at the P-CSCF or consists of a separate application that has a communication link to the SIP application. The second approach uses the UDP encapsulation features of IPSec and assumes that the IPSec processing and the SAD-interface is capable of providing all required hooks to the SIP application in order to properly configure the SA and UDP encapsulation related data. For reasons described below, the first approach uses IPSec tunnel mode, while the second approach uses transport mode.

4.1. Using a separate UDP encapsulation function and UDP encapsulated tunnel mode

An outline of the solution approach is illustrated in Figure 4. We show a separate function that handles UDP encapsulation on the P-CSCF. The main advantage of this approach is that it allows a modular add-on of the encapsulation functionality to the IMS Release 5 solution.

After the UE has sent the first unprotected Register message, and the P-CSCF has received the response from the S-CSCF, the P-CSCF configures two pairs of IPSec SAs at the IPSec layer as in [TS 33.203] but this time using IPSec tunnel mode. In addition, the P-CSCF also informs the UDP encapsulation function about the IP addresses and SPIs used for each SA established. This results in an UDP encapsulation table as shown in Figure 4.

The UDP encapsulation table contains for each SA the source and destination IP addresses, the source and destination ports as contained in the UDP encapsulating header and the SPI used. At this stage of the protocol execution, the table is still incomplete, since port_Uenc is not known yet. Assuming that the UE sends its UDP encapsulated packets to the well-known port 4500 and the UDP encapsulation function listens on that port, the first protected Register message from the UE will contain the port_Uenc as source port in the UDP header (message 5 in Figure 4). The UDP encapsulation function can now identify the SA used by means of the SPI and destination address, which is supposed to be unique by definition. It takes port_Uenc and configures it in the UDP encapsulation table at the appropriate places, i.e. at all related SAs (see Figure 4). Note that the SPI can always be read from the ESP header, even if encryption is applied. 

The essential idea of this approach is now that the UDP encapsulation function uses the information from the UDP encapsulation table to perform the UDP encapsulation for NAT traversal. For example, for the 200 OK response (message 6 in Figure 4), assuming that UDP is used as transport protocol for SIP, SA3 will be used. Thus, taking the destination address of the packet and the SPI will together yield a unique entry in the UDP encapsulation table enabling the UDP encapsulation function to add the appropriate destination port port_Uenc. 
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Figure 4: Using a separate UDP encapsulating application and IPSec tunnel mode

For inbound processing, when UDP encapsulated packets are received (e.g. message 7 in Figure 4), the UDP encapsulation function checks whether a matching table entry exists. If yes, it just strips the UDP header and forwards the packet to IPSec processing. In case the packet was a bogus packet created by an attacker using valid combinations of IP addresses, ports and SPI, the following IPSec processing will fail and drop the packet. In this regard there is no difference to the case without UDP encapsulation.

If the UDP encapsulation table does not have a matching binding, the UDP encapsulation function must drop the packet. It should be noted, that the NAT-T standard ([RFC3947] and [RFC3948]) mandates that IP address and port selectors shall be adapted in case of a NAT changing its binding, e.g. due to re-boot. However, this requires that the IPSec processing was executed successfully. In our case, the UDP encapsulation function cannot check whether the IPSec processing will be successful after forwarding a packet with modified source port and address to it. Thus, the case of changing NAT bindings must be excluded. In practice this is not considered to be too strong a constraint, as the case of a re-booting NAT can be seen as a very rare event.

As a prerequisite for the mechanism to work, the combination of (SPI, destination IP address) for messages towards a UE must be unique. But in general, SPI clashes at two different UEs cannot be prevented. If these UEs are located behind the same NAT, and thus are assigned the same public IP address, the combination (SPI, destination IP address) is not unique. Consequently, the P-CSCF, when receiving an initial Register request with a combination of (SPI, destination IP address) that is already used for an SA at the P-CSCF's side, must reject the registration attempt and prompt the UE to choose a new SPI (see also discussion in Section 5.1).

Another important advantage of the selection of tunnel mode instead of transport mode is that the verification of the UDP/TCP checksum does not create any problems as it is completely included and protected inside the ESP tunnel.

It should be noted that the IPSec application at the P-CSCF does not apply any UDP encapsulation features, rather it operates in a standard mode without the extensions described in [RFC3948]. On the other hand, we assume that the UDP encapsulation function at the UE's side uses the IPSec UDP encapsulation feature. Therefore, since the UDP encapsulation at the UE will automatically send the UDP encapsulated packets to port 4500 at the P-CSCF, the UDP encapsulation function on the P-CSCF must listen on port 4500 and no IKE daemon must run on that interface on the P-CSCF.
4.2. Using IPSec built-in UDP encapsulation features and UDP encapsulated transport mode
In the approach discussed in this subsection we assume an IPSec implementation with integrated UDP encapsulation functionality. Due to the fact, that the checksum correction will then be performed by the IPSec implementation, as mandated in [RFC3948], transport mode can be used instead of tunnel mode. Thus, one of the main advantages of this approach is its relative efficiency compared to tunnel mode. However, it requires an IPSec implementation that provides the UDP encapsulation functionality and the possiblitity to integrate such functionality into the IMS framework. The resulting high level call flow is shown in Figure 5. 
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Figure 5: Using IPSec built-in UDP encapsulation features and UDP encapsulated transport mode

One of the important points to consider is the question how the UDP encapsulation port “port_Uenc” can be configured into the SAs at the P-CSCF. This port is only known when the first protected message arrives at the P-CSCF.  Depending on the implementation of IPsec with integrated UDP encapsulation, when the SAs are created in the SA database by the  P-CSCF application the latter may also add information that the four SAs relating to one registration belong together, and it may be possible to provide the port “port_Uenc” to all related SAs when the protected REGISTER message arrives, without again involving the P-CSCF application. Alternatively, the P-CSCF application may dynamically enter the port “port_Uenc” to all related SAs when the protected REGISTER message arrives.
5. Multiple UEs behind the same NAT

5.1. Implications from the use of a common (public) IP address for multiple UEs
Multiple UEs behind the same NAT is a common scenario in DSL configurations (see 6) and the solution must be able to cope with it. Typically, such a situation implies that the NAT uses the same public IP address for both UEs. In addition, it can not be avoided that the UEs select the same port number for either one or both of the protected ports. In this case, the P-CSCF must ensure that unambiguous Security Associations are established with respect to the IP addresses and ports as selectors. 

[TS 33.203] already excludes that a Registration is accepted by the P-CSCF if the pair (UE_IP_address, UE_protected_client_port) included in the Register message is used in an SA in the SA table at the P-CSCF. Such a registration attempt must be answered by the P-CSCF with an appropriate error message. Consequently, the case where the two UEs behind the same NAT use the same protected client port is already covered by [TS 33.203]. 

In addition, it must be ensured that no clash occurs in case the two UEs behind the same NAT select the same protected server port. There seem to be two options to address this: 

(1) The P-CSCF rejects the attempt to register using an IP address and protected UE server port that is already used in an SA in the SA table. This is similar to the case of a clash with the protected client port.

(2) Alternatively, the P-CSCF simply selects at its side a protected client port that is different from the one used in the already existing SA. This will make the selector values in the new SA unambiguous.

Case (2) seems to be the simplest option, since it does not require an error message and additional round trip. On the other hand, in option (2) two UEs register a Contact with the same IP address and protected server port. While this does not seem to be a problem from a theoretical point of view in the context considered here – the correct routing of messages to the UEs is ensured by the UDP encapsulation using different ports – it is for further study whether there are implications elsewhere.


[image: image6.emf]UE1

UE2

NAT P-CSCF


Figure 6: Multiple UEs behind the same NAT

6. Conclusion

This contribution shows that the IMS security solution for Release 5, specified in TS 33.203 can be enhanced so that NAT traversal becomes possible. It elaborates on a proposal made earlier by BT [S3-040720]. For the NAT traversal of the protected SIP messages two approaches are presented, one using tunnel mode and the other using transport mode. Both approaches are based on [RFC3948] "UDP Encapsulation of IPsec ESP Packets". The main advantage of tunnel mode is greater modularity, while the main advantage of transport mode is greater efficiency.

It is suggested to discuss the pros and cons of these approaches until the next SA3 meeting SA3#39 and take a decision then.

7. References

[06bTD071r1]
Ericsson, France Telecom, Contribution to ETSI TISPAN WG2: "NA(P)T-PT and Hosted NAT procedures (Stage 2)", 06bTD071r1, June 2005.

[06bTD070]
Ericsson, France Telecom, Contribution to ETSI TISPAN WG3: "Hosted NAT detection", 06bTD070, June 2005.

[S2-051089]
Nokia, Contribution to 3GPP SA2#46: "NAT traversal for IMS", S2-051089, May 2005.
[S3-040720]
BT Group, Contribution to SA3#35: "Proposal for an informative Annex to the 3GPP TS 33.203 on support of end user devices behind a NA(P)T firewall and protection of RTP media flows", S3-040720, October 2004. See also related Change Request S3-040721.
[RFC3261]
J. Rosenberg et al.: "SIP: Session Initiation Protocol", RFC 3261, June 2002. 
[RFC3329]
J. Arkko et al.: "Security Mechanism Agreement for the Session Initiation Protocol (SIP)", RFC 3329, January 2003.
[RFC3581]
J. Rosenberg, H. Schulzrinne: "An Extension to the Session Initiation Protocol (SIP) for Symmetric Response Routing", RFC 3581, August 2003.

[RFC3947]
T. Kivinen et al.: "Negotiation of NAT-Traversal in the IKE", RFC 3947, January 2005.
[RFC3948]
A. Huttunen et al.: "UDP Encapsulation of IPsec ESP Packets", RFC 3948, January 2005.
[TS 33.203]
3GPP Technical Specification 33.203 v6.6.0, "Access security for IP-based services", Release 6, March 2005.
[BehUDP]
F. Audet, C. Jennings: "NAT Behavioral Requirements for Unicast UDP", IETF draft (work in progress), draft-ietf-behave-nat-01, April 2005.

� As mentioned above, media traversal is not considered in this document






1

_1179933745.ppt




UE

IP/SIP

NAT

UE

IPsec

UE

UDP Enc



P-CSCF

UDP Dec

P-CSCF

IPSec

		SIP		REGISTER …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_uc
DST Port: pport_ps

		IP		SRC Addr: UE_priv
DST Addr: PCSCF



		SIP		REGISTER …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_uc
DST Port: pport_ps

		ESP		...

		IP		SRC Addr: UE_priv
DST Addr: PCSCF



		SIP		REGISTER …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_uc
DST Port: pport_ps

		ESP		...

		UDP		SRC Port: 4500
DST Port: 4500

		IP		SRC Addr: UE_priv
DST Addr: PCSCF



		SIP		REGISTER …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_uc
DST Port: pport_ps

		ESP		...

		UDP		SRC Port: port_Uenc
DST Port: 4500

		IP		SRC Addr: UE_pub
DST Addr: PCSCF



		SIP		REGISTER …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_uc
DST Port: pport_ps

		ESP		...

		IP		SRC Addr: UE_pub
DST Addr: PCSCF



		SIP		200 OK …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_pc
DST Port: pport_us

		ESP		...

		IP		SRC Addr: PCSCF
DST Addr: UE_pub



		SIP		200 OK …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_pc
DST Port: pport_us

		ESP		...

		UDP		SRC Port: 4500
DST Port: port_Uenc

		IP		SRC Addr: PCSCF
DST Addr: UE_pub



		SIP		200 OK …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_pc
DST Port: pport_us

		ESP		...

		UDP		SRC Port: 4500
DST Port: 4500

		IP		SRC Addr: PCSCF 
DST Addr: UE_priv



		SIP		200 OK …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_pc
DST Port: pport_us

		ESP		...

		IP		SRC Addr: PCSCF 
DST Addr: UE_priv



		SIP		200 OK …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_pc
DST Port: pport_us

		IP		SRC Addr: PCSCF 
DST Addr: UE_priv



		NAT Binding (address:port)

		Private		UE_priv:4500

		Public		UE_pub:port_Uenc






































































































































































































































































































































_1180440043.doc


UE







S-CSCF















6. SIP REGISTER �















7. 200 OK















4. 401 (Unauthorized) �(P-CSCF prot. ports, SPIs ...)















SIP INVITE (...)















2. SIP REGISTER �







NA(P)T











1. SIP REGISTER �(UE prot. ports, SPIs ...)







Check if 



H(RES) = H(XRES) 















SIP INVITE (...)







NAT traversal based  on NAT-T (RFC 3948) 











NAT traversal support through SIP ALG on P-CSCF











P-CSCF�SIP ALG







Check AUTN Calculate H(RES) 















3. 401 (Unauthorized) �















5. SIP REGISTER �(P-CSCF prot. ports, SPIs ...)















8. 200 OK
















_1180534572.doc


UE







P-CSCF�IPSec















P-CSCF�SIP appl.



















4. 401 (Unauthorized) �















Configure port_Uenc







NA(P)T











1. SIP REGISTER �(IPSec SA data)











Normal IPSec processing including UDP encapsulation















5. SIP REGISTER �



























Configure port_Uenc



















6. 200 (OK) �




















_1180177304.doc


UE







P-CSCF�IPSec











Create SAs 







P-CSCF�SIP appl.



















4. 401 (Unauthorized) �















3. Ok �







Perform IPSec Processing







"UDP Encapsulation Table"�

�

�

SA1�

SA2�

SA3�

SA4�

�

Src Addr�

PCSCF�

UE_pub�

PCSCF�

UE_pub�

�

Dest Addr�

UE_pub�

PCSCF�

UE_pub�

PCSCF�

�

Src Port�

4500�

undef�

4500�

undef�

�

Dest Port�

undef�

4500�

undef�

4500�

�

SPI�

SPI_us�

SPI_ps�

SPI_uc�

SPI_pc�

�









NA(P)T











1. SIP REGISTER �(SPI_uc, SPI_us, ...)







"UDP Encapsulation Table"�

�

�

SA1�

SA2�

SA3�

SA4�

�

Src Addr�

PCSCF�

UE_pub�

PCSCF�

UE_pub�

�

Dest Addr�

UE_pub�

PCSCF�

UE_pub�

PCSCF�

�

Src Port�

4500�

Uenc�

4500�

Uenc�

�

Dest Port�

Uenc�

4500�

Uenc�

4500�

�

SPI�

SPI_us�

SPI_ps�

SPI_uc�

SPI_pc�

�









Configure port_Uenc, Strip UDP header











5. SIP REGISTER �(UDP header includes port_Uenc )







Strip UDP header







Create UDP Encaps. Table















7. SIP Invite �







P-CSCF�UDP enc











Add UDP header











2. UDP enc. data �(IP addresses, SPI_uc, SPI_us, SPI_pc, SPI_ps)















6. 200 (OK) �







Perform IPSec Processing







Perform IPSec Processing







…












_1179933171.ppt






UE

IP/SIP

NAT

UE

IPsec

UE

UDP Enc

P-CSCF

UDP Dec

P-CSCF

IPSec

		SIP		REGISTER …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_uc
DST Port: pport_ps

		IP		SRC Addr: UE_pub
DST Addr: PCSCF



		SIP		REGISTER …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_uc
DST Port: pport_ps

		IP		SRC Addr: UE_pub
DST Addr: PCSCF

		ESP		...

		IP		SRC Addr: UE_priv
DST Addr: PCSCF



		SIP		REGISTER …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_uc
DST Port: pport_ps

		IP		SRC Addr: UE_pub
DST Addr: PCSCF

		ESP		...

		UDP		SRC Port: 4500
DST Port: 4500

		IP		SRC Addr: UE_priv
DST Addr: PCSCF



		SIP		REGISTER …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_uc
DST Port: pport_ps

		IP		SRC Addr: UE_pub
DST Addr: PCSCF

		ESP		...

		UDP		SRC Port: port_Uenc
DST Port: 4500

		IP		SRC Addr: UE_pub
DST Addr: PCSCF



		SIP		REGISTER …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_uc
DST Port: pport_ps

		IP		SRC Addr: UE_pub
DST Addr: PCSCF

		ESP		...

		IP		SRC Addr: UE_pub
DST Addr: PCSCF



		SIP		200 OK …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_pc
DST Port: pport_us

		IP		SRC Addr: PCSCF
DST Addr: UE_pub

		ESP		...

		IP		SRC Addr: PCSCF
DST Addr: UE_pub



		SIP		200 OK …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_pc
DST Port: pport_us

		IP		SRC Addr: PCSCF
DST Addr: UE_pub

		ESP		...

		UDP		SRC Port: 4500
DST Port: port_Uenc

		IP		SRC Addr: PCSCF
DST Addr: UE_pub



		SIP		200 OK …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_pc
DST Port: pport_us

		IP		SRC Addr: PCSCF
DST Addr: UE_pub

		ESP		...

		UDP		SRC Port: 4500
DST Port: 4500

		IP		SRC Addr: PCSCF 
DST Addr: UE_priv



		SIP		200 OK …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_pc
DST Port: pport_us

		IP		SRC Addr: PCSCF
DST Addr: UE_pub

		ESP		...

		IP		SRC Addr: PCSCF 
DST Addr: UE_priv



		SIP		200 OK …
Via: UE_pub:pport_us
Contact: UE_pub:pport_us 

		UDP		SRC Port: pport_pc
DST Port: pport_us

		IP		SRC Addr: PCSCF 
DST Addr: UE_pub



		NAT Binding (address:port)

		Private		UE_priv:4500

		Public		UE_pub:port_Uenc






















































































































































































































































































































































_1179299535.vsd
UE1


UE2


NAT


P-CSCF



