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6.1
Assumptions

It is assumed that the following holds for 3GPP Release 7:

1. A5/2 has been disabled from TEs and the available security measures are enabled by the operator.

2. Any possible new access technology that uses GSM/UMTS security context information has a well-defined AG.

3. All used security algorithms are known, and can be analyzed by the public.

4. The Lawful Intercept systems are working properly and cannot be used by attackers to circumvent protection.

5. The AuC is securely protected and cannot be used by attackers to obtain security context data (e.g. fresh AV) or data needed to generate the appropriate security contexts (e.g. K, Ki).

6. It is assumed that an attacker does not have physical access to the (U)SIM of the victim.

7. It is assumed that node and protocol implementations are robust and are able to fail safely when faced with malformed messages etc. This is an important issue, but is out of scope for the study.
8. It is assumed that all protocols are designed to fail safely. For example, sending correctly formatted messages to a node cannot cause infinite loops, dead locks etc.
9. It is assumed that no nodes in the access network or TEs are infected by malicious software.
10. The following data modification attack model is used for attackers on the air interface. The active attacks considered are of the man-in-the-middle form when the attacker has control of a relay-node. It is assumed that no attacker is able to change, in a controlled way, bits in a message over the air link, purely by transmitting signals at the exact same time as the attacked TE. Note that any real-time bit-flipping attack can be implemented in the man-in-the-middle model, so this is no restriction. Also, note that a base station can be purchased, however the real-time bit-flipping attack requires equipment less available (it is even doubtful if it exists). Note that injection attacks are still considered technically feasible, requiring only a TE/PC.
11. 3GPP GSM 03.20 (a predecessor of TS 33.102, but for GSM phase 2) states that: “No information elements for which protection is needed must be sent before the ciphering and deciphering processes are operating.” Hence we assume that encryption is on except for broadcast messages, the authentication procedure and initial identification of UE.

*** NEXT CHANGE ***

9 Threat and Risk Analysis

9.1 Threat Analysis

For each of the assets, a threat analysis is performed against each of the security objectives relelvant for that asset. For each threat, possible attacks are listed. Also the most important “sub-assets”, comprising the “total asset”, are identified

9.1.1

User payload

No sub-asset.

9.1.1.1
Threats to confidentiality/privacy

Threat: sensitive user conversation/packet data is revealed.

UP1: Attack(s):

· The TE is fooled to re-use a previously compromised key.

· The TE is/will be fooled to re-use the same key with an insecure algorithm (see Section 9.1.5). 

· The key is disclosed by other means (see Section 9.1.5.1).

· The TE uses a stream cipher and re-uses a non-compromised key (and other data) that was earlier used to protect data known to the attacker.

· The TE uses a stream cipher and later re-uses the same (non-compromised) key (and other data) to protect data known to the attacker.

· The TE is fooled into switching off ciphering (see Section 9.1.4.2).

Seriousness: 5  (A5/2 compromise made headlines, it will happen again if e.g. A5/1 is broken.)  
Probability: 1 (UMTS security context) / 3 (GSM security context) (A5/1 is theoretically broken, attacks close to being “practical”, improvements cannot be excluded)
9.1.1.2
Threats to integrity/authenticity/non-repudiation

Threat: a subscriber generates traffic on behalf of another subscriber.

UP2: Attack(s):


Cryptanalysis of AKA algorithm, enabling response to be predicted. The threat can also be realized by attacks on K/Ki, but these are treated in Section 9.1.5.1.

Seriousness: 5 (first attack would target single user, second would be general and very serious)
Probability: 1 (UMTS security context) / 3 (GSM security context) (security depends on strength of deployed AKA algorithms assuming the attacker does not have physical access to the SIM)
Threat: A subscriber’s payload data is received incorrectly by a service (e.g. a credit card number sent over GPRS) or by another subscriber.

UP3: Attack(s):  An attacker modifies user payload data blindly (or by knowing plaintext).

Seriousness: 4 (If it was possible to change the payload data in a controlled way, it would make the headlines of technical papers, but any sensitive application would be likely to use application layer security, such as TLS, to protect the data and the effects would not be that critical.
Probability: 1 (UMTS security context) / 3 (GSM security context) (Probability depends largely on the strength of the encryption. With strong encryption the probability is very low, but with a weaker encryption the only protection is the expense of mounting man in the middle attacks.)  
9.1.1.3
Threats to availability

This is either a radio DoS attack (outside scope), or faked signalling (e.g. faked “detach”, “hand-off”, etc), which is handled below.

9.1.2
Call set-up signalling

Sub-assets: TE/NW control messages and “identifiers” (e.g. MSISDN).

9.1.2.1
Threats to data confidentiality/subscriber privacy

Threat:  Someone can get information on who calls whom.

CS1: Attack(s): Attacker is able to eavesdrop on call setup traffic and retrieves the MSISDN of at least one of the two parties.

Seriousness: 4 (In most cases a user does not care too much whether this type of information leaks, but there may be privacy regulations that forces requirements on protection against this threat).
Probability; 1 (UMTS security context) / 3 (GSM security context) (Same reasoning as for attacks against confidentiality)
9.1.2.2
Threats to integrity/authenticity/non-repudiation

Threat: Calls are redirected.

CS2: Attack(s):  Attacker changes the destination MSISDN of the call in the signalling (requires MITM). The attacker could change the destination of the call to 911.

Seriousness: 5 (There have been headlines where VoIP operators have had problems with random redirections.  If it is possible to redirect a single call it may not be too serious, but it is here assumed that it can be done generally. If the attacker is able to divert many calls to one destination, he can perform a DoS attack. The attacker can also divert calls to destinations that induce a high charging rate.)

Probability: 1 (UMTS security context) / 2 (GSM security context) (Probability depends largely on the strength of the encryption. With strong encryption the probability is very low, but with a weaker encryption the only protection is the expense of mounting man in the middle attacks. In UMTS this can be excluded, since the signalling traffic is integrity protected. The DoS attack is basically only if the attacker has means to perform a distributed attack.)
Threat: Calls are dropped.

CS3: Attack:  Send faked “hang-up” or “call reject” signalling in the middle of a call.

Seriousness: 4 (In many respects it is very similar to the previous attack, but it completely lacks the DoS and charging aspects mentioned there).
Probability: 1 (UMTS security context) / 2 (GSM security context) (If encryption is secure then this is slightly more difficult to perform than the previous attack, because the attacker does now not have a particular message that he can change, but needs to create a message that decrypts to a “hang-up” or “call reject” message for an ongoing call. If on the other hand the encryption is weak, it may be easier, since the attacker can then inject the message during a silent period).
Threat: Calls are faked.

CS4: Attack(s):  Send faked “call set-up” signalling. The real subscriber (the victim) must have authenticated prior to the attack. The attacker could set up numerous calls to 911.

Seriousness: 5 (This seems at least as serious as any of the two previous attacks, because now the attacker can also initiate calls that are being charged to a subscriber).
Probability: 1 (UMTS security context) / 2 (GSM security context) (By the same reasoning as for the two previous attacks).



Threat: A subscriber does not get charged for a call he/she did make.

CS5: Attack(s): A subscriber denies making a call he/she did make.

Seriousness: 3 (As long as the visited network provider is trustworthy and only a limited number of subscribers perform the attack, this is not big problem. A potentially more serious case would be if an attacker clones his own SIM. The cloned SIM is given to a collaborator who uses the SIM in a location different from the attacker (e.g. another country) for making one local call, and then switching power off. The attacker can now make a long distance call (close in time), and then provide the differences in location as evidence that the call could not have been made, and there is an error in the logs. Thus a hard to resolve non-repudiation scenario would occur.)
Probability: 5  (This is today possible and probably occurs).
Threat: A subscriber gets charged for call-time he did not use.

CS6: Attack(s): A session is hijacked; making call longer than user think it is.

Seriousness: 4 (This is slightly less serious than the case when the attacker can make calls that he himself can make use of, but it is serious since there are phishing attacks (see the probability estimate below))
Probability: 2 (Besides the possibility to disrupt the hang-up message of a call on the air link, the only way identified is to use a false base station. This requires that the other end of the call is not breaking the call, i.e., it is some form of automatic service rather than a human voice call. An example could be that the attacker first uses phishing to get a subscriber to call a high value service, then when the subscriber calls to the service the attacker does not terminate the call, and disturbs the hang-up message from the subscriber. This is a very complex attack).
9.1.2.3
Threats to availability

No explicit threats identified.

9.1.3
Mobility signalling

Important sub-assets: 

· Authentication signalling (e.g., AUTN, RAND and RES)

· Identification procedures

· (P)TMSI re-allocation signalling

· Location update (IMSI attach/detach)

· Access network discovery signalling.

9.1.3.1
Threats to confidentiality/ subscriber privacy

Threat: User/TE identity is revealed.

MS1: Attack(s): An attacker sends a faked identification request, to which the TE responds (requires a false base station). In GPRS the attacker performs a faked GPRS detach/attach.

Seriousness: 4 (While the IMSI may be less useful in itself than the MSISDN, it allows tracking attacks etc.)
Probability: 1 (UMTS security context) / 2 (GSM security context) (Same motivation as for the man-in-the-middle attack on the Call-setup signalling).

Threat: A subscriber/TE is tracked.

MS2: Attack(s): An attacker listens to the attach signalling and records the IMSI/IMEI of a subscriber. The attacker can then follow the TE’s subsequent updates of (P)TMSI. The attack requires that the confidentiality protection can be broken.


Attack(s): Subscriber is tracked by an attacker that can relate SQN (in AUTN) values to each other. The attacker succeeds in crypt-analysing the f5 or f5* functions and can read the SQN from the traffic..

Seriousness:  5 (The attacker must set up receiver stations in the entire area where the tracking is to be performed (or follow the victim around with a receiver), and an attack would certainly make headlines.)

Probability: 1 (The identified attack is very complex and requires breaking the encryption).

9.1.3.2
Threats to integrity/authenticity/non-repudiation

Threat: TE is forced to use a different network.

MS3: Attack(s): An attacker changes an “location update accept” message to an “location update reject” with a cause code of “PLMN not available”, and hence forces TE to look for another one. This is a man-in-the-middle attack.
Seriousness: 3 (An attacker is able to stop a visited network operator from getting users to connect to the visited network).
Probability: 1 (UMTS security context) / 2 (GSM security context) (Same reasoning as for the man-in-the-middle attack on the signalling).
Threat: The TE accepts faked authentication signalling messages.

MS4: Attack(s): (UMTS security context) The attacker manages to replay RAND and/or fake AUTN. In the latter case he has to break f1. Note that it is not necessary to break f5, since the f5 output is XORed with SQN. Thus implying that it is at least 50% chance that flipping the least significant bit of the SQN part of the AUTN produces an acceptable SQN.

Seriousness: 3 (There will potentially be two-time pads, and if one UMTS encryption/integrity algorithm is weak the weakness may spread to other UMTS algorithms).
Probability: 1 (There is currently no reason to believe that weak f1 implementations will be used).
MS5: Attack(s):  (GSM security context) The attacker sends a replayed RAND to the TE.
Seriousness: 5 (Confidentiality will be lost, see reasoning for confidentiality)
Probability: 2 (Same reasoning as for the confidentiality, except that in this case it is an active attack, hence one degree less). 
Threat:  Successful impersonation of a subscriber.

MS6: Attack(s):
Cryptanalysis of A3.

· 
 
Seriousness: 5 (In principle there is still some protection against the attacker being able to make calls on the subscriber’s behalf. But consider that A3 is often very similar to A8).
Probability:  3 (There are weak implementations of A3 in the market. If the security context is re-used in application independent way, and the attacker uses real SIM as an oracle it will be possible to impersonate a subscriber. This works if the application security is based only on that the authentication succeeded. Attacks of this type that uses the victim as an oracle are discussed in [27]).
MS7: Attack(s): Cryptanalysis of f2.

Seriousness: 5 (In principle there is still some protection against the attacker being able to make calls on the subscriber’s behalf. But consider that f2 is often similar to f3/f4).

Probability:  1 (There is currently no reason to believe that weak f2/f3/f4 implementations will be used. In addition, the RAND is authenticated. If the security context is re-used in application independent way, and the attacker uses real USIM as an oracle it will be possible to impersonate a subscriber. This only works under the conditions stated in the previous attack).
9.1.3.3 Threats to availability



Threat: The TEs batteries are drained and the network signalling is increased.

MS8: Attack(s): A false base station broadcasts the location update timer, and it has a very low value causing the TEs to do the updates very often. The lower limit of the timer is six minutes. 

Seriousness: 3 (The attack will cause local annoyance for a limited set of users and time).

Probability: 3 (Requires false base station. The reason to perform the attack is a bit unclear, it could be one operator disturbing another operator’s network. Note that there is no protection on these messages).
Threat: TE is disabled.

MS9: Attack(s): An attacker fakes a base station and changes an “location update accept” message to an “location update reject” with a cause code of  “illegal equipment”to the TE. The attack is working as long as the SIM is not removed, or the TE is rebooted. Another attack is if the attacker is a MITM and changes the IMEI in the messages from the TE. 

Seriousness: 4 (Slightly worse than the attack where the TE is forced to chose another PLMN, because the TE is now completely disabled).
Probability: 2 (Same reasoning as for the man-in-the-middle attack on the call-setup signalling).
Threat: The TE fails to authenticate properly.

MS10: Attack(s): The attacker changes the RAND in the challenge, or changes the RES in the response from the TE, or he can just drop the messages. This requires a man-in-the-middle.
Seriousness: 3 (Local annoyance).
Probability: 1 (UMTS security context) / 2 (GSM security context) (Requires a false base station. The case with changing the RAND can be excluded in UMTS. There are much easier ways to accomplish a DoS, so it is questionable if this attack is attractive to perform).
Threat: A TE is illegitimately detached from NW.

MS11: Attack(s): Fake “IMSI detach” command from the attacker to the NW that a certain TE requests detach (this requires that the attacker can circumvent the authentication or that the attacker is a MITM that uses the TE as an oracle). 

Seriousness: 3 (Local annoyance. This is a persistent attack, but the attack will cease to take affect as soon as the next location area update is received by the network.).

Probability: 1 (UMTS security context) / 2 (GSM security context) (Requires a false base station. There are much easier ways to accomplish a DoS, so it is questionable if this attack is attractive to perform).

Threat: A TE is unable to establish IP connectivity to hosts due to lack of mappings in a NAT.

MS12: Attack(s): An attacker exhausts the state space of the NAT by initiating numerous connections.
Seriousness: 4 (Subscribers will not be able to create new connections.)
Probability: 4 (Although, there is no theoretical bound on the number of mappings, there are implementation decisions that has to be made to limit this number. Assuming a port based NAT the attacker can allocated 2^{16} mappings per IP address he has. Assuming the NAT has only one external IP address, only one attacker is sufficient to exhaust the mapping space (attacks of this type has been performed).  For “IP-address to IP-address mapping NATs”, an attacker will only get as many mappings as he has addresses, hence it is unlikely that these kind of NATs will be exhausted (on the other hand, it is questionable if this type of NATs are commonly used).
9.1.4
Radio resource management signalling

Important sub-assets:

· TE capability (“Classmark”) info, 

· location/Cell-ID where TE is located,

· security setup signalling (e.g., cipher-mode command),  

· radio measurement data,

· NW detach signalling,

· handover procedures.

9.1.4.1
Threats to confidentiality/subscriber privacy

Threat: Outsider can deduce information about a subscriber’s location.

RS1: Attack(s):  Eavesdropper retrieves the Cell ID from the signalling from the UE to the NW. Note: seriousness depends on also compromising subscriber ID (see Section 9.1.3).

Seriousness: 1 (It is less serious than the IMSI/TMSI tracking attack, since the ID of the subscriber is not known by simply eavesdrop on the Cell ID of an unknown subscriber).
Probability: 1 (UMTS security context) / 3 (GSM security context) (Same as for breaking encryption for user payload).
Threat: Outsider can deduce information about the TE capabilities.

RS2. Attack(s):  The attacker listens to the attach signalling (or requests the Classmark information).
Seriousness: 1 (A subscriber would probably not care to much if the capabilities of his TE is known by someone else). 
Probability: 1 (UMTS security context) / 3 (GSM security context) (Same as for breaking encryption of user payload)
Threat:  Outsider may trick TE into using no/wrong /weak encryption algorithm.

RS3: Attack(s): MITM fakes capabilities of the TE. E.g., the TE and NW are tricked into using GSM security even if both are capable of UMTS security. In GERAN access, a MITM changes the Classmark revision level (e.g., in Classmark 2 sent in CM Service Request message by the UE, unencrypted) from "R99+" to "GSM ph2"
Seriousness: 5 (User privacy is compromised)
Probability: 3 (Requires man-in-the-middle) 
9.1.4.2
Threats to integrity/authenticity



Threat: A TE is illegitimately moved to another NW.

RS4: Attack(s): Forge radio measurement data signalling, causing handover to another NW. 

Seriousness: 3 (Same as the attack when the “TE is forced to use a certain network”).
Probability: 1 (UMTS security context) / 3 (GSM security context) (Same as for breaking encryption for user payload, and requires man-in-the-middle).
Threat: TEs are made to hand over to non-existing/faked base station.

RS5: Attack(s):  Faked h/o signalling towards the TE (probably only applicable to GPRS).
Seriousness: 3 (Same as the attack when the “TE is forced to use a certain network”).
Probability: 1 (Very complex attack, requires at least that the encryption is broken).
Threat: Network gets the incorrect information of the status of the radio link.

RS6. Attack(s): The attacker sends incorrect/faked measurements to the NW on behalf of a TE.

Seriousness: 3 (Same as the attack when TE is made to hand over to non-existing/faked base station).

Probability: 1 (UMTS security context) / 3 (GSM security context) (Requires that the encryption is broken, and a TE/PC).

Threat: The TE sends traffic outside of its allocated timeslots.

RS7: Attack(s): The attacker sends a message to the TE that instructs it to send traffic a little before the timeslot begins (this is used when the TE is at the border of the cell, to achieve correct synchronization).

Seriousness: 3 (Local DoS against a particular TE. Its uncertain if this attack is persistent or not).
Probability: 1 (UMTS security context) / 3 (GSM security context) (Same as for breaking encryption for user payload and requires man-in-the-middle).
Threat: False base station.

RS8: Attack: Attacker destroys a real base station, puts up a false base station, faking a base station (e.g. over non-authenticated microvawe link) towards the NW and fakes a NW towards the TE. The attacker can then easily tap into the information sent.

Seriousness: 5 (Same as loss of confidentiality, and in addition other attacks can now easily be performed).
Probability: 1 (UMTS security context) / 4 (GSM security context) (Requires detailed knowledge about network equipment. This attack is particularly attractive at airports, GSM in-office etc, and hence the incitement to perform it raises the probability by one. Note that in UMTS the protection is not terminated in the NodeB, so it is not only to tap in to NodeB to RNC link).
Threat: Forcing NW into performing unnecessary MAP signalling.

RS9: Attack(s): A TE sends many attach request for random/selected IMSIs.
Seriousness: 2 (Small annoyance for the network, unless a distributed version of the attack is performed). 
Probability: 3 (Even though the attack can be mounted by a technically skilled person, the gain of the attack is questionable, and hence this receives a lower probability).
9.1.4.3
Threats to availability

Threat: The TEs are not able to use signalling towards the network.

RS10: Attack(s): An attacker sets up a false BSC (could be implemented in a false base station), that broadcasts a “barred access class” message (unencrypted), that disables signalling between the network and a set of TEs. TEs does not try to reconnect after this (except for emergency calls).
Seriousness: 5 (Local but persistent DoS attack).
Probability: 3 (Requires detailed knowledge about network equipment).


Threat: One or more TE is illegitimately detached from NW (or are never able to attach).

RS11: Attack(s): Fake “Group Release” command from the NW to one or more TEs .

Seriousness: 4 (May annoy all subscribers below an RNC).
Probability: 3 (Requires detailed knowledge about network equipment).

9.1.5
Security context data

Important sub-assets:

· Long-term subscriber key (Ki/K), IMSI, TMSI,

· session confidentiality/integrity key(s) (Kc, CK, IK, etc),

· replay information (SQN_MS),

· application identifier (information on in which application, if any, the security context is being used in).

9.1.5.1
Threats to confidentiality/subscriber privacy

Threat: Ki/K is disclosed:

SD1: Attack(s):

· Ki/K is disclosed by passive cryptanalysis of the AKA algorithm.

· Ki/K is disclosed by active cryptanalysis of the AKA algorithm.

· 
· Ki/K is disclosed by injection (see threats to integrity/authenticity).

· Ki/K is leaked from manufacturer.

· Ki/K is leaked when installed in AuC.
Seriousness: 5 (If Ki/K is leaked there is nothing to bootstrap the security on).

Probability: 2 (The most probable attacks are that an insider is bribed by organized crime. Weak AKA algorithms, e.g., COMP128-1 are possible to cryptanalyze, and there are newer side-channel attacks, but these are all out of scope by the assumptions).
Threat: a session key (Kc, IK and CK) is disclosed.

SD2: Attack(s): 

· A particular session key is disclosed by cryptanalysis of the encryption/integrity algorithm using it.

· A particular session key is disclosed by cryptanalysis of the AKA, A8, f3 or f4 algorithms.

· All Session keys are disclosed by successfully attacking Ki/K (see above threat).

· A known value is “injected”/replayed in the protocol (see threats to integrity).

· The key is disclosed by cryptanalysis of a hand-over key conversion function.

· An attacker cryptanalysis an application, where the GSM/UMTS security context is used in an application independent way.

· Key is exposed during access network transport.

· Key is disclosed by physical tampering of AG.

Seriousness: 5 (Confidentiality/integrity is lost).

Probability: 1 (UMTS security context) / 3 (GSM security context) (Same as breaking confidentiality for user payload).
Threat: SQN_MS is forced out of synch.

SD3: Attack(s): Only identified attack is by manipulating AUTN (see mobility signalling).
Seriousness: 2 (Annoyance for single TEs).
Probability: 1 (There is currently no reason to believe that weak f1 implementations will be used).
9.1.5.2
Threats to integrity/authenticity



Threat: Session key(s) are modified to a known value.

SD4: Attack(s): A known key is replayed. Only identified ways to achieve this is to replay a challenge as part of the mobility signalling, or use Wagner’s et.al. attack to send an “equivalent” RAND.
Seriousness: 5 (Confidentiality can be broken. The attacker first have to record the session he wants to listen to. Next he initiates a new connection to the subscriber (where he knows the plaintext). When this is done he XORs the data from the two sessions together, and in this way he gets the XOR of the plaintexts of the two sessions. Since he knows the plaintext from the second session he can derive the plaintext from the first.)

Probability: (GSM security context): 3 (There is no replay protection, and requires man-in-the-middle).

Probability: (UMTS security context): 1 (There is no reason to believe there will be weak f1 implementations).
9.1.5.3
Threats to availability

Only DoS aspects.

9.1.5.4
Threats to non-repudiation

All threats related to disclosure of keys open up repudiation scenarios involving other assets than security context data (see above); no other threat has been identified.

9.2
Risk Analysis

Editor’s note: This section will assign “seriousness” and” probability” to the threat found above.

9.2.1

IOV-collisions

RISK:

The 'problem' of IOV-collision existed also in the past (without PS handover) when an MS performs an inter-SGSN RAU and the 'currently used keys' are transferred to the new SGSN. When this new SGSN, decides to continue to use these 'currently used keys' and by chance, generates the same IOV-I or IOV-UI as the previous SGSN (and these IOVs are 32 bit values, i.e. the probability should be ~ 1 : 4 000 000 000), then the generated cipher stream will be the same.
Solutions: Collisions of IOV can be prevented by various means of which re-authentication seems to be the most suitable solution. 

A) GP-042046 [14]: The included countermeasure changes the OC definition.

Evaluation: This is not backward compatible with old MS, so ciphering with old MS will fail with New OC - SGSN.

B) GP-041987 [13]: The included countermeasure changes the IOV structure.

Evaluation: Now the new SGSN also needs to know the incremental part of the IOV (IOV-I and IOV-UI), which requires a new parameter at the Gn-interface.

C) A possible alternative (which does not require impacts on protocols, and neither has compatibility issues) is to require re-authentication at each inter-SGSN RAU. (NOTE: XID-reset is performed at each inter-SGSN RAU and at each GPRS Attach).

9.2.2
Risk assessment

Editor’s note: This section will draw the line between which risks we accept and which we will look at countermeasures for.
The risks presented in Table 3 are computed as the product of the seriousness and probability for each attack described in Section 8. Some attacks are valid both for GSM and UMTS security context. Therefore both probabilities are given, separated by a slash (this of course then also holds for the risk). Attacks that are not applicable to a particular security context are marked with an ‘x’.
Table 3. Summary of attacks
	Attack
	Seriousness
	Probability

(UMTS/GSM)
	Risk

(UMTS/GSM)

	UP1:
	5
	1/3
	5/15

	UP2:
	5
	1/3
	5/15

	UP3:
	4
	1/3
	4/12

	CS1:
	4
	1/3
	4/12

	CS2:
	5
	1/2
	5/10

	CS3:
	4
	1/2
	4/8

	CS4:
	5
	1/2
	5/10

	CS5:
	3
	5/5
	15/15

	CS6:
	4
	2/2
	8/8

	MS1:
	4
	1/2
	4/8

	MS2:
	5
	1/x
	5/x

	MS3:
	3
	1/2
	3/6

	MS4:
	3
	1/x
	3/x

	MS5:
	5
	x/2
	x/10

	MS6:
	5
	x/3
	x/15

	MS7:
	5
	1/x
	5/x

	MS8:
	3
	3/3
	9/9

	MS9:
	4
	x/2
	x/8

	MS10:
	3
	1/2
	3/6

	MS11:
	3
	1/2
	3/6

	MS12:
	4
	4/4
	16/16

	RS1:
	1
	1/3
	1/3

	RS2:
	1
	1/3
	1/3

	RS3:
	5
	3/3
	15/15

	RS4:
	3
	1/3
	3/9

	RS5:
	3
	1/1
	3/3

	RS6:
	3
	1/3
	3/9

	RS7:
	3
	1/3
	3/9

	Rs8:
	5
	1/4
	5/20

	RS9:
	2
	3/3
	6/6

	RS10:
	5
	3/3
	15/15

	RS11:
	4
	3/x
	12/x

	SD1:
	5
	2/2
	10/10

	SD2:
	5
	1/3
	5/15

	SD3:
	2
	1/x
	2/x

	SD4:
	5
	1/3
	5/15


The attacks with the highest risk (above 15) are listed in Table 4 for GSM and UMTS security context separately.
Table 4. Attacks (and root cause) that poses the highest risk.
	GSM Security context
	UMTS Security context

	20
	RS8: Destroy base station and put up faked one.
	20
	

	16
	MS12: NAT mapping depletion
	16
	MS12: NAT mapping depletion

	15
	UP1: A5/1 is more or less broken 

UP2: A5/1 is more or less broken
SD2: A5/1 is more or less broken
	15
	

	15
	CS5: Subscriber denies making a call he/she did make.
	15
	CS5: Subscriber denies making a call he/she did make.

	15
	MS6: Cryptanalysis of A3
	15
	

	15
	RS3: MITM fakes capabilities of the TE. E.g., the TE and NW are tricked into using GSM security even if both are capable of UMTS security.
	15
	RS3: MITM fakes capabilities of the TE. E.g., the TE and NW are tricked into using GSM security even if both are capable of UMTS security.

	15
	RS10: An attacker sets up a false BSC. This could be implemented in a false base station and sends broadcasts a “barred access class”
	15
	RS10: An attacker sets up a false BSC. This could be implemented in a false base station and sends broadcasts a “barred access class”

	15
	SD4: A known key is replayed. Only identified ways to achieve this is to replay a challenge as part of the mobility signalling, or use Wagner’s et.al. attack to send an “equivalent” RAND
	15
	


*** END OF CHANGES ***







�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the version of the specification here. This number is the version of the specification to which the CR will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �Page: 1��� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �Page: 1��� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the source of the CR. This is either (a) one or several companies or, (b) if a (sub)working group has already reviewed and agreed the CR, then list the group as the source.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .�The list is also included in a MS Excel file included in the zip file containing the CR cover sheet template.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/archive/21_series/21.900/" ��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter here the consequences if this CR was to be rejected. It is necessary to complete this section only if the CR is of category "F" (i.e. correction).


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �Page: 1��� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �Page: 1��� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





3GPP


