3GPP TSG SA WG3 Security — SA3#39
S3-050356
June 28- July 01, 2005

Montreal, Canada

Source:
 Axalto, Gemplus
Title:
Comments on S3-050329 
Agenda item:
GAA/https based services

Document for:
Discussion and decision

1 Introduction

A first proposal for HTTPS connection between a UICC and a NAF was presented at SA3#38. This document provides a new solution, which takes into account the received comments. A companion CR to TS 33.222 [1] is proposed [2].

For a HTTPS connection between a UICC and a NAF, the proposed solution assumes that the UICC hosts the TLS client, the HTTP client and the HTTP Digest Authentication.
To improve the readability of the document, the responses to Huawei comments were highlighted in yellow.
2 Shared key-based UE authentication with certificate-based NAF authentication

2.1 Proposed solution

The description of the procedure for “shared-based UE authentication with certificate-based NAF authentication” and the related comments are provided in this section. 

Clause 5.3 of TS 33.222

*****Start of change*****

The authentication mechanism described in this section is mandatory to implement in UE and NAF.

This section explains how the procedures specified in TS 33.220 [3] have to be enhanced when HTTPS is used between a UE and a NAF. The following gives the complementary description with respect to the procedure specified in clauses 4.5.3 and 5.3.3 of TS 33.220 [3]. This document specifies the logical information carried in some header fields. The exact definition of header fields is left to stage 3 specifications.

1)
When the UE starts communication via Ua reference point with the NAF, it shall establish a TLS tunnel with the NAF. The NAF is authenticated to the UE by means of a public key certificate. The UE shall verify that the server certificate corresponds to the FQDN of the NAF it established the tunnel with. No client authentication is performed as part of TLS (no client certificate necessary).

2)
The UE sends an HTTP request to the NAF inside the TLS tunnel (HTTPS, i.e. HTTP over TLS). The UE (ME or UICC based application) shall indicate to the NAF that GBA-based authentication is supported by adding a constant string to the "User-Agent" HTTP header as a product token as specified in IETF RFC 2616 [12]. This constant string shall be either "3gpp-gba" (in the case of a ME-based application) or "3gpp-gba-uicc" (in the case of a UICC-based application). The UE shall send the hostname of the NAF in "Host" HTTP header.
〈Huawei〉：

This mechanism may result in bidding down attack. when NAF supports both Ks_(ext)_NAF and Ks_int_NAF , UE  may choose the lower security  level  secret Ks_(ext)_NAF  by adding the string"3gpp-gba"  instead of "3gpp-gba-uicc" to HTTP header(in the case of a UICC-based application)  .So it is  not security to choose the keys based on the information sent by UE.
<Axalto/Gemplus> Response to the comment on bidding down attack:

A bidding down attack may occur if during the negotiation procedures a man in the middle attacker can attempt to make two entities drop down to the least secure method they support. This attack then allows the attacker an increased ability to interfere with the session.

At first glance we are tempted to consider that the proposed mechanism is vulnerable to such attack. However, by further analyzing the architecture, where the UE is made of two separate components (UICC and ME) and where each component can only use one type of keys (i.e. Ks_int_NAF or Ks_(ext)_NAF), we will find out that the proposed mechanism is not vulnerable to bidding down attacks. The two entities mentioned above in the definition of a "Bidding down attack" are either (NAF, ME) or (NAF, UICC). When the two communicating entities are (NAF, ME), the ME cannot make a choice between Ks_int_NAF or Ks_(ext)_NAF but is required to use Ks_(ext)_NAF. Additionally, Ks_int_NAF is not available to the ME. As far as the UICC is concerned, section 5.2.1 of S3-050325 reads like this: "When the HTTPS capable client is located in the UICC, Ks_int_NAF shall be used as the shared key between the UE and the NAF." Consequently, the UICC application must use Ks_int_NAF to authenticate itself. Therefore the communicating entities ((ME, NAF) or (UICC, NAF)) don't use the "User-Agent" HTTP header to negotiate an option (i.e. key type: Ks_int_NAF or Ks_(ext)_NAF) but rather as a hint to the NAF. So a man in the middle attacker cannot make the two entities drop down to the least secure method they support, simply because there is no negotiation procedure. If the ME alters the HTTP request, the client authentication will simply fail. This is not a bidding down attack.
Furthermore, if the UICC establishes a TLS tunnel with the NAF, then the end of this TLS tunnel is located in the UICC and consequently the ME is unable to alter the HTTP request, which is sent by the UICC in this tunnel. Even if we assume that the ME is able to alter the HTTP request by changing "3gpp-gba-uicc" to "3gpp-gba", this would certainly not result in a bidding down attack (we consider this case, as it may be relevant for PSK-TLS). In fact, regardless of how we implement the key choice mechanism at the NAF level (GUSS-based mechanism or hard coded logic), we can distinguish two scenarios:  
1) The access to a NAF requires the highest level of security, as the NAF may reveal to the UE very sensitive data. In such a case, the access to this NAF is restricted to UICC applications, which possess a valid Ks_int_NAF keys. In this scenario only an application possessing Ks_int_NAF can access the NAF (i.e. a UICC based application). Therefore, the ME or any man in the middle attacker that can replace "3gpp-gba-uicc" by "3gpp-gba" will not get access to the NAF because it doesn't possess the right key. In this scenario there is no bidding down attack.
2) Now we consider the case of a NAF providing service to UICC-based and ME-based applications. The ME can simply access the NAF using Ks_(ext)_NAF and does not need to make extra-efforts to alter UICC queries to get access to the NAF (e.g. by changing "3gpp-gba-uicc" to "3gpp-gba"). Now trying to perform the opposite operation (i.e. change "3gpp-gba" to "3gpp-gba-uicc") may make sense. In other words, the ME may try to assume the UICC identity to get for example higher privileges. So the ME may change "3gpp-gba" to "3gpp-gba-uicc" in its HTTP request, but the client authentication will never succeed, as it requires Ks_in_NAF, which is not available to the ME. 
Finally, we can conclude that the claim above is not true.
NOTE 1:
The ability to send the hostname of the NAF is particularly necessary if a NAF can be addressed using different hostnames, and the NAF cannot otherwise discover what is the hostname that the UE used to contact the NAF. The hostname is needed by the BSF during key derivation.
3) In response to the HTTP request received from UE over the Ua reference point, the NAF shall invoke HTTP digest as specified in RFC 2617 [10] with the UE in order to perform client authentication using the shared key as specified in clauses 4.5.3 and 5.3.3 of TS 33.220 [3]. The NAF verifies that the type of application received in the HTTP request ("3gpp-gba" for a ME-based application or "3gpp-gba-uicc" for a UICC-based application) is allowed to access its service. If the type of application is allowed then the realm attribute of the WWW-Authenticate header field shall contain the constant string "3GPP-bootstrapping" (in the case of a ME-based application) or "3GPP-bootstrapping-uicc" (in the case of a UICC-based application) and the FQDN of the NAF, to indicate the GBA as the required authentication method. Otherwise, if the NAF is configured to forbid the access in the requested GBA mode (e.g. the HTTP request, which is described in step 2 contains "3gpp-gba" whilst the operator security policy restricts the access to this NAF to UICC-based applications) or if the NAF does not support the requested GBA mode (i.e. when a NAF, which is GBA_U unaware receives an HTTP request with "3gpp-gba-uicc" in "User-Agent" HTTP header) then the NAF shall respond with the appropriate error code and terminate the TLS connection with the UE. 
<Huawei>:

It is unreasonable that NAF rejects a connection with UE when it receives an HTTP request with "3gpp-gba-uicc" in HTTP header just because NAF does not support Ks_int_NAF. This means that if the security level that NAF requires  is Ks_(ext)_NAF, it will not accept the request from UE who can provide higher security level .On the other hand, the user can not access the service just because UE can provide a higher security level than it is required. So it is very unreasonable.
<Axalto/Gemplus > This proposal is very reasonable if we want to guarantee backward compatibility and if we want to keep the support of GBA_U optional at the NAF level. First, if a UICC application is trying to communicate with a release 6 NAF, we cannot require this NAF to support the usage of Ks_int_NAF because it was decided to introduce this option in release 7. So basically a release 6 NAF, which is compliant to TS 33.222 cannot handle a UICC query to establish an HTTPS tunnel.
If NAF is GBA_U unware, UE may just derive Ks_NAF from Ks and use Ks_NAF to secure the communication with NAF.
<Axalto/Gemplus > The note in section 5.2.2 reads like this:

" … However, as indicated in TS 33.220 [3], the use of Ks_ext_NAF is supported by NAFs, which are GBA_U unaware."
In fact, if the UICC supports GBA_U, the BSF and the ME will run GBA_U procedures to derive Ks_ext_NAF. The BSF will send Ks_ext_NAF to the NAF. Now if the UICC is GBA unaware, the BSF and the ME will run GBA_ME procedures and derive Ks_NAF. The BSF will send Ks_NAF to the NAF. In both cases, this is completely transparent to the NAF, which will simply receive a 256-bits key.
4)
On receipt of the response from the NAF, the UE shall verify that the FQDN in the realm attribute corresponds to the FQDN of the NAF it established the TLS connection with. On failure the UE shall terminate the TLS connection with the NAF.

5)
In the following request to NAF the UE sends a response with an Authorization header field where Digest is inserted using the B-TID as username and the NAF-specific key (Ks_(ext)_NAF in the case of ME-based application or Ks_int_NAF in the case of UICC-based application) as password.

6)
On receipt of this request the NAF shall verify the value of the password attribute by means of the NAF-specific key retrieved from BSF over Zn using the B-TID received as user name attribute in the query.

7)
After the completion of step 6), UE and NAF are mutually authenticated as the TLS tunnel endpoints.

NOTE 2:
RFC 2617 [10] mandates in section 3.3 that all further HTTP requests to the same realm must contain the Authorization request header field, otherwise the server has to send a new "401 Unauthorized" with a new WWW-Authenticate header. In principle it is not necessary to send an Authorization header in each new HTTP request for security reasons as long as the TLS tunnel exists, but this would not conform to RFC 2617 [10].

In addition, there may be problems with the lifetime of a TLS session, as the TLS session may time-out at unpredictable (at least for the UE) times, so any request sent by UE can be the first request inside a newly established TLS tunnel requiring the NAF to re-check user credentials.

It shall be possible for the AP/AS to request a re-authentication of an active UE, see clauses 4.5.3 and 5.3.3 of TS 33.220 [11].

*****End of change*****

· Remarks

Step 2:

The constant string included in the User-Agent HTTP header (“3gpp-gba” and “3gpp-gba-uicc”) enables the UE to indicate to the NAF the required authentication mechanism (i.e. GBA) and the application type (i.e. UICC or ME based application). For example, a UICC-based application will use the constant string “3gpp-gba-uicc” to indicate to the NAF that the client side of the HTTPS tunnel is located in the UICC (in this case, Ks_int_NAF is used to authenticate the UE).

The introduction of the constant string “3gpp-gba-uicc” enables the NAF to identify the type of the client application and preserves backward compatibility. 

<Huawei>:
Because UE is unbelievable ,so NAF should not judge the application type based on the information in the request from UE.
<Axalto/Gemplus > See above the " response to the comment on bidding down attack". Furthermore, only a successful client authentication operation (which requires the possession of a valid key: Ks_int_NAF or Ks_(ext)_NAF), enables the NAF to conclude on the type of the UE application (UICC-based or ME-based).
Step 3:

The NAF verifies that the type of application received in the HTTP request is allowed to access its service. If the application type is allowed then the NAF decides whether to use Ks_(ext)_NAF (in the case of a ME-based application) or Ks_int_NAF (in the case of a UICC-based application) for the HTTP Digest Authentication and indicates in the realm of the WWW-Authenticate header field the type of GBA-based key to be used for the HTTP Digest Authentication. If the type of application, received in the HTTP request, is not allowed/supported by the NAF then the NAF returns an appropriate error message.  

The types of application/key supported by the NAF could be locally configured in the NAF. 

The introduction of the constant string “3GPP-bootstrapping-uicc” preserves backward compatibility.  
3 Shared key-based mutual authentication between UE and NAF

The description of the procedure for “shared-key based mutual authentication between UE and NAF” and the related comments are provided in this section. 

3.1 Proposed solution

Clause 5.4 of TS 33.222

*****Begin of change*****

The authentication mechanism described in this section is optional to implement in UE and NAF.

The HTTP client and server may authenticate each other based on the shared key generated during the bootstrapping procedure. The shared key shall be used as a master key to generate TLS session keys, and also be used as the proof of secret key possession as part of the authentication function. The exact procedure is specified in Pre-Shared Key Ciphersuites for Transport Layer Security (TLS) [15].

This section explains how a GBA-based shared secret that is established between the UE and the BSF as specified in TS 33.220 [3] is used with Pre-Shared Key (PSK) Ciphersuites for TLS as specified in IETF Internet-Draft [15].

1.
When an UE contacts a NAF, it may indicate to the NAF that it supports PSK-based TLS by adding one or more PSK-based ciphersuites to the ClientHello message. The UE shall include ciphersuites other than PSK-based ciphersuites in the ClientHello message. The UE shall send the hostname of the NAF using the server_name extension to the ClientHello message as specified in IETF RFC 3546 [8].

NOTE 1:
The ability to send the hostname of the NAF is particularly necessary if a NAF can be addressed using different hostnames, and the NAF cannot otherwise discover what is the hostname that the UE used to contact the NAF. The hostname is needed by the BSF during key derivation.

NOTE 2:
When the UE adds one or more PSK-based ciphersuites to the ClientHello message, this can be seen as an indication that the UE supports PSK-based TLS. If the UE supports PSK-based ciphersuites but not GBA-based authentication, the TLS handshake will fail if the NAF selected the PSK-based ciphersuite and suggested to use GBA (as described in step 2). In this case, the UE should attempt to establish the TLS tunnel with the NAF without including PSK-based ciphersuites to the CientHello message, according to the procedure specified in clause 5.3. This note does not limit the use of PSK TLS to HTTP-based services.

2. If the NAF is willing to establish a TLS tunnel using a PSK-based ciphersuite, it shall select one of the PSK-based ciphersuites offered by the UE, and send the selected ciphersuite to the UE in the ServerHello message. The NAF shall send the ServerKeyExchange message with a list of PSK-identity hints. A constant string "3GPP-bootstrapping" for ME-based application or "3GPP-bootstrapping-uicc" for UICC-based application shall indicate the GBA as the required authentication method. If the NAF allows both UICC-based and ME-based applications to access its service then the ServerKeyExchange message shall include two PSK-identity hints where one identity hint contains the constant string "3GPP-bootstrapping" and the other contains "3GPP-bootstrapping-uicc". Also other PSK-identity hints may be supported, however, they are out of the scope of this specification. The NAF finishes the reply to the UE by sending a ServerHelloDone message.
NOTE 3:
If the NAF does not wish to establish a TLS tunnel using a PSK-based ciphersuite, it shall select a non-PSK-based ciphersuite and continue TLS tunnel establishment based on the procedure described either in clause 5.3 or clause 5.5.

3.
The UE shall use a GBA-based shared secret for PSK TLS, if the NAF has sent a ServerHello message containing a PSK-based ciphersuite, and a ServerKeyExchange message containing a constant string "3GPP-bootstrapping" or "3GPP-bootstrapping-uicc" as the PSK identity hint. If the UE does not have a valid GBA-based shared secret it shall obtain one by running the bootstrapping procedure with the BSF over the Ub reference point as specified in TS 33.220 [3].


The UE derives the TLS premaster secret from the NAF specific key (Ks_(ext)_NAF in the case of ME-based application or Ks_int_NAF in the case of UICC-based application) as specified in IETF Internet Draft [15].


The UE shall send a ClientKeyExchange message. The PSK identity in the ClientKeyExchange message shall include a prefix indicating the PSK-identity name space that was selected (i.e. "3GPP-bootstrapping-uicc" or "3GPP-bootstrapping"), and the B-TID. The prefix must match one of the PSK-identity hints that NAF offered in ServerKeyExchange message. The precise format of the PSK identity is specified in TS 24.109 [18]. The UE concludes the TLS handshake by sending the ChangeCipherSuite and Finished messages to the NAF.
〈Huawei>:

It also can not prevent bidding down attact. The reason is the same as the above comment to the section 2.1 .
<Axalto/Gemplus > See above the " response to the comment on bidding down attack".
4.
If the NAF receives the "3GPP-bootstrapping" prefix and the B-TID in the ClientKeyExchange messages it fetches the NAF specific shared secret (Ks_(ext)_NAF) from the BSF using the B-TID.(Huawei: NAF should not believe the key indication in the ClientKeyExchange messages as UE may be baleful) <Axalto/Gemplus > See all the comments above.
 Otherwise, if the NAF receives the "3GPP-bootstrapping-uicc" prefix and the B-TID in the ClientKeyExchange messages it fetches the NAF specific shared secret (Ks_int_NAF) from the BSF using the B-TID.
<Huawei >:

How does BSF know to return which NAF specific shared secret(Ks_int_NAF or  Ks_ext_NAF) to NAF?
BSF can make a decision  based on the attribute of UE and NAF ,or NAF indicate to BSF in the request message. 
<Axalto/Gemplus > The NAF will fetch the appropriate keys from the BSF as described in section 5.3.3 of TS 33.220. When the NAF is hosted outside the operator's network, normally there is a relation of trust between the operator and the service provider. However, the operator may decide to enforce his security policy and configure in the BSF (e.g. by using the GUSS; however it should be noted that this does not require the BSF to send the GUSS to the NAF) the type of keys that can be distributed to a particular NAF.

The NAF derives the TLS premaster secret from the NAF specific key as specified in IETF Internet Draft [15].


The NAF concludes the TLS handshake by sending the ChangeCipherSuite and Finished messages to the UE.

The UE and the NAF have established a TLS tunnel using GBA-based shared secret, and then may start to use the application level communication through this tunnel.

*****End of change*****

· Remarks 

Step 2:

The NAF indicates which type of UE application can access its service: ME-based application with Ks_(ext)_NAF or UICC-based application with Ks_int_NAF or both. The information is sent to the UE in a ServerKeyExchange message containing appropriate constant string(s) in the PSK identity hint(s).

The types of application/key allowed by the NAF could be locally configured in the NAF. 

Step 3:

Depending on the client application location (UICC-based or ME-based), the UE set the type of application ("3GPP-bootstrapping" or "3GPP-bootstrapping-uicc") and send it to the NAF in a ClientKeyExchange message. The prefix must match one of the PSK-identity hints that NAF offered in ServerKeyExchange message.

The introduction of the constant string “3GPP-bootstrapping-uicc” preserves backward compatibility.

〈Huawei〉：

The same as the comments to the section 2.1.
<Axalto/Gemplus > See all the comments provided above.
Comments on “S3-050xxx-Nokia-Ks_int_NAF-HTTPS”
In the draft S3-050xxx-Nokia-Ks_int_NAF-HTTPS,there are two CRs “ att-S3-050xxx-33220CRxx-Usage-of-Ks_int_NAF” and “att-S3-050xxx-33222CRxx-Nokia-Usage-of-Ks_int_NAF” attched.
In “S3-050xxx-Nokia-Ks_int_NAF-HTTPS” ，key decision logic information is  added to USS ，and  NAF may utilize the USS key choice mechanism to determine which key to use.  But this mechanism does not work when  UICC-based application and ME-based application  on the same  UE  want to access the same NAF ,because  key information in USS should allow both keys to be used. NAF can not decide to choose which key based on USS.
<Axalto/Gemplus > This issue is resolved by the mechanism, which is proposed in S3-050325.
< Axalto/Gemplus>

Comments on “S3-050xxx-Huawei Key choice negotiation between a UE and a NAF”

The mechanisms proposed in the contribution “Key choice negotiation between a UE and a NAF” could have been considered in the context of Release 6. However, for Release 7, these proposals break backward compatibility.












