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1. Introduction
TISPAN has stated it can’t necessarily rely on having a physical UICC to implement the security mechanisms for fixed network or other non-UMTS network access to IMS. So soft ISIM maybe a short term solution, it brings few affects on subscribers and their equipments. 

The document describes simply Ericsson’s solution Use of ISIM and line and personal identifiers in NGN [04bTD190] about soft ISIM, and presents new solution based on it. In the new solution, we suggests user equipment establishes independent security tunnel with P-CSCF，instead of shares the tunnel between B2BUA and P-CSCF with others for security consider. 

2. Problem description
In document Use of ISIM and line and personal identifiers in NGN, there is an entity called SIP B2BUA, it is residential gateway for local subscribers, and has ISIM. Non-ISIM capable SIP UE may gain access to IMS services via SIP B2BUA. In this solution, when UE register to IMS, SIP B2BUA will send its IMPI and UE’s IMPU to IMS, help UE to complete registration. The SIP signaling of UE could be protected by security tunnel between SIP B2BUA and P-CSCF.

Because UE has no SA with P-CSCF, B2BUA can know the content of UE’s traffic with IMS CN. For home and small office, it is not a problem possibly, but in others situations, subscriber may doesn’t hope his traffic is exposed to anyone. Besides，if subscriber does not be authenticated by B2BUA, he can use identity of others to access to IMS, that does not benefit to charging and management.

In order to establish an independent security tunnel between Non-ISIM capable SIP UE and P-CSCF, UE should has a shard key with HSS. We suggest that UE and IMS CN negotiate a temporary shared key via some key negotiation methods, such as Diffie-Hellman exchange. In addition to, HSS could generate a temporary IMPI for this time registration. Once UE has temporary IMPI and shared key, it could access to IMS using current IMS AKA in TS 33.203.
3. Proposed solution
Network architecture is similar with solution in 04bTD190. Gateway is also required in non-UMTS access network. The gateway has ISIM, and its IMPI and IMPU. All Non-ISIM capable SIP UE includes PC, PDA, Laptop and mobile phone, in local network just has IMPU assigned by operator. The IMPU is associated with gateway’s IMPI. Especially, the IMPU can be associated with others gateway, to make subscriber could use one IMPU at different place, for example, one subscriber bind his IMPU with office gateway and home gateway simultaneously, he can access to IMS at the two places. The gateway should share pre-configured key with UE for prevent illegal subscriber form accessing network. The detail procedure is as follows:
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Fig1. Registration procedure

1. Gateway accesses to IMS via general IMS AKA, completes mutual authentication and security tunnel establishment.

2. UE1 registers to IMS, it sends register SIP to gateway, except common information like IMPU of UE1, the message should includes DH public value gxu for Diffie-Hellman exchange with IMS CN.

3. Gateway receives the request, then adds its IMPI stored in the ISIM into message. In addition to, the modified message also contains key Kgw-u1 that shared between gateway and UE1. The message is encrypted by SA between gateway and P-CSCF, so Kgw-u1 can not be exposed to anyone.

4~5.The P-CSCF sends the request to I-CSCF. Afterward I-CSCF forwards the message to S-CSCF.

6. S-CSCF receives the request, and finds that gxu and Kgw-u1 is included in the message. So it knows the request from a Non-ISIM capable SIP UE. It sends these informations to HSS for validating the UE and negotiating key.

7. HSS checks the IMPIgw and IMPUu1, it will validate whether the gateway is legal subscriber, and has registered, and whether IMPUu1 is associated with the gateway. If these identities are valid, then HSS generates its DH public value gyh, computes Diffie-Hellman shared secret gxy, and derives the shared key Ku1-h using gxy and Kgw-u1. Besides, HSS also generates temporary identity for UE1, the identity could be used as IMPI later.

8. HSS sends validation result and necessary information (eg. IMPItempu1 and gyh) to S-CSCF.

9~12.  S-CSCF sends SIP 401 to I-CSCF including IMPItempu1 and gyh, and finally the message arrives UE1.

13. After UE1 receive the 401, it computes DH shared secret gxy by gyh, derives Ku1-h that method is identical with HSS, and stored the identity IMPItempu1, then UE1 has IMPI and shared key with IMS CN.

14. UE1 resends register message, the message is standard message in IMS AKA.

15. UE1 accesses IMS using general IMS AKA procedure like ISIM capable UE, the shared key with HSS is Ku1-h. At last UE1 establishes SA with P-CSCF. 

16. UE2 also wants to access IMS, so it sends register request contains its IMPU and DH public.

17. UE2 completes access procedure using same method as UE1, so also establishes SA with P-CSCF.

Because UE has independent security tunnel with P-CSCF, so the gateway can’t know the traffic on the tunnel. It is benefit to protect subscriber’s privacy. In order to prevent illegal subscriber from accessing network, the shared key between UE and gateway is used in derivation of authentication key Ku-h, the legal UE owned the key could generate correct key. The solution also makes charging easier, because the subscribers are independent each other.

The solution would affect HSS and UE, and need to extend SIP protocol for adding new parameters in messages. However the influence on current IMS AKA isn’t serious. 

Because the shared key between UE and gateway is needed, for roaming situation the condition is relatively difficult to satisfy. Although DH exchange needs computational resource, it isn’t a problem for current terminals, especially PC and laptop.
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