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===== BEGIN CHANGE =====

5.2
General requirements and principles

This document is based on the architecture specified in TS 33.220 [3]. All notions not explained here can be found in TS 33.220 [3]. For the purposes of the present document Ks_(ext)_NAF refers to the key shared between the UE and a NAF. In the case of GBA_U, Ks_(ext)_NAF refers to Ks_ext_NAF, and in the case of GBA_ME, Ks_(ext)_NAF refers to Ks_NAF. Ks_int_NAF refers to the key shared between the UICC and a NAF.
5.2.1
Requirements on the UE

To utilise GBA as described in this document the UE shall be equipped with a HTTPS capable client (e.g. browser) implementing the particular features of GBA as specified in TS 33.220 [3].
Before the UE first accesses an application，it shall get the key choice information of the application from operator network or application server and store it.
UE shall be able to decide which type of NAF_specific keys will be used based on the key choice information and UE capability.

NOTE1:
Key choice information of an application indicates which type of keys that NAF requires to secure the its applications.

NOTE2: 
UE capability indicates whether the UE is GBA_U aware.
5.2.2
Requirements on the NAF

To utilise GBA as described in this document the NAF shall support the features of GBA as specified in TS 33.220 [3].

NOTE:
The support of GBA_U is optional for the NAF. However, as indicated in TS 33.220 [3], the use of Ks_ext_NAF is supported by NAFs, which are GBA_U unaware.

Additionally in the scope of this specification, HTTP and TLS shall be supported by the NAF for the UE-NAF reference point (Ua).
NAFs or application server providers specify key types (Ks_(ext)NAF or Ks_int_NAF ) to every application in key choice information. 

NAF shall be able to decide which type of NAF_specific keys will be used based on the key choice information and UE capability.
 NAF shall be able to know the UE capability according to the type of key returned by BSF. 
5.3
Shared key-based UE authentication with certificate-based NAF authentication

The authentication mechanism described in this section is mandatory to implement in UE and NAF.

This section explains how the procedures specified in TS 33.220 [3] have to be enhanced when HTTPS is used between a UE and a NAF. The following gives the complementary description with respect to the procedure specified in clauses 4.5.3 and 5.3.3 of TS 33.220 [3]. This document specifies the logical information carried in some header fields. The exact definition of header fields is left to stage 3 specifications.
1)  Before UE starts communication via Ua reference point with NAF, it shall be able to know which type of keys to use. It shall be able to get the key choice information either from operator network , i.e. network push the information by means of short message or from application server. UE shall get this information when it first discovers an application or accesses the application server and stores it. Then every time UE accesses the application, it shall decide which type of keys will be used based on the UE capability and the key choice information according to the following policy:

(1)  In the case that UE is GBA_U unware:

 --- If Ks_NAF is not required in the key choice information,i.e. only Ks_int_NAF (or Ks_ext_NAF) is required,or either Ks_int_NAF or Ks_ext_NAF is required , then UE can not access the application.
-- -If Ks_NAF is required in the key choice information,,i.e. only Ks_ NAF is required,or either Ks_int_NAF(or Ks_ext_NAF) or Ks_NAF is required, then UE shall choose Ks_NAF no matter whether Ks_NAF has first priority.
      (2)  In the case that UE is GBA_U aware:
 ---If key choice information indicates that only Ks_NAF is required or Ks_NAF has first priority , UE should choose Ks_ext_NAF in place of Ks_NAF.

 ---If only Ks_int_NAF(or Ks_ext_NAF) is required in the key choice information, then UE shall choose Ks_int_NAF(or Ks_ext_NAF).

 ---If key choice information indicates that either Ks_int_NAF or Ks_(ext)_NAF(Ks_ext_NAF or Ks_NAF) is required. Then if Ks_int_NAF has first priority, UE shall choose Ks_ int_NAF. If Ks_(ext)_NAF has first priority, UE shall choose Ks_ext_NAF.
2)
When the UE starts communication via Ua reference point with the NAF, it shall establish a TLS tunnel with the NAF. The NAF is authenticated to the UE by means of a public key certificate. The UE shall verify that the server certificate corresponds to the FQDN of the NAF it established the tunnel with. No client authentication is performed as part of TLS (no client certificate necessary).

3)
The UE sends an HTTP request to the NAF inside the TLS tunnel (HTTPS, i.e. HTTP over TLS). The UE shall indicate to the NAF that GBA-based authentication is supported by adding a constant string "3gpp-gba" to the "User-Agent" HTTP header as a product token as specified in IETF RFC 2616 [12]. The UE shall send the hostname of the NAF in "Host" HTTP header.
NOTE 1:
The ability to send the hostname of the NAF is particularly necessary if a NAF can be addressed using different hostnames, and the NAF cannot otherwise discover what is the hostname that the UE used to contact the NAF. The hostname is needed by the BSF during key derivation.
4)
In response to the HTTP request received from UE over the Ua reference point, the NAF shall invoke HTTP digest as specified in RFC 2617 [10] with the UE in order to perform client authentication using the shared key as specified in clauses 4.5.3 and 5.3.3 of TS 33.220 [3]. The realm attribute of the WWW-Authenticate header field shall contain the constant string "3GPP-bootstrapping" and the FQDN of the NAF, to indicate the GBA as the required authentication method.

5)
On receipt of the response from the NAF, the UE shall verify that the FQDN in the realm attribute corresponds to the FQDN of the NAF it established the TLS connection with. On failure the UE shall terminate the TLS connection with the NAF.

6)
In the following request to NAF the UE sends a response with an Authorization header field where Digest is inserted using the B-TID as username and the NAF-specific key (Ks_(ext)_NAF or Ks_int_NAF)) as password.

7)
On receipt of this request , NAF shall first know which key to be used to communicate with UE .NAF shall be able to know UE capability (whether it is GBA_U aware) according to the type of keys received from BSF, and decide the key type based on UE capability and key choice information of the application according to the same policy as UE in step 1.Then the NAF shall verify the value of the password attribute by means of the NAF-specific key (Ks_(ext)_NAF or Ks_int_NAF) ) retrieved from BSF over Zn using the B-TID received as user name attribute in the query.

8)
After the completion of step 6), UE and NAF are mutually authenticated as the TLS tunnel endpoints.

NOTE 2:
RFC 2617 [10] mandates in section 3.3 that all further HTTP requests to the same realm must contain the Authorization request header field, otherwise the server has to send a new "401 Unauthorized" with a new WWW-Authenticate header. In principle it is not necessary to send an Authorization header in each new HTTP request for security reasons as long as the TLS tunnel exists, but this would not conform to RFC 2617 [10].

In addition, there may be problems with the lifetime of a TLS session, as the TLS session may time-out at unpredictable (at least for the UE) times, so any request sent by UE can be the first request inside a newly established TLS tunnel requiring the NAF to re-check user credentials.

It shall be possible for the AP/AS to request a re-authentication of an active UE, see clauses 4.5.3 and 5.3.3 of TS 33.220 [11].
===== BEGIN NEXT CHANGE =====

5.4
Shared key-based mutual authentication between UE and NAF

The authentication mechanism described in this section is optional to implement in UE and NAF.

The HTTP client and server may authenticate each other based on the shared key generated during the bootstrapping procedure. The shared key shall be used as a master key to generate TLS session keys, and also be used as the proof of secret key possession as part of the authentication function. The exact procedure is specified in Pre-Shared Key Ciphersuites for Transport Layer Security (TLS) [15].

This section explains how a GBA-based shared secret that is established between the UE and the BSF as specified in TS 33.220 [3] is used with Pre-Shared Key (PSK) Ciphersuites for TLS as specified in IETF Internet-Draft [15].
  1.  Before UE starts communication via Ua reference point with NAF,it shall be able to know which type of keys to use. It shall be able to get the key choice information either from operator network ,i.e. network push the information by means of short message or from application server.UE shall get this information when it first discovers an application or accesses the application server and stores it. Then every time UE accesses the application, it shall be able to decide which type of keys to be used based on the UE capability and the key choice information according to the following policy:
(1)  In the case that UE is GBA_U unware:

 --- If Ks_NAF is not required in the key choice information,i.e. only Ks_int_NAF (or Ks_ext_NAF) is required,or either Ks_int_NAF or Ks_ext_NAF is required , then UE can not access the application.
-- -If Ks_NAF is required in the key choice information,,i.e. only Ks_ NAF is required,or either Ks_int_NAF(or Ks_ext_NAF) or Ks_NAF is required, then UE shall choose Ks_NAF no matter whether Ks_NAF has first priority.

      (2)  In the case that UE is GBA_U aware:
 ---If key choice information indicates that only Ks_NAF is required or Ks_NAF has first priority , UE should choose Ks_ext_NAF in place of Ks_NAF.

 ---If only Ks_int_NAF(or Ks_ext_NAF) is required in the key choice information, then UE shall choose Ks_int_NAF(or Ks_ext_NAF).

 ---If key choice information indicates that either Ks_int_NAF or Ks_(ext)_NAF(Ks_ext_NAF or Ks_NAF) is required. Then if Ks_int_NAF has first priority, UE shall choose Ks_ int_NAF. If Ks_(ext)_NAF has first priority, UE shall choose Ks_ext_NAF.
2.
When an UE contacts a NAF, it may indicate to the NAF that it supports PSK-based TLS by adding one or more PSK-based ciphersuites to the ClientHello message. The UE shall include ciphersuites other than PSK-based ciphersuites in the ClientHello message. The UE shall send the hostname of the NAF using the server_name extension to the ClientHello message as specified in IETF RFC 3546 [8].

NOTE 1:
The ability to send the hostname of the NAF is particularly necessary if a NAF can be addressed using different hostnames, and the NAF cannot otherwise discover what is the hostname that the UE used to contact the NAF. The hostname is needed by the BSF during key derivation.
NOTE 2:
When the UE adds one or more PSK-based ciphersuites to the ClientHello message, this can be seen as an indication that the UE supports PSK-based TLS. If the UE supports PSK-based ciphersuites but not GBA-based authentication, the TLS handshake will fail if the NAF selected the PSK-based ciphersuite and suggested to use GBA (as described in step 2). In this case, the UE should attempt to establish the TLS tunnel with the NAF without including PSK-based ciphersuites to the CientHello message, according to the procedure specified in clause 5.3. This note does not limit the use of PSK TLS to HTTP-based services.

3.
If the NAF is willing to establish a TLS tunnel using a PSK-based ciphersuite, it shall select one of the PSK-based ciphersuites offered by the UE, and send the selected ciphersuite to the UE in the ServerHello message. The NAF shall send the ServerKeyExchange message with a list of PSK-identity hints. A constant string "3GPP-bootstrapping" shall indicate the GBA as the required authentication method. Also other PSK-identity hints may be supported, however, they are out of the scope of this specification. The NAF finishes the reply to the UE by sending a ServerHelloDone message.

NOTE 3:
If the NAF does not wish to establish a TLS tunnel using a PSK-based ciphersuite, it shall select a non-PSK-based ciphersuite and continue TLS tunnel establishment based on the procedure described either in clause 5.3 or clause 5.5.

4.
The UE shall use a GBA-based shared secret for PSK TLS, if the NAF has sent a ServerHello message containing a PSK-based ciphersuite, and a ServerKeyExchange message containing a constant string "3GPP-bootstrapping" as the PSK identity hint. If the UE does not have a valid GBA-based shared secret it shall obtain one by running the bootstrapping procedure with the BSF over the Ub reference point as specified in TS 33.220 [3].


The UE derives the TLS premaster secret from the NAF specific key Ks_(ext)_NAF or Ks_int_NAF according to the decision made by UE in step 1 as specified in IETF Internet Draft [15].


The UE shall send a ClientKeyExchange message. The PSK identity in the ClientKeyExchange message shall include a prefix indicating the PSK-identity name space that was selected, and the B-TID. The prefix must match one of the PSK-identity hints that NAF offered in ServerKeyExchange message. The precise format of the PSK identity is specified in TS 24.109 [18]. The UE concludes the TLS handshake by sending the ChangeCipherSuite and Finished messages to the NAF.

5.
When the NAF receives the "3GPP-bootstrapping" prefix and the B-TID in the ClientKeyExchange messages it fetches the NAF specific shared secret (Ks_(ext)_NAF ,Ks_int_NAF) from the BSF using the B-TID. NAF may know capability of the UE (whether it is GBA_U aware) according to the type of keys received from BSF,and decide the key type based on UE capability and key choice information of the application according to the same policy as UE in step 1.  Then the

The NAF derives the TLS premaster secret from the NAF specific key (Ks_(ext)_NAF) as specified in IETF Internet Draft [15].


The NAF concludes the TLS handshake by sending the ChangeCipherSuite and Finished messages to the UE.

The UE and the NAF have established a TLS tunnel using GBA-based shared secret, and then may start to use the application level communication through this tunnel.

5.4.1
TLS Profile

If the PSK TLS based authentication mechanism is supported, the UE or the NAF shall support the TLS version as specified in RFC 2246 [6], WAP 219 TLS [14], PSK TLS [15], or higher. Earlier versions are not allowed.

The UE and the NAF shall support the server_name TLS extension. All other TLS extensions as specified in RFC 3546 [8] are optional for implementation.

NOTE:
If the NAF is doing virtual name based hosting (e.g. in the case of authentication proxy, see Annex A), the NAF needs to be able to discover the correct server name to indicate the correct NAF_ID to the BSF. Otherwise the BSF is not able derive the correct NAF-specific keys(Ks_(ext)_NAF or.Ks_int_NAF).
===== BEGIN NEXT CHANGE =====

6.5.1.1
Authorised Participant of GBA

The AP checks that the UE is an authorised participant of GBA. Access is granted on success of the basic GBA mechanism, i.e. the UE sends a valid B-TID and performs digest authentication with the NAF-specific keys received from BSF.

The AP is configured not to request an application specific user security setting from BSF for the AS named in the request. Depending on configuration of BSF the AP may receives the private user identity (IMPI) from BSF.

This case shall be supported by AP.

NOTE:
This case may apply when all subscribers of an operator, but no other users, are allowed access to operator defined services. The BSF may not send the IMPI out of privacy considerations or because the AP does not need it. If the BSF does not send the IMPI to the AP, the user remains anonymous towards the AP; or more precisely, the B-TID functions as a temporary user pseudonym.

===== THE END OF CHANGE =====












































































�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.  


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


�PAGE \# "'Page: '#'�'"  �� Enter the source of the CR. This is either (a) one or several companies or, (b) if a (sub)working group has already reviewed and agreed the CR, then list the group as the source.


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .�The list is also included in a MS Excel file included in the zip file containing the CR cover sheet template.


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/archive/21_series/21.900/" ��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR was to be rejected. It is necessary to complete this section only if the CR is of category "F" (i.e. correction).


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





CR page 1

