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1
Opening of the meeting

The SA WG3 Chairman, Mr. V. Niemi opened the meeting which was hosted by NAF in Montreal, Canada.
2
Agreement of the agenda and meeting objectives

TD S3‑050321 Draft Agenda for SA WG3 meeting #38. This was introduced by  the SA WG3 Chairman and was reviewed. The objectives for the meeting were also introduced as follows:
Meeting objectives:

· One major objective is to solve the identified open issues related to https security and to progress the work for early implementation in release 7. 

· Another major objective is to progress the work in Release 7 IMS extensions in order to deliver results to ETSI TISPAN in time.

Preliminary schedule of the meeting:

· Because we have again agreed an early deadline for UICC-related issues in 7.9.4, it seems natural to start (again) with 7.9 in technical work areas. After that it may be a good idea to discuss 7.1 (IMS) bearing in mind that it is an area where many decisions need to be done . 

· Then, the planned milestones for each day of the meeting are as follows:

· Tuesday: completion of items 1-5 and the joint session with SA2 and RAN3 (6.1). A good start also on technical items in 7.9 (GAA).

· Wednesday: Completion of 7.9 and also items 7.1-7.8. Joint session with AHAG (6.2).

· Thursday: items 7.10-7.26.

· Friday: handling of output documents and agenda items 8-11.

· These milestones are based on the experience from previous meetings. The schedules have to be adjusted to the number of contributions submitted to each agenda item.  

· Additional break-out sessions are probably arranged in some evenings.

The draft agenda was then approved.

2.1
3GPP IPR Declaration

The SA WG3 Chairman reminded delegates of their companies' obligations under their SDO's IPR policies:

IPR Declaration:
The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/ipr/).

3
Assignment of input documents

The documents available at the beginning of the meeting were allocated to their appropriate agenda items, which is reflected in the document list.

4
Meeting reports

4.1
Approval of the report of SA3#38
TD S3‑050322 Draft Report of SA WG3 meeting #38. The draft report was reviewed. In 6.9.1 it was commented that the reference to 3G SIM should have been 2G. This was corrected and the document was revised to TD S3-050434. It was approved.
Action points from meeting #36:

AP 37/01:
Chairman to ask the Specifications Manager for the best way to handle the UE2 / UIA2 work in the specifications set (numbering etc.)
It was not certain what was intended with this action. It was assumed that a similar set of TSs for the Kasumi based solution. There is a problem with the names F8 and F9, but these are generic names for the algorithm and UEA1 and UIA1 are the specific names for the Kasumi algorithms. Hence the names of the existing TSs will need to be changed. A proposal for a solution to the naming issue will be provided by Telia Sonera. This action remains open for the time being.

Discussions with the Specifications manager indicate the titles need to be consistent across the releases and so the names will not be changed for the time being. Action Closed.
AP 37/04:
M. Pope to discuss the best way to handle the removal of MAPsec Rel-4 NE-based solution from the 3GPP specs and report back to SA WG3.
Ongoing; action transferred to Michael

Dealt with in TD S3-050396. Action Closed.
AP 38/01:
Per Christoffersson to ask SAGE for a budget estimate for the evaluation of the algorithms, and an outline proposal on how it would be done.

Completed, the request has been forwarded see 5.3. Action Closed.

AP 38/02:
Once this is done, then funding, if required, chairman to organise some arrangements so that evaluation can be organised.

Completed; request has been forwarded to PCG. See 5.3. Action Closed.
AP 38/03:
S. Holtmanns to draft an liaison statement to SA1 indicating why 2-GBA may be advantageous to SA1 and ask SA1 if this is required.

Done see TD S3-050363. Action Closed. 
AP 38/04
Mauro to build on TD S3-050210 to remove the inconsistencies in 33.222 over an email discussion.

Done see TD S3-050336, TD S3-050337 and TD S3-050338. Action Closed.
AP 38/05
Ericsson to provide some company contribution input to the the delegates from their company as briefing for the informal workshop on Mobile Broadcast Service Standardization. This should be sent out on the email list by 8th May for comments. Deadline for comments to be 15th May.

Done. Action Closed.
AP 38/06:
Chairman and Secretary to agree arrangements with TISPAN for co-locating a meeting with TISPAN on the 12-16th September in Slovenia and organise hosting. 

Done; see TD S3-050433. Action Closed. 
4.2
Report from SA#27
TD S3‑050323 Report from SA#28 plenary. This was introduced by the SA WG3 Chairman and had been sent to the SA WG3 e-mail list after TSG SA meeting #28. The report was reviewed and noted.

Mr Stephen Hayes gave a presentation regarding the working procedures that will apply to SA in the future. 

The first point made was the status of study items. In this sense, no normative changes are allowed to be made to any TSs. It was asked if there could be a work item that has an element of study and could contain some normative changes. The answer was no; if there is any element of the work item that would cause changes, then the WI needs to be an implementation work item. To go from a study to implementation, a new WI is required.

The second point is that of SA-wide work items. 

It was questioned if this has an impact on the supporting companies since in SA3 the companies putting their name to a WI are bound to make contributions. This was deemed to be true and is a trade-off for greater co-ordination; it was further answered that this has not been a problem in CT or RAN where this process has been implemented for some time. Generally, if a company supports a WI, then this is found to be support across the groups.

It was asked if when a WI is defined, say in SA3, then presumably some knowledge or co-ordination is required to ensure that the other groups are aware of the work that is expected. It was answered that when a work item is defined, there should be some informal co-ordination between the WGs and should not result in a flood of liaison statements between the groups. Moreover, if a group identifies some work that may need to be done then this should be communicated to the group that owns the WI and this should be taken into account. If there are any issues that arise from this, then it can be elevated to the SA plenary.
4.3
Report from SA3-LI#17
The report of the SA3-LI meeting was provided in TD S3-050344
It was chaired by Ms. Brye Bonner of Motorola. Cheryl Blum, meeting host, welcomed the delegates to Mississuaga on behalf of the North American Friends of 3GPP.

The email comment period will finish on the 8th July and a further two weeks will be given for approval.
Mr Berthold Wilhelm gave a few highlights from the meeting:
-
the new liaison officer to TISPAN WG7 is Ralf Schmalbach from Reg TP

-
there is LS to this group (S3-050352)

-
as new business the group started a discussion of "conference reporting" (clause 12)

-
the meeting dates for 2006 are in clause 16

4.4
Report from 3GPP/TISPAN workshop
5
Reports and Liaisons from other groups

5.1
3GPP working groups

TD S3-050423 contained a liaison statement from SA1 on requirements for voice call continuity. Based on an action assigned to SA1 at SA#28, SA1 has investigated requirements for voice call continuity between CS and IMS based on the WID approved in SP-050177. As a result of this investigation SA1 have agreed a CR (S1-050581) to TS 22.101 to introduce requirements for voice call continuity. The CR agreed in SA1 is attached to this LS for the information of SA2 and SA3.
SA1 is asking SA3 to review these initial high level requirements and determine if there are any impacts to security and authentication requirements.
It was commented that requirement for security is fine, but there is not much SA3 can say regarding the fulfilment of security until the architecture in SA2 has been defined. Another point was it is intended just for the case where a USIM is inserted in the UE. Another point was whether the requirement for use of existing security is for early IMS or later IMS security.
To speed up the process, it was suggested that SA2, which is meeting at the same location, be asked to answer this LS early in its meeting and copy this to SA3. In this way, a more meaningful response could be sent to SA1. 

A reply liaison statement was provided in TD S3-050435. There was as question regarding the question ” Does VCC include handover of GSM subscribers with SIM cards to IMS?” and where it came from. It was answered that this came up in the course of discussions on the liaison statement. It was agreed to send this liaison statement. 
5.2
IETF

It was reported that the PSK TLS internet draft has been approved as a proposed standard in the IESG elvaluation group.  
5.3
ETSI SAGE

Per Christoffersson, TeliaSonera, reported on behalf of SAGE, that design and specification of UEA2&UIA2 are close to completion. 

The UEA2 is based on the stream cipher SNOW 2.0 but with an extra loop containing a new S-box added. This remains to be specified. The name for the new SNOW algorithm is proposed to be SNOW 3G.  

The UIA2 integrity algorithm will be based on the well known GMAC principle (polynomial evaluation, Universal Hash) but with an extra twist for increasing the security level. The “hash” will be evaluated at a secret value produced from SNOW and the final result will be protected by a SNOW “mask”.

Regarding external evaluation SAGE had six possible candidate teams, all competent to do the job. We felt on balance that it would be better to use academic teams for the external evaluation (more obviously impartial). Two of these will now be asked.

Allowing some time for contracts to be established, and for summer holiday delays, we predict that the one month external evaluations can start at the beginning of September. All assuming that funding will be approved from ETSI PCG in good time before that.

It is envisaged that the draft specifications can also be submitted to SA3 mailing list for evaluation by interested parties among SA3 members.

5.4
GSMA

An update was given by Charles Brookson on the work of the GSMA SG:

-
A5/1 was now on worldwide distribution from the GSMA. A5/2 is now withdrawn from distribution, and briefing papers had been written. 

-
New algorithm distribution procedures have been agreed to ease the circulation of the algorithms. Some discussions were made on whether

-
A5/2 should be withdrawn from earlier releases, but it was agreed that Release 6 was the most feasible.

-
The SA3 LS on man in the middle attacks had been included into GSMA SG07. We are working on security issues on Java, Malware and the items previously described at the last SA3 in our work plan.
The next 2005 meetings will be on 20-21 September, and 8-9 November.

5.5
3GPP2

The report of 3GPP2 security work was provided by Jacques SEIF.
Since SA3#38, 3GPP2 security group met twice. "IP-based Location Services Security framework" specification was approved for publication process. A significant progress was made in the development of the GBA framework specification (GBA_U was introduced in the baseline text). The work on IMS Domains security has also progressed significantly. The security review of ME-personalization specification (R-UIM lock) has been completed. The work on Presence security is progressing. 

5.6
OMA

James Semple (Qualcomm) gave a report about OMA SEC activities at the last OMA Security meeting in San Diego two weeks ago. 

Work has begun on the Security Common Function enabler, generalizing the work done to provide a security architecture for OMA SUPL using GBA and PSK-TLS. Another area which may be of interest to SA3 is the work on broadcast security issues and service protection: there seems to be support for allowing MBMS and BCMCS-based service protection mechanisms as well as purely terminal-based DRM mechanisms. The service protection work is being done primarily by OMA BCAST and OMA DLDRM groups. 

George Babut (Rogers Wireless) raised a concern to the effect that there is a process issue in relation to OMA; currently some of the groups are not going back to the security group for advice on their work regarding some enablers.

5.7
TR-45 AHAG

There has been some correspondence between the chairmen of SA3 and AHAG with the result that there was be a presentation during the Montreal meeting. The AHAG presentation was provided in TD S3-050438. 

Of note was:

-
In the USA, carriers are required to provide “911” emergency service whether or not a phone is provisioned, and whether or not it fails authentication for any reason

-
It is desirable to authenticate so that privacy can be invoked whenever possible

-
Not a problem for legacy authentication, since the phone never rejects the network

-
A potential problem for AKA if the phone rejects unauthenticated base stations

-
Other issues:

-
A misprovisioned phone must be able to call customer service

-
Solutions proposed:

-
Provision certain numbers in the phones as emergency or other exceptions Networks may have different sets of emergency or service numbers

-
Don’t allow phones to reject base stations

Regarding the Issues:

-
A new AHAG-SA3 liaison is required.
-
Are the jointly-controlled clause numbers still correct?

-
Are the document revisions referenced in TIA-946 still applicable?

-
Last year we noted that 33.103 was no longer being maintained

-
However, we have not updated the references

-
The informative text from 33.102 on maintenance of sequence numbers has not been added; an updated reference might be the best way to do it (would require a re-ballot of PN-3-0095-AD1)

-
Is there any additional material that might be considered for joint control?
TD S3-050437 contained a presentation of the status of AKA usage in 3GPP. It was noted.
5.8
TCG

A report on the TCG was provided by Ms Lily Chen.

TCG had its second F2F member meeting last week in Amsterdam. Mobile Phone WG had three sessions. Use case Phase 1 is still waiting for board approval. The main reason for the delay is that the use case did not reflect enough end user perspectives and benefits. At the last meeting, it has drafted a section for each user case to address end user benefits with TCG technologies. Deadline is still the end of June. The user benefits are also added to each of the Phase II use case. The deadline for Phase II use case is the end of June. The MPWG is still working on details on the Requirement document. It is planned to be finished before the end of 2005. The requirement document is not planed to be published. It will be a TCG internal document. It is still unclear how to communicate it to other standard members. The specification document was outlined by the editor at last week meeting. It is planed to be ready for publication in December 2006. 
There is still no decision from the Board regarding Liaison with other standard bodies. The delegates were asked to consider above verbal report as for information only.  
5.9
Other groups

TD S3-050421 contained a response from ITU-T SG19 to LS on General Security Policy for Secure Mobile End-to-End Data Communication. SG19 would like to thank ITU-T SG 17 for their LS on General Security Policy for Secure Mobile End-to-End Data Communication. SG 19 has briefly reviewed and discussed draft new Rec. X.msec-3 together with the response from 3GPP SA3 to the same LS  in S3-050285 and is looking forward to further collaborating with you on these matters.
It was commented that there appears to be a misunderstanding since SG 19 see the evolution of NGN reflecting an access agnostic core network infrastructure based on the 3GPP IMS, which implies that this is not the view of SA3. However, this is the view of SA3. Another point, was that this part of the liaison statement is probably not directed to SA3.
The document was noted.
6
Joint sessions

7
Work areas

7.1
IP multimedia subsystem (IMS)

7.1.1
TS 33.203 issues

Clarifications:

TD S3-050403 contained a CR to 33.203 on Network hiding (Rel-5). As defined in Stage 3, the I-CSCF(THIG) shall apply topology hiding to all headers which reveal topology information, such as Via, Route, Record-Route, Service-Route. The Stage 2 definition of Topology hiding defines that it applies to S-CSCF addresses, S-CSCF capabilities and network capabilities. This is inconsistent with the stage 3 implementation. It was revised to TD S3-050456 and it was agreed to be sent to SA for approval as CR 081.
A mirror CR for Rel-6 was provided in TD S3-050404. It was revised to TD S3-050457 and it was agreed to be sent to SA for approval as CR 082. 
TD S3-050411 contained a discussion document on clarification of the registration status update at authentication failure. Registration status update procedure at authentication failure in TS 33.203 is discussed in the document. There were two CRs attached to this document, one for R5 and one for R6. There were some comments regarding the deletion of “unregistered” and it was decided to keep this and add “Not registered”.

These CRs were provided in TD S3-050458 and TD S3-050459. They were agreed to be sent to SA for approval as CRs 083 and 084.
LS from ETSI TISPAN WG7

TD S3-050433 contained a LS Joint TISPAN WG7 and 3GPP Meeting on 14th September 2005 in Slovenia. TISPAN is confirming that 3GPP SA3 would be able to hold their SA3#40 meeting during the rest of the week at the same venue. However, the proposed conference room for the SA3 meeting will not be available on Friday 16th so SA3 may wish to consider starting their meeting on the Monday instead of the Tuesday of that week. The block bookings at the recommended hotels will be arranged for the expected number of SA3 delegates.
It was commented that some overview of the TISPAN plans for future releases would be handy to know. It was requested that this should be adde to agenda item 1. 
Also, any presentations to be given to TISPAN should be available two weeks before the meeting. A reply was provided in TD S3-050461 and it was agreed to send this liaison statement. 
IMS security extensions

TD S3-050343 was the same document as TD S3-050334 and so S3-050343 was withdrawn. 

TD S3-050334 contained a discussion document on Access security for Non-ISIM capable SIP UE. TISPAN has stated it can’t necessarily rely on having a physical UICC to implement the security mechanisms for fixed network or other non-UMTS network access to IMS. So soft ISIM maybe a short term solution, it brings few affects on fixed broadband access subscribers and their equipments. 

The document describes simply Ericsson’s solution Use of ISIM and line and personal identifiers in NGN [04bTD190] about soft ISIM, and presents new solution based on it. In the new solution, it is suggested that the user equipment establishes independent security tunnel with P-CSCF，instead of sharing the tunnel between B2BUA and P-CSCF with others. 

TD S3-050361 Development of ISIM usage for broadband environment contains a similar document but with an analysis of the TISPAN approach to legacy terminals, which is different from 3GPP. This is, for example visible in their statement in S3-050232 “TISPAN NGN Release 1 priority is for securing IMS for a fixed network, and is independent of any discussion of what mobile operators may or may not mandate for interconnection to their IMS services; i.e. the fixed operator has a commercial relationship with the customer, and deploys terminal, network, IMS service and HSS. In this case, we cannot necessarily rely on having a smart card ISIM to implement the security mechanisms.” There is a risk that diverging solution could endanger the whole 3GPP IMS security concept and might require different backend systems. 3GPP SA3 should include Soft-ISIM in their studies for a solution with special considerations to operators deploying both fixed and mobile access to their IMS system and easy way to migrate to smart card ISIM.
TD S3-050428 contained comments on studies related to Soft-ISIM (S3-050361 and S3-050334). Essentially, the conclusion is that SA3 should not consider the soft ISIM as part of its scope. 
It was commented that the non-use of a physical IC card is not acceptable. Another comment was that, whilst the soft ISIM is not the most secure solution, it allows the service to be tested for commercial viability with a migration path to a physical UICC. 
A further comment was that it is not sure how the TISPAN terminal will be personalised and that this could easily be done using a UICC. Therefore, some investigation should be done on the practicalities of the soft ISIM since this could lead to the adoption of a physical UICC.
The delegate of 3 expressed concern that this work is outside the scope of 3GPP and supports the text of TD S3-050428. 
It was pointed out that TISPAN does have a security group and the work and studies should be done there. This was countered in that this causes a risk of diverging standards. In addition, 3GPP has taken the responsibilty at the workshop to contol the security of IMS. So, for the time being, the discussion on where the work should be done should be put aside. 

Interestingly, it was noted by one delegate, the early role of SA3 was to make the security of 3G better than that of 2G and now SA3 is considering a soft ISIM which is known to have some weaknesses. 
Another comment was that the issue of the ISIM is one part of the work item and that there are other issues that need to be sorted out. It was suggested, therefore, that the work continue on the other issues and allow TISPAN to solve the issue of the ISIM. Of course the danger is that, with no guidance, TISPAN are likely to take the lowest common solution. 
Nonetheless, it was decided that the issue of the soft-ISIM will not be addressed by 3GPP specifications and the group will concentrate on the other issues. The progression of a soft ISIM, if needed, will be done for TISPAN specifications.
Feasibility Study on IMS Security Extensions
TD S3-050415 contained a Proposed Structure for Feasibility Study on IMS Security Extensions. This is a skeleton for the TR and was noted as the basis of future work.
TD S3-050402 contained a discussion document on Enabling NAT traversal for signalling messages in the IMS access security framework. A presentation was provided in TD S3-050460 which was noted. The document shows that the IMS security solution for Release 5, specified in TS 33.203 can be enhanced so that NAT traversal becomes possible. It elaborates on a proposal made earlier by BT [S3-04720]. For the NAT traversal of protected SIP messages two approaches are presented, one using tunnel mode and the other using transport mode. Both approaches are based on [RFC3948] "UDP Encapsulation of IPsec ESP Packets". For the NAT traversal of unprotected SIP messages an approach using a SIP-ALG residing on the P-CSCF, which was recently specified in a TISPAN contribution, is assumed. However, the NAT traversal method for unprotected SIP messages is largely independent of that for protected SIP messages and can be left to other groups (provided a consistency check is done at the end). 

It was noted that there are no implementations of IP-SEC and so now would be a good time to change it if required. 
TD S3-050341 also contained a solution for NAT-Traversal in IMS access security. Some consideration is given to the study of the solutions for NAT-Traversal between UE and P-CSCF in IMS access networks and in light of the three proposals at SA3. The document proposes one solution of IMS AKA enhancement for NAT-Traversal in IMS IPSec based access security and two solutions of TLS based access security to IMS. There were a few problems identified with this approach. 
The CR to implement the preferred solution was provided in TD S3-050342. Based on the problems with the chosen solution, this CR was noted. 
TD S3-050407 contained a discussion document Approaches to TLS based IMS security solutions. Based on the two approaches to IMS related TLS server side certificate cross-certification deployment scalability problem in TD S3-050239, further elaborations are provided. The contribution assumes that IMS roaming is a strong requirement also in fixed broadband access. It should be noted, however, that fixed IMS roaming use cases are generally not very well understood, and it is not yet clear for example what would be a realistic estimate on the number of roaming relationships, especially in NGN R1 timeframe. Deployment of TLS certificates is trivial if the UE always contacts P-CSCF in the home network, i.e. there is no IMS level roaming. 

There was as comment on the use of the token in this context. In particular, it may be possible to get a certificate route key on the UE but under the name of someone else. With this, there is an assumption that there is a certification authority (PKI) that is trusted by all operators and this goes against the grain. It was asked what the position of this document is; i.e. is it to address a specific TISPAN problem or is it a more general solution. If it is for a particular TISPAN problem, then some identification of the problem is required. 

Another comment was that AKA version 2 appears to be used as there is a possibility to faking a certificate or breaking the TLS tunnel. 
TD S3-050414 contained the CR related to the document in S3-050407. It was decided that the work is too early to warrant a CR at this time and so it was noted. 
TD S3-050372 contained a discussion document on IMS access security solution for NAT/FW traversal. This contribution discusses several alternatives for IMS access security solutions and highlights the pros and cons for each alternative when NAT/FW traversal is needed. The current IMS access security solution as specified in TS 33.203 is out of the scope of the alternatives, as it doesn’t work with NAT/FW devices. The early IMS Security solution specified in TR 33.978 doesn’t provide SIP signalling protection on IMS level, thus this solution cannot be used in broadband access network as such. The document proposes that SA3 agrees to take these two proposals as a basis for further work. However, more detailed studies are needed before making the final decision on the IMS access security solution to traverse NAT/FW
TD S3-050427 contained some comments on S3-050372 IMS access security solution for NAT/FW traversal. In particular, the enhancement of IMS security TS 33.203 Release 5 with UDP encapsulation, as described in S3-050402, should be also considered further, because the pros and cons in section 2 above were not entirely balanced.

It was noted in RFC 3261 all SIP implementations must support UDP and TCP and it was questioned if TISPAN were going to follow this. There was no clear answer to this and it could be addressed at the joint meeting. In the meantime, TD S3-050427 was noted. 
TD S3-050333 also contained a discussion document on NAT device traversal and interoperability issues for IMS Rel-7. Several alternative approaches have been presented to overcome problems related to NAT in IMS Rel-7. Before SA3 decides to fundamentally change Rel-5 IMS security, it should be clear which exact problems these approaches can overcome, and where they are still lacking. Changes to Rel-5 IMS should be minimal to avoid interoperability problems between Rel-5 and Rel-7 IMS.

Essentially, SA3 is not yet ready to drop any of the three proposed solutions. Therefore, it was suggested that all three go forward to the feasibility study. 
The resulting TR from TD S3-050415 was provided in TD S3-050462 which combines TD S3-050333, TD S3-050372 (TD S3-050427), TD S3-050407, and TD S3-050402 and another input from an earlier meeting. TD S3-050462 was noted as the baseline for this TR as 33.802. A new document will be provided after the meeting and comments will be accepted up until 6th July. This will result in TD S3-050482.
TD S3-050406 contained an updated Analysis of GBA based IMS signalling protection proposals. In SA3#38 an analysis of GBA based IMS signalling protection proposals was presented in [S3-050243] and it was commented in [S3-050244]. The present contribution provides an updated analysis taking into account the input from  [S3-050243] and [S3-050244]. It is being proposed that the analysis in clause 2 of the document is included in [IMS-TR] in S3-050462. 

It was noted that the analysis is not a priority for the TISPAN work and, whilst it could still be put into the TR, it may not be of interest to TISPAN in the short term. This was countered with the comment that this uses GBA for authentication is not out of the scope of TISPAN.
It was decided that it is a little early to be put into the feasibility TR in S3-050462, but this document is relavant to the future work of TISPAN and can be referred-to in the joint meeting.
7.1.2
Security for early IMS

TD S3-050409 contained a CR to 33.978 on Checking for USIM or ISIM before starting a fully compliant IMS registration. A UE that implements the full IMS security solution from TS 33.203 shall not attempt to register using the full IMS security solution if a USIM or ISIM is not activated. For clarity, this behaviour should be described in the early IMS interworking cases section. 

It was asked if the change was required since there are interworking cases that cover this. Besides, it is not much of an overhead to try the full IMS security in the first instance. 
It was revised to TD S3-050463 and it was agreed to be sent to SA for approval as CR 002.
TD S3-050391 contained a CR to 33.978 on Correct THIG function description. The THIG function is normally used to protect Home Network information. It will not change any information sent by the visited network to the home network. Now the early IMS authentication method requires that the VIA information from the P-CSCF is not changed, so it does not prevent the THIG function from being used. Therefore the text in TR33.978 which indicates that the THIG function cannot be used is incorrect. There was some agreement to the change, but not the reason for change. It was revised to TD S3-050464 and then to TD S3-050483 and it was agreed to be sent to SA for approval as CR 003.
TD S3-050394 contained a discussion document on Interworking between UE and S-CSCF. For the interworking case, it is assumed that all CSCF entities support same authentication method. For the IMS network can be enlarged and upgrade procedure can be in different step, it is not always right to get that assumption. It need give some guidance on how to process interworking between UE and S-CSCF when authentication method supported by CSCF entites are different. The CR to 33.978 to implement this was provided in TD S3-050392. 

There were some issues with this CR. It was noted since there is already a mechanism that supports this functionality.  
TD S3-050395 contained a discussion document on the reassignment of S-CSCF. In the Full IMS authentication method compliance IMS network, it uses the "integrity-protected" parameter to indicate whether the register message is initial register message or not. In the  early IMS authentication method compliance IMS network, the register message will not include that field. That may block related function, such as S-CSCF reassignment. It need give one method to solve that problem. The CR to 33.978 to implement this change was provided in TD S3-050393.
It was commented that there may be some other ways to solve this problem. However, there is an issue here that needs resolution. There is some hope for network based solutions and, to this end, contributions are invited. Both documents were noted. 
TD S3-050374 contained a discussion doc on Early IMS and Ut protection. Http based traffic (Ut interface) is indispensable to IMS based service. In the present early IMS TR, a note state “it is also possible that solutions similar to early IMS security solution are re-used to protect HTTP traffic”, but there is not describing to define how to use early IMS based solution to protect HTTP traffic, thus the early IMS based service will be difficult to implement.
It was commented that bringing GAA to the early IMS could well cause a great deal of work too fast. This would also have impacts on the GAA specification, and this is really the wrong way around since by its nature, GAA should be generic. It was answered that GAA is one proposal. Another question is should this be done for Rel-6 or Rel-7 and was this the intention of the early IMS? The documents TD S3-050374, TD S3-050375, TD S3-050376 and TD S3-050377 were noted. 
7.2
Network domain security: MAP layer (NDS/MAP)

TD S3-050419 contained a liaison statement from CT4 on next Steps for MAPsec. CT4 are informing SA3 that they need some time to more precisely analyse the mentioned security gateway concept of MAPSec to be able to provide feedback and required comments. It is also the understanding of CT4 that the requirements from stage 2 might not be detailed enough yet to fully analyse the impacts, one example being the principles of SCCP and MAP addressing. In the meantime, CT4 is asking SA3 to continue refining the stage 2 requirements for the mentioned MAPsec Gateway concept meanwhile CT4 is doing the analysis of the stage 3 impacts. The document was noted. 
TD S3-050425 contained a liaison statement from IREG concerning MAPsec. IREG would like to encourage 3GPP to complete the work on MAPsec and reconfirms the essential nature of “Gateway” architecture in MAPsec. IREG also considers that SIGTRAN does not  provide an effective replacement or alternative to MAPsec. IREG would  be pleased to provide any additional information related to proposals on usage of MAPsec, and looks forward to receiving  any comments from 3GPP-SA3. It was noted. 
TD S3-050367 contained a report on MAPSEC DOI Progress. This contribution reports on the current status of the MAPSEC DOI, the changes that have been incorporated to the draft to reviews by the IESG, and requests the SA3 to decide whether to submit the attached document as the final RFC contents or not.

It is maybe a little early to request comments. Nonetheless, comments were requested from delegates and the authors of the document to postpone the submission of the document until the comments are received. 
TD S3-050396 contains a discussion document on Draft TCAP user security specification based on TS 33.200, which contains two attachments. 

-
Att1 contains a change barred modified TS 33.200 to introduce TCAP user security solution based on the principles that were agreed in SA3#37/38.  This version contains some Editor’s Notes to indicate outstanding work, and comments where the reasoning behind particular changes is explained.

-
Att2 provides a specification version with all changes accepted and with removed comments.

It is proposed that the Att2 is accepted as the basis for starting the work on the TCAP user security. It is assumed that a new specification will need be created within Rel-7. Also it has to be decided how to (Cf. AP37/04) withdraw TS 33.200. A possible solution is not to upgrade TS 33.200 Rel-6 to Rel-7 and to move the contents of the TCAP handshake solution to the new TCAP user security specification. Along with that, TS 29.002 will need to remove MAPsec, create a new specification for TCAP user security, and introduce new references to the TCAP user security specification for the TCAP handshake solution. It is noted that CT4 will need to write a separate TS on this issue and CRs to 29.002. 

The procedure in TD S3-050396 was endorsed with the plan to propose CT4 remove MAPsec for Rel-7 onwards after the stage two is ready for them to create the stage 3 for their TS which is in the TCAP solution. 
Some comments were made and a revision of the proposed TS was provided in TD S3-050465 which was accepted as the basis for future work.
AP 39.01
MCC to find a TS number for the TS on TCAP user security specification based on TS 33.200 in S3-050465.
TD S3-050397 contained a WI on Network Domain Security; SS7 security Gateway (NDS/TCAPsec). It was noted that a comment could be added indicating that 33.200 would not be continued in the future. It was revised to TD S3-050466 and it was agreed to be sent to SA for approval. 
7.3
Network domain security: IP layer (NDS/IP)

There were no specific contributions under this agenda item.

7.4
Network domain security: Authentication Framework (NDS/AF)

There were no specific contributions under this agenda item.
7.5
UTRAN network access security

TD S3-050422 contained a liaison statement on Security key set change on PS handover. There are two questions to SA3 namely, 
-
is the UE is required to distinguish between the two domains when the inter RAT handover occurs; and,

-
to clarify if similar requirements have been taken into account in the UTRAN to GERAN PS handover work, and if not whether the requirements are the same as for GERAN to UTRAN PS handover.

This would appear to be a little too deep to answer straight away and it would be better to take some time over this issue. It was decided to have some discussion off line. The number TD S3-050467 was allocated for a response to this liaison statement. 
AP 39.02
Stefan Schroeder to co-ordinate an offline discussion regarding S3-050422 and determine an answer to be provided in S3-050467 over email if necessary.

Comments will be accepted until 15th August. A final version will be published on the 22nd August. 
7.6
GERAN network access security

TD S3-050335 contained the Access Security Review version 0.1.0 (RE: [GERAN] Access Security Review TR v 0.1.0). This was endorsed as the basis for future work. The MCC will request a TR number in 33.8xx series.

TD S3-050373 contained pseudo CR on Risk assessment of identified attacks for the TS. There were some minor comments and it was approved. It will find its way into the next version of the TR. 

TD S3-050398 contained an input for the TR on Addition of Generic Access to A/Gb to the Overview of possible enhancement in Clause 10 and 11 of the TR. The Access Security Review Technical Report states in its scope that it “comprises an analysis of the potential vulnerabilities and vulnerabilities coming from the use of GSM security context and threats coming from the re-use (transfer) of a security context between GSM and UMTS (and other access networks) in the absence of particular security features such as strong encryption algorithms, network authentication, key separation, etc. Interaction between GERAN/UTRAN/other access during hand-over is also to be considered.” This is essentially based on  Unlicensed Mobile Access (UMA) work. There were some minor comments and some editor’s notes to be added, but with this it was approved. It will find its way into the next version of the TR.
The updated TR was allocated the document number TD S3-050468. This was noted when eventually it appears. 
7.7
Immediate service termination (IST)

There were no specific contributions under this agenda item.

7.8
Fraud information gathering system (FIGS)

There were no specific contributions under this agenda item.

7.9
GAA and support for subscriber certificates

7.9.1
TS 33.919 GAA
TD S3-050366 contained a WI on Generic Authentication Architecture usage extensions and optimisations for Rel-7. During the final phase of the work on the details of the Generic Authentication Architecture for Release 6 it became clear that many useful and desired features would not be able to be included in that release. Also, other standardization organizations start to discuss, take up, and integrate GAA into their work and applications (e.g. OMA, TISPAN, 3GPP2). They have specific needs and requirements on GAA. These specific requirements extend the Release 6 GAA architecture and would add additional features to it. These additional features would optimise and ease the usage of GAA for various kinds of services and extend the possible usage scenarios for GAA. 

Comments on this were provided in TD S3-050431. A generic SA3 WID should at least highlight its security objectives. Moreover, it should be noted that any new enhancement to the existing standard should preserve backward compatibility. Therefore, it was proposed to add a clarification sentence related to the security and the backward compatibility in the “objective” section of the WID proposal, which is provided in S3-050366. 

There was a comment from 3 that in section 8, “3GPP security levels shall not be compromised”. The issue was that some consideration should be given to the situation where a 2G SIM is used to access 3G services. Another point was made by the CT6 chairman that the SIM is frozen for Rel-4 and at some time the industry has to let go of it. 
There was a proposal to split off 2G GBA into another WI. However, there is a potential that there is nothing new for this particular WI. 

TD S3-050366 and TD S3-050431 were revised to TD S3-050444 with some off line discussion. Based on the discussion on 2G GBA in 7.9.1, it was decided that the decision on whether to have two WIs for 3G GBA and 2G GBA or not, until the next meeting. Therefore, S3-050444 was withdrawn. 
TD S3-050378 contained a discussion document on GAA-based terminal to UICC key establishment. ETSI SCP, in the scope of its work on Rel-7, approved the Work Item Description on “Secure Channel”. Technical discussions already started at ETSI SCP (group SCP-Req) and during last SCP-Req#4 meeting  a paper was discussed with the title “Requirements for secure channel between the UICC and an end point terminal”. It listed some use cases and the consequent requirements that a secure channel between a smart card and a terminal should have in order to protect data communication between the two. This topic should also be addressed by SA3, since it emerged the need for key provisioning between a UICC and a ME. In this scope, a possible solution could be based on GAA, as proposed in this document. 

It was agreed that there should be some use cases to support this proposal in order to highlight the actual problems and also a further analysis of impacts e.g. on OMA DRM was requested. The document was noted and further contributions are anticipated. 
7.9.2
TS 33.220 GBA

TD S3-050383 CR to 33.220 on Clarification of anonymous access to NAF in GBA (Rel-6). TS 33.222 specifies that the user may remain anonymous towards the AP if the BSF does not send the IMPI or any other user identities (within USS) to the AP. The same issue also applies also without AP in GBA TS 33.220, i.e. the user remains anonymous towards the NAF when the BSF does not send the IMPI or any other user identities within USS to the NAF. It was revised to TD S3-050448 and It was agreed to be sent to SA for approval as CR 053.
TD S3-050384 contained the Rel-7 CR. It was revised to TD S3-050449 and It was agreed to be sent to SA for approval as CR 054.
TD S3-050385 contained a CR to 33.220 on Removing IMPI from USS. The definitions chapter states that IMPI is sent within the USS from BSF to the NAF. However this is incorrect as IMPI is not sent in USS. If IMPI is sent, it is sent independently outside USS. This is stated in step 3 of clauses 4.5.3 and 5.3.3: “The BSF may also send the private user identity (IMPI) and requested USSs to NAF according to the BSF’s policy”. It was revised to TD S3-050450 and It was agreed to be sent to SA for approval as CR 055.
TD S3-050386 contained the Rel-7 CR. It was revised to TD S3-050451 and it was agreed to be sent to SA for approval as CR 056.
TD S3-050387 contained CR to 33.220 on Clarification of lifetime of derived keys (Rel-6). Current specification text is ambiguous in some places regarding the lifetime of the NAF specific Ks_(ext/int)_NAF keys and keys (e.g. MBMS MRK key) that may be derived from Ks_(ext/int)_NAF. This could lead to that these keys could have very long lifetimes which may degrade security of the system. It was revised to TD S3-050452 and It was agreed to be sent to SA for approval as CR 060. 
TD S3-050388 contained the Rel-7 CR. It was revised to TD S3-050453 and It was agreed to be sent to SA for approval as CR 061.
TD S3-050389 contained a CR to 33.220 on Clarification on secure storage and protected execution environment in the UE for sensitive security keys (Rel-6). In MBMS REL-6, new requirements on a secured storage (MGV_S) and a protected execution environment (MGV-F) was added to the UE in GBA_ME and GBA_U, in order to protect security keys as MBMS keys and key derivation functions, from other unprotected parts of the ME. It is proposed to add a clarification to TS 33.220 REL-6, that when a new Ua application is specified, that will utilise GBA, a secured storage (SGV-S) and a protected execution environment (SGV-F) may be required in the ME and UICC for this specific Ua application in order to improve the security in the UE. Then it will be up to each Ua application to specify whether this service requires the support or not for these enhanced security requirements. The intention with this contribution is not to mandate the support of a SGV-S/F in GBA for all Ua applications that utilises GBA.
There was some debate regarding whether this change is applicable for 33.220 or elsewhere. It was not sure what is meant by secure storage in relation to the UE. The document was noted and it was requested that input be provided at the next meeting. 

TD S3-050390 contained the Rel-7 CR. It was noted and it was requested that input be provided at the next meeting.
TD S3-050364 contained a discussion document on Interoperator GAA. The document summarises the GAA interoperator procedures, and proposes to include an informative annex to TS 33.220 with the examples above to ease the utilization of interoperator GAA. The document contained a CR also with an informative annex to give examples on how to setup interoperator GAA between operators, and how the actual operation, i.e., usage of GAA between two operators should go. The document was noted and comments were invited for the next meeting.
TD S3-050362 contained a CR to 33.220 on Informative annex on usage of USS for local policy enforcement in BSF. The usage of the local policy in the BSF for applications is depending on the local configuration and requirement of the BSF. For application developers the usage scenarios should be easy understandable when implementing the application to avoid interoperability problems. Thus, an informative annex is added to explain the usage of local policy enforcement in the BSF. It was revised to TD S3-050454 and It was agreed to be sent to SA for approval as CR 057.
TD S3-050418 contained LS to SA3, OMA-LOC, 3GPP Requirements for HTTP based Zn interface support between the Network Application Function and the Boot Strapping Function. This was resulting from a liaison statement from SA3 to CT4. This has been discussed this and is asking SA3 as owners of TS 33.919 to help to coordinate this effort to obtain a consistent set of top level requirement for 3GPP Rel-7. The liaison statement was noted. 
TD S3-050365 contained a first attempt to collect the requirements. SA3 is asked to review the presented requirements on the Zn reference point in GAA and to accept them as a baseline for further work and to be extended by incoming requirements from OMA-LOC and 3GPP2. 

It was commented that the Zn interface is reasonably defined and it was queried why CT4 is coming back to SA3 asking for requirements. It is really up to CT4 to take what has been done and define how best to implement it and/or if it should be based on HTTP. SA3 can hint that HTTP is the solution, but it is really up to CT4. 

It was noted that DIAMETER was probably not the most efficient way to implement this reference point particularly since there are only two messages. However, it is not intended that DIAMETER be replaced (it should be kept for Rel-6), but that HTTP could be used for Rel-7. TD S3-050365 was noted until a response from the other groups is received. 
TD S3-050363 contained a draft LS on 3GPP GBA and BSF addressing to GSMA. It was revised prior to presentation to TD S3-050445. Also, in the process it was identified that two CRs to 33.220 was needed on Removing BSF addressing duplication. These were provided in TD S3-050446 and TD S3-050447.
TD S3-050446 was agreed to be sent to SA for approval as CR 058 and TD S3-050447 was agreed to be sent to SA for approval as CR 059. The CRs were attached to the liaison statement which was agreed to be sent. 
2G GBA

TD S3-050410 contained a document to support the proposal to add SIM support to GBA. The document concludes that SA3 add SIM support to GBA and that the conversion function solution in Annex A.1 of [S3-050053] seems like the most promising approach. It is believed that SA3 and the relevant CT groups should aim to present a complete solution to the SA/CT plenaries in September 2005. If it is agreed to add SIM support to GBA then an LS could be sent to inform SA1 and the involved CT groups about this decision.
There was a comment regarding this and that it is not acceptable to allow 2G GBA access to 3G services. It was further commented that this document up to section 4 is ideal to send to SA1 in order to educate the group. This lead to the comment that before SA1 is consulted, some analysis needs to be done in SA3 to determine the level of security that could be provided. Only when this is done can a sensible liaison statement could be sent to SA1. 

Despite all the issues, there was some agreement that this document could be usefully sent as an attachment to a liaison statement to SA1. 

TD S3-050412 contained a discussion document on 2G GBA. Basically this document explains how to use a conversion function to create the keys that are not available in 2G. The CR that is contained in the zip-pack provides the changes necessary to do this. 
TD S3-050332 contained an alternative solution for 2G GBA. This solution is stated as being more efficient than solution in S3-050053; it is proposed to derive CK and IK by concatenating Kc and get MAC by using IK and integrity algorithm so that the solution will be more efficient. 
TD S3-050413 contained a proposal for an enhanced 2G GBA solution. It is proposed to build on Nokia’s solution, as described in S3-050053, and enhance it by mandating that, on the Ub reference point, HTTP Digest AKA is used with TLS with BSF certificates. TLS shall be used with encryption enabled. Only one GSM triplet (RAND, SRES, Kc) is used to compute an authentication response RES from SRES and Kc, which is sent by the UE to the BSF through the established, server-authenticated TLS tunnel. The BSF also selects a random number “Ks-input”, which it confidentially sends to the UE as server specific data in the aka-nonce field of HTTP Digest AKA. “Ks-input” is used together with the parameters from the GSM triplet to compute the GBA key Ks. For the authentication of the BSF to the UE, the UE relies not only on TLS with the BSF certificate, but also verifies the parameter AUTN computed from the GSM triplet, in a way similar to Nokia’s proposal. 

It was noted that the Siemens solution relies on some extra complexity on the network side with the use of subscriber certificates. However, the Nokia and Vodafone solutions appear to be more reasonable in terms of the “cost” benefit. 
Another point was that if COMP 128 is still used and is broken, then investing in 2G GBA is like “Buying the wind”; i.e. it is a waste of time. Furthermore, there are manufacturers that do not come to SA1 and are not interested in supplying a secure environment in their mobiles. If this is the case, then the 2G GBA could cause a deeper exposure of the SIM to being broken. This, in itself, could cause a faster migration to the USIM.

Another point was that there do not appear to be any practical attacks to 2G GBA. 

It was decided that the approach of TD S3-050413 is a good working assumption for the way forward for the work. 
The delegate from 3 reiterated that there is no agreement that 2G GBA should be used to secure 3G services. It was reminded by the delegate from RIM that there is no point to ask SA1 if there is a requirement for 2G GBA since there was never any requirement from SA1 for 3G GBA as it is. 

LS SA1

TD S3-050405 contained a proposal for a liaison statement to SA1. Another proposal was provided in document TD S3-050413. There was an off-line discussion and an evening session. It was decided to merge these two documents and the result was provided in TD S3-050455. It was agreed to send this liaison statement. However, there were two statements made for the report. 
The company 3 believes that the 2G GBA access to 3G services will compromise the security of 3GPP.

Also, the delegate from BT indicated that from his perspective, all of the issues and concerns are very well represented in this liaison statement and that SA1 should be able to determine an answer based on this LS. 
TD S3-050430 contained comments on S3-050405 from Nokia on “LS on the usage of 2G SIM cards in GBA”. This document was noted in light of the off line discussion of S3-050455. 
TD S3-050328, which contained CR to 33.220 on Usage of Ks_int_NAF in NAF,  was revised to TD S3-050440 based on the discussion of S3-050325 and S3-050327. It was reported that this has been provided as a result of the TD S3-050479 and if S3-050479 is rejected, then so should this one. 
TD S3-050440 was revised to TD S3-050481 and it was agreed to be sent to SA for approval as CR 062.
7.9.3
TS 33.221 Subscriber certificates

There were no specific contributions under this agenda item.

7.9.4
TS 33.222 HTTPS-based services

TD S3-050357 contained a New WID proposal for HTTPS connection between a UICC and a NAF. This was revised to TD S3-050429. This WI is needed to complete the work in Rel-7. The main objective of this work item is to define how the GBA_U internal key (i.e. Ks_int_NAF) should be used by an UICC-based application and a GBA_U capable NAF to establish an HTTPS connection. This feature is a candidate for R7 early implementation.

It was noted that 3 would be happy to support the document. Also, there was some concern over the impact on the UE.  It was revised to TD S3-050436 and It was agreed to send this WI to SA for approval. 
TD S3-050326 contained the introduction document for the CR in TD S3-050327 on Usage of Ks_int_NAF for HTTPS connection between a UICC and a NAF. The contribution outlines the necessary changes in TS33.222.. This work was agreed to be done at the last meeting. SA3 agreed to work on the inclusion of usage of Ks_int_NAF for HTTPS connection between UICC and NAF. 

TD S3-050324 contained an introduction to the CR in TD S3-050325 on the same subject of HTTPS connection between a UICC and a NAF.
There was a discussion off line and it was decided to merge TD S3-050325 and TD S3-050327. The result was provided in TD S3-050439. There was a comment on the requirements for the UE in that it should be the ‘used’ UICC. Also, it is not certain that the NAF is under the control of the operator; since this statement is not required, it was deleted. The revision was provided in TD S3-050479 and it was agreed to be sent to SA for approval as CR 022.
It was considered that this CR needed to be sent to CT1 and CT4. The liaison statement to do this was provided in TD S3-050471. This will be reported to CT1 and CT4 by email and so S3-050471 was withdrawn.
AP 39.04
MCC to report the approval of S1-050479 to CT1 and CT4.
However, TD S3-050329 contained some comments on Gemplus, Axalto contribution: HTTPS connection between a UICC and a NAF(section 2.1 and 3.1)  (S3-050324) and Nokia contribution S3-050326. This was taken prior to the merger of documents S3-050325 and S3-050327 since there was a claim that the solution has weaknesses. These comments were countered in document TD S3-050356. In conclusion, the mechanisms proposed in the contribution S3-050329 could have been considered in the context of Release 6. However, for Release 7, these proposals break backward compatibility. TD S3-050329 and TD S3-050356 were noted.
TD S3-050339 contained a discussion on Key choice negotiation between a UE and a NAF. There are three kinds of NAF-specific keys that can be derived by GAA：Ks_NAF (in the case of GBA_ME),Ks_int_NAF and Ks_ext_NAF(in the case of GBA_U). Before a NAF and UE use shared keys obtained by means of the GBA to protect the Ua reference point, they should agree which type of keys to be used, Ks_(ext)_NAF or Ks_int_NAF.

In this discussion document, some kinds of mechanisms that NAF and UE negotiate the type of keys to be used to secure Ua reference point are presented. The CR to implement the conclusion of this was provided in TD S3-050340 which contained a CR to 33.222. 
It was commented on the changes in 5.2.1 it was commented that the choice of key is dependant on the application is in the UICC or the UE and so the discovery mechanism is not needed. There are many open issues on this proposal and there is a conflict with the merger of S3-050325 and S3-050327. There was also a question why this CR is 33.222 and not 33.220; it applies to the whole of GBA and not just HTTPS. However, the problem was not deemed to exist. TD S3-050340 was noted.
TD S3-050408 contained a CR to 33.222 on Adding additional mandatory CipherSuites for PSK TLS. Currently the only PSK TLS CipherSuite that is mandatory to support in the UE and NAF is TLS_PSK_WITH_AES_128_CBC_SHA. For alignment with the profile for full TLS in TS 33.222, and to ensure that an alternative to AES is available, the 3DES-based PSK TLS CipherSuite should be mandatory to support in both UE and NAF. In addition, for alignment with the profile for full TLS in TS 33.222, the RC4-based PSK TLS ciphersuite should be mandated in the NAF. There seems no reason why the algorithms specified for the PSK TLS profile should differ from those specified for the full TLS profile.

There was a question as to whether this should be for Rel-6 or Rel-7? It was decided to have this for Rel-6. It was revised to TD S3-050441 and it was agreed to be sent to SA for approval as CR 020.
TD S3-050336 contained a discussion Possible inconsistencies within TS 33.222. During SA3#38 it was agreed to check over an e-mail discussion about possible inconsistencies within TS 33.222 (AP38/04). An inconsistence and a potentially useful clarification to be added were singled out. Findings of the above-mentioned e-mail discussion are included in the attached n.2 proposed CRs in S3-050337 and S3-050338.    

TD S3-050337 contained a CR on Removing an inconsistence within TS 33.222 (Section 6.2). It was revised to TD S3-050442 and It was agreed to be sent to SA for approval as CR 21.
TD S3-050338 contained a CR to 33.222 on Adding a clarification to TS 33.222 (Section 6.1). There was a problem with the note that it appears to put in an additional restriction. Hence, it should either be normative text or be rejected. It was revised to TD S3-050443 and then to TD S3-050480 and it was agreed to be sent to SA for approval as CR 023.
TD S3-050417 contained a liaison statement on "misalignment between TS 33.220 and TS 24.109". It contained a CR to 24.109. It appeared to be in line with the LS from SA3 to CT1. It was noted.
7.10
WLAN interworking

TD S3-050358 contained a reply LS of Detecting the start of a WLAN Direct IP Access session based on Wa/Wd Accounting Messages. It would appear that there are some misunderstandings in SA2. Hence a reply to clarify the potential fraud in simultaneous sessions was provided in TD S3-050359.
There was support for the reply LS, but there is some concern on how SA2 came to the misunderstanding where a fraud could occur. Also, the liaison statement does not explain if the SA2 CR is correct; a miss match has been identified and perhaps this should be explicitly highlighted so SA2 can make the change. Based on the discussion on the subsequent documents, the LS was noted. 

TD S3-050360 contained a CR to 33.234 on Stopping the old session when there are simultaneous sessions with the same MAC address but different WLAN access network info. When there are simultaneous WALN Direct IP sessions that have the MAC addresses but different WLAN access networks info, there may exist fraud in that the subscriber shares his subscription with others. In the current version of TS33.234 the new session will be stopped. However when a terminal moves from one WLAN access network to another, the terminal should be granted access in the second network, even if it failed to gracefully close the old session in the old access network. In WLAN it is not always possible to detect the end of session quickly, so sessions can be left dangling by accident. For example, the UE might simply lose WLAN coverage with no time to disassociate gracefully. To allow the terminal to move from one access network to another, the AAA server shall not reject the new session, but instead the AAA server shall accept the new session and try to close the old one.
TD S3-050368 contained a discussion document on clarification on the use of accounting messages, which closely relates to the same subject as did TD S3-050369, which contained a CR to 33.234 on clarification on the use of accounting messages.
TD S3-050360, TD S3-050368 and TD S3-050369 were taken together. Also TD S3-050432 contained some comments to S3-050368. It was asked how the legal situation, when the user moves to another AP, is distinguished from the illegal situation, when a attack takes place. It was noted that this depends somewhat on pre-authentication is allowed (there is a problem) or not (the existing text is OK). Another comment was that pre-authentication is at the link layer and is not under the control of 3GPP. Therefore, it must be assumed that it could happen. 
The accounting message solution may not work since the accounting messages are not sufficiently specified. 
It was decided that some email discussion is required. The aim should be to send the liaison statement at the end of August. Hence, the liaison statement should be available one week before the end of August and the comments should be finalised by mid August. Mr Colin Blanchard agreed to co-ordinate the work.

AP 39.03
Colin Blanchard to co-ordinate the work on the use of accounting messages based on TD S3-050360, TD S3-050368 and TD S3-050369 and in response to TD S3-050358.
TD S3-050432 Clarification on the use of accounting messages commented by Nokia

TD S3-050353 contained a proposal to improve efficiency in setting up UE-initiated tunnels (Scenario 3) in WLAN interworking. This was first proposed at the last 3GPP SA3 meeting (#38) (see S3-050241). The basic idea is that if a UE accesses WLAN via EAP-AKA or EAP-SIM under scenario 2, then it can generate a key (Tunnel Session  Key (TSK)) as a pre-shared secret used by the UE and the PDG for IKEv2 mutual authentication. It is proposed to include the proposed method to 33.234 as an option for Release 7. The contribution received some comments and raised some issues. This new contribution clarifies the raised issues in section 2, incorporates an updated proposal based on comments on section 3, appendix, Tunnel session key derivation and also that UE can generate a key as a pre-shared secret after direct sc3 tunnel establishment procedure and can use it for subsequent tunnel establishments.

TD S3-050426 contained some comments on Efficiency of Tunnel Setup (S3-050353). The document indicates that proposed optimization has a number of drawbacks and may affect negatively on interoperability of network access protocols within and outside 3GPP-WLAN. Also, other solutions can already provide optimized registration procedures with similar characteristics. Comments to the comments were provided in TD S3-050472. 
It was clear that there is some extra effort required to achieve this, and some care needs to be taken. The issue is the trade off with the gain of the optimization against the extra complexity. The delegates were asked to concentrate on the analysis with a view to putting some tangible measurement of the achieved optimization against the extra complexity. The documents were noted.
TD S3-050401 contained a discussion document on Tunnel Management in WLAN interworking. 3GPP TS 33.234 includes a mechanism for setting-up UE-initiated tunnels in Scenario 3. In this mechanism, IKEv2 is used to establish IPsec SAs between a WLAN UE and a PDG. The number of IPsec tunnel per IKE SA is manually configured in the PDG by the operator to support re-keying of IPsec SAs. However in Rel 7, it is necessary or desirable to support different QoS classes, therefore the number of IPsec SAs allowed per IKE SA need to be configured dynamically according to the subscription and the application from the HSS through AAA server. Currently, the establishment of a new IPsec SA’s (under the same IKE SA) does not contact the AAA server; hence making the AAA Server aware of the number of tunnels establishment is necessary.

The meeting was not really convinced on this and more information is required to justify this approach. The chairman suggested that the delegates discuss this with their SA2 colleagues. In the meantime it is too early to determine if this approach is needed. The document was noted. 
TD S3-050400 contained a CR to 33.234 on Procedure for creating multiple IPsec SA’s and for re-keying the IPsec Sas. A procedure for creation of Multiple IPsec SA’s Per IKE SA and for rekeying the existing IPsec SAs are not mentioned in the specification. Creation of Multiple IPsec tunnels is needed to support different QoS classes without creating a new IKE SA each time. Procedure  for creation of multiple IPsec SAs and for rekeying using IKEv2 CREATE_CHILD_SA exchanges are defined in this CR.  
There were some concerns that the reason for change should not refer to QoS. It was commented that IKE version 2.0 would appear to support the features described in the CR. This was confirmed and this CR is really profiling IKE V2. It was noted and the delegate was asked to justify why the profiling is needed.
TD S3-050370 contained a CR to 33.234 to correct a reference. TS 33.234 contains a reference to the internet draft draft-mariblanca-aaa-eap-lla-01.txt. This internet draft has not been updated since internal discussion in IETF concluded that a different approach should be followed. There is a new internet draft that covers the IETF preferred approach. It was revised to TD S3-050469 and it was agreed to be sent to SA for approval as CR 067.
AP 39.06
Bengt to contact the IETF dependency list co-ordinator and to inform them of the change in S3-050469.
TD S3-050420 contained a LS from CT4 (not NEC) on the authorisation and authentication procedures on the Wm interface. CT4 requesting  SA3 to accept CT4’s approach for the authorisation and authentication procedures on the Wm interface and make a necessary update to the TS 33.234 (REL6) in order to make an alignment between two specifications. 
It was proposed to respond that the TSs are already aligned. There does not appear to be an indication in 33.234 and so at least there is not a problem. This really needs to be done off line. In anycase, SA3 agrees with the interpretation of CT4. The response was provided in TD S3-050470. It was agreed to send this liaison statement. 
AP 39.05
Dajiang Zhang to check what are the necessary changes to 33.234 that were referred-to in S3-050470.
7.11
Visibility and configurability of security

7.12
Push

There were no specific contributions under this agenda item.

7.13
Priority

There were no specific contributions under this agenda item.

7.14
Location services (LCS)

There were no specific contributions under this agenda item.

7.15
Feasibility Study on (U)SIM Security Reuse by Peripheral Devices

There were no specific contributions under this agenda item.
7.16
Open service architecture (OSA)

There were no specific contributions under this agenda item.

7.17
Generic user profile (GUP)

There were no specific contributions under this agenda item.

7.18
Presence

There were no specific contributions under this agenda item.

7.19
User equipment management (UEM)

There were no specific contributions under this agenda item.

7.20
Multimedia broadcast/multicast service (MBMS)

TD S3-050381 contained an Informal report from the workshop on Mobile Broadcast Service Standardization, 23/5 2005. It was commented that this did not end up as an official 3GPP supported workshop since it did not follow the requirements in 3GPP. Nonetheless, the chairman thanked Ericsson for attending and giving the presentation. 

TD S3-050424 contained a Reply LS on security of stream bundling solutions from SA4. SA4 has decided to include a solution along the lines of proposal B in its technical specification 26.346, with the specification text as described by the attached CR. Please note that the CR that actually implements the above specification is in Tdoc S4-050378, which is a CR that combines several changes due to overlap. Due to this the attached CR has been withdrawn. However, this does imply a CR to 33.246 in SA3. 
An alignment of 33.246 with this liaison statement was contained in TD S3-050355. For MBMS streaming, SA4 have decided that FEC shall be applied on UDP payloads (See TS 26.346 clause 8.2.2) containing SRTP and MIKEY packets.  Therefore confidentiality and/or integrity protection by SRTP does not apply to FEC data. SA4 has decided to signal FEC within the Service Protection Description of the User Service Announcement as FEC protection is optional for MIKEY.

It was revised to TD S3-050473 and it was agreed to be sent to SA for approval as CR 068.
TD S3-050416 contained a discussion document on Roll Over Counter (ROC) Synchronization Issue and Solution together with a CR to 33.246. Whenever an RTP sequence number for a particular component RTP stream wraps around, the ROC for the stream is incremented by one.  This is independent of when MIKEY messages are generated and sent out.  It is possible that the ROC for one of the RTP streams is incremented right after a MIKEY message is sent out. Therefore, the actual ROC value used to encrypt the subsequent SRTP packets is larger than the ROC value specified in the MIKEY message. As a result, a UE may not be able to decrypt the packets correctly. Once the UE got a wrong ROC value, it will be required to internally maintain and update the ROC values and may not be able to recover until it tunes out and back into this same service and therefore has to re-acquire the ROC values from a new MIKEY message. Since message authentication for SRTP is optional, the method of using MAC to estimate the right ROC value, as specified in RFC 3711, may not always apply. 

There were some minor problems with the CR and so it was noted and the author was requested to bring it back to the next meeting. 
TD S3-050382 contained a proposed CR to 33.246 on Clarification to UE handling at reception of service announcement description. This CR proposes to clarify the terminal behaviour when there is no service protection in use for a certain MBMS User Service. In this case there is no need for the UE to perform a GBA-run with the BSF. For the case when service protection description indicates that UICC key management is not required for a certain MBMS User Service, this CR proposes to clarify in the UE and network, that the selection of UICC key management or ME key management for a particular UE, depends on if the used UICC application is capable of MBMS key management or not.

It was revised to TD S3-050474 and it was agreed to be sent to SA for approval as CR 069.
TD S3-050380 contained a discussion document on Back-off parameter binding scope. The Back-off parameters specify how long the UE shall wait before sending an MSK request. This mechanism is used to prevent overloading of the BM-SC when it can be expected that many UEs will request a particular MSK simultaneously. Currently the back-off parameters are specified on a per MSK basis. This will lead to undefined behavior of the UE when it requests more than one MSK at the same time and those MSKs have different back-off parameters.

The CR in the zip pack was allocated document number TD S3-050475 and it was agreed to be sent to SA for approval as CR 070. Ericsson agreed to ensure that the changes related to other groups are taken care of.
TD S3-050354 contained an editorial CR to 33.246 with some editorial changes. It was commented that this will not be accepted as an editorial change and so the reason for change needs to be updated and a consequence needs to be added.
It was suggested that the changes in TD S3-050371 be included. It was suggested that this be done at the next meeting. It was decided that both these documents will be brought back as a single CR at the next meeting. The documents were noted.
7.21
Key Management of group keys for Voice Group Call Services

TD S3-050330 contained a CR with a correction of individual key (Kc) based ciphering on dedicated channels. With the current specification, when the network switches a talker from a voice group call channel to a dedicated channel, ciphering on the dedicated channel will be started by the network by means of a cipher mode control procedure. The MS may however start to transmit speech frames as soon as it has seized the new channel. This means that for a short interval, until receipt of the CIPHER MODE COMMAND, the MS will send unciphered speech in uplink direction. In order to prevent possible security attacks based on knowledge of unciphered speech frames, it is proposed to specify for voice group calls that the network starts the ciphering with the individual ciphering key during handover from the voice group channel to the dedicated channel by including a cipher mode setting IE in the assignment command or handover command.
There were some CRs that were presented to GERAN WG2 that were noted since this CR was not at the time presented to SA3. 
It was revised to TD S3-050476 and it was agreed to be sent to SA for approval as CR 004. With the agreement of this CR in SA3, it is expected that the CRs could be taken again in GERAN WG2 and CRs for CT1 be presented. This will be communicated to the chairman and secretary of GERAN WG2. 
TD S3-050331 contained a CR to 43.020 with a correction on service specific group keys. It is nowhere stated within TS 43.020 that there exist two different sets of master group keys i.e. one set for VGCS and another for VBS. The existence of two different sets can implicitly be derived from TS 31.102 (clause 7.1.2) by the use of VService_Id as necessary index to retrieve V_Ki for the VSTK derivation, but it would be clearer to add this within TS 43.020 to avoid any ambiguity.

It was revised to TD S3-050477 and it was agreed to be sent to SA for approval as CR 005.
7.22
Guide to 3G security (TR 33.900)

There were no specific contributions under this agenda item.

7.23
Selective disabling of UE capabilities

There were no specific contributions under this agenda item.

7.24
Trust requirements for open platforms

TD S3-050379 contained a discussion document on GAA security in terminal. This document is the outcome of a Nokia case study inspired by the European Union MobiLife project. It does not necessarily reflect the opinion of all the MobiLife consortium members. GAA as well as some other 3GPP architectures like IMS and I-WLAN has the characteristic that a key or a set of keys originated from the UICC are given and used in the ME. In IMS, the CK and the IK are used to secure the connection between the ME and the P-CSCF. In I-WLAN, the CK and the IK (or the Kc in the case of SIM) are used to authenticate the UE and to secure the connection between the ME and the WLAN AP. In GAA, the CK and the IK are used as the "master key" Ks to derive the NAF specific keys Ks_(ext)_NAF. In this document there is a description of the issues that need to be addressed related to the GAA security in the terminal (i.e., the access control possibilities for GAA related functionality in the terminal where the terminal has an open platform such as Series 60 Platform 3rd Edition). There are also similar issues in the context of IMS and I-WLAN, but they are not covered by this document.

Comments on this are invited and a discussion may well be held over the reflector. It was noted.
7.25
Liberty Alliance

TD S3-050399 contained a pseudo-CR to Liberty 3GPP Security Interworking TR. 
It was asked how signalling on the IDP-SP interface is protected. This exists entirely in the Liberty Alliance scope of work, but this is a question that will need to be answered.

The pseudo-CR was approved and will be added to the baseline document. A TR number in the 33.9xx series will be sought for this TR. An update was provided in TD S3-050478 which was noted as an updated pseudo-CR. It will be implemented into a baseline for the TR within three weeks.
7.25
Other areas

There were no specific contributions under this agenda item.

7
Review and update of work programme

This will be formalised in the future.
8
Future meeting dates and venues
Deadlines for contributions to next meeting: First Deadline: Monday 5th September 2005, 16.00 CET. Comments deadline: Wednesday 7th September, 16.00 CET.
AP 38/06
Chairman to contact the chairman of SA2 to arrange for a joint session to allow for a better basis for the work on ALL IP and/or I-WLAN.
The planned meetings were as follows:

	Meeting
	Date
	Location
	Host

	S3#40
	12- 15 September 2005
	ETSI or EF3 / TBD (possibly Slovenia co-located with TISPAN)
	ETSI or EF3 / TBD

	S3#41
	15 - 18 November 2005
	San Diego, Calf, USA
	Qualcomm / TBD

	S3#42
	7 – 10 February 2006
	Asia TBD
	

	S3#43
	4 - 7 April 2006
	Europe TBD
	

	S3#44
	11 - 14 July 2006
	NA TBD
	

	S3#45
	7 – 10 November 2006
	TBD
	

	
	
	
	


LI meetings planned

	Meeting
	Date
	Location
	Host

	SA3 LI-#19
	12 -16 October 2005
	Tiblisi, Georgia
	TBD

	
	
	
	


TSGs RAN/CN/T and SA Plenary meeting schedule

	Meeting
	2005
	Location
	Primary Host

	TSGs#29
	September 21-23 & 26-29 2005 
	Tallinn, Estonia
	TBD

	TSGs#30
	Nov 30-2 Dec & 5-8 Dec 2005
	Malta
	TBD

	TSGs#31
	8 - 10 Mar & 13 - 15 Mar 2006   
	CHINA 
	

	TSGs#32
	31 May – 2 Jun & 5 - 7 Jun 2006   
	Warsaw , Poland
	

	TSGs#33
	20 - 22 Sep & 25 - 27 Sep 2006   
	TBD
	

	TSGs#34
	29 Nov - 1 Dec & 4 - 6 Dec 2006   
	Budapest, Hungary
	

	TSGs#35
	7 - 9 Mar & 12 - 14 Mar 2007   
	TBD
	

	TSGs#36
	30 May - 1 Jun & 4 - 6 Jun 2007   
	TBD
	

	TSGs#37
	19 - 21 Sep & 24 - 26 Sep 2007   
	TBD
	

	TSGs#38
	28 - 30 Nov  & 1 - 3 Dec 2007   
	TBD
	


9
Any other business

9.1
Election of Chairman
There was one candidate for the position of chairman of SA3, Mr Valtteri Niemi (Nokia). There were no other nominations and so Mr Niemi was elected by acclamation. He was congratulated by the meeting and subsequently took off his tie.

9.2
Election of Vice Chairman

The process of the election of two vice chairmen was clarified. The two positions were dealt with independently with two separate elections.
For the first position, there was only one nomination; Mr Peter Howard (Vodafone). Mr Howard was elected as vice chairman by acclamation. 

For the second position, there were two nominations; Mr. Anand Palanigounder (Nortel Networks) and Mr. Rajavelsamy Rajadurai (SAMSUNG Electronics). A ballot was conducted resulting in a clear majority for Mr. Anand Palanigounder. Therefore, Mr. Palanigounder was elected as vice chairman. 
10
Close (Friday, 25 February, 16:00 pm at latest)

The Chairman, V. Niemi, thanked delegates for their hard work during the meeting. He thanked the Hosts, NAF, for the excellent facilities in Montreal. He then closed the meeting.
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Annex B:
List of documents

	TD number
	Title
	Source
	Agenda
	Document for
	Replaced by
	Status / Comment

	S3-050321
	Draft Agenda for SA WG3 meeting #39
	SA WG3 Chairman
	2
	Approval
	None
	-

	S3-050322
	Draft Report of SA WG3 meeting #38
	SA WG3 Secretary
	4.1
	Approval
	434
	Revised to 434

	S3-050323
	Report from SA#28 plenary
	SA WG3 Chairman
	4.2
	Information
	None
	Noted

	S3-050324
	HTTPS connection between a UICC and a NAF
	Gemplus, Axalto
	7.9.4
	Information
	
	Noted, see CR in 325

	S3-050325
	CR to 33.222 on HTTPS connection between a UICC and a NAF
	Gemplus, Axalto
	7.9.4
	Approval
	439
	Merged with 327 to make 439

	S3-050326
	Integration of Ks_int_NAF usage for HTTPS into GBA
	Nokia
	7.9.4
	Discussion / Decision
	327
	Noted, see CR in 327

	S3-050327
	CR to 33.222 on Usage of Ks_int_NAF for HTTPS connection between a UICC and a NAF
	Nokia
	7.9.4
	Approval
	439
	Revised to 439 in a merge with 325

	S3-050328
	CR to 33.220 on Usage of Ks_int_NAF in NAF
	Nokia
	7.9.2
	Approval
	440
	Revised to 440

	S3-050329
	Comments on Gemplus, Axalto contribution:HTTPS connection between a UICC and a NAF(section 2.1 and 3.1)  (S3-050324) and   Nokia contribution : Nokia-Ks_int_NAF-HTTPS(S3-050326)
	Huawei
	7.9.4
	Discussion / Decision
	356
	Noted, see further comments in 356

	S3-050330
	Correction of USIM based ciphering on dedicated channels
	Siemens AG
	7.21
	Approval
	476
	Revised to 476

	S3-050331
	Correction on service specific group keys
	Siemens AG
	7.21
	Approval
	477
	Revised to 477

	S3-050332
	An alternative solution for 2G GBA
	ZTE Corporation
	7.9.2
	Discussion / Decision
	413
	Noted, see working assumption in 413

	S3-050333
	NAT device traversal and interoperability issues for IMS Rel-7
	T-Mobile
	7.1.1
	Discussion / Decision
	462
	Noted, to be included in TR in 462

	S3-050334
	Access security for Non-ISIM capable SIP UE
	ZTE Corporation
	7.1.1
	Discussion / Decision
	None
	Noted, see also 361 and 428

	S3-050335
	Access Security Review version 0.1.0 (RE: [GERAN] Access Security Review TR v 0.1.0)
	Ericsson
	7.6
	Discussion / Decision
	468
	Endorsed as the basis for future work. The MCC will request a TR number in 33.8xx series; Revised to 468

	S3-050336
	AP38/04  Possible inconsistencies within TS 33.222
	Telecom Italia, T-Mobile, Nokia
	7.9.4
	Discussion / Decision
	337, 338
	Noted, see CRs in 337 and 338

	S3-050337
	Removing an inconsistence within TS 33.222 (Section 6.2)
	Telecom Italia, Siemens, T-Mobile, Nokia
	7.9.4
	Approval
	442
	Revised to 442

	S3-050338
	Adding a clarification to TS 33.222 (Section 6.1)
	Telecom Italia, T-Mobile, Nokia
	7.9.4
	Approval
	443
	Revised to 443

	S3-050339
	Key choice negotiation between a UE and a NAF
	Huawei
	7.9.4
	Discussion / Decision
	340
	See CR in 340

	S3-050340
	HTTPS connection between a UICC and a NAF
	Huawei
	7.9.4
	Approval
	None
	Wrong version number. Noted

	S3-050341
	Solutions for NAT-Traversal in IMS access security
	ZTE Corporation
	7.1.1
	Discussion / Decision
	342
	Noted, see CR in 342

	S3-050342
	CR to 33.203 on Enhancement of IMS AKA in IMS access security
	ZTE Corporation
	7.1.1
	Approval
	None
	Noted, some problems with the chosen solutino

	S3-050343
	Access security for Non-ISIM capable SIP UE
	ZTE Corporation
	7.1.1
	Discussion / Decision
	334
	Withdrawn; same as 334

	S3-050344
	Report from SA3-LI#18, Toronto, Canada, 14-16 June, 2005
	LI Chairman
	4.3
	Information
	
	-

	S3-050345
	CR to 33.107 on Clarifications to the RAU event
	SA3 LI
	4.3
	Approval
	
	-

	S3-050346
	CR to 33.108 on Clarifications to the RAU event
	SA3 LI
	4.3
	Approval
	
	-

	S3-050347
	CR to 33.107 on Simplifications to LDI handling
	SA3 LI
	4.3
	Approval
	
	-

	S3-050348
	CR to 33.108 on New event for LDI
	SA3 LI
	4.3
	Approval
	
	-

	S3-050349
	CR to 33.106 on Correlation for IMS interception
	SA3 LI
	4.3
	Approval
	
	-

	S3-050350
	CR to 33.108 on Correlation for IMS intercption
	SA3 LI
	4.3
	Approval
	
	-

	S3-050351
	CR to 33.108 on Clarification on IMS bearer independence
	SA3 LI
	4.3
	Approval
	
	-

	S3-050352
	LS on TISPAN WG 7 IMS interception
	SA3 LI
	4.3
	Information
	
	-

	S3-050353
	A proposal to improve efficiency in setting up UE-initiated tunnels (Scenario 3) in WLAN interworking
	Motorola Inc. Samsung and Azaire Networks
	7.10
	Discussion / Decision
	426
	See comments in 426; delegates were asked to concentrate on the analysis of the achieved optimization against the extra complexity

	S3-050354
	CR to 33.246 with Editorial corrections
	Siemens
	7.20
	Approval
	None
	Noted, to be merged with 371 and brought to next meeting.

	S3-050355
	CR to 33.246 on Clarify FEC handling
	Siemens
	7.20
	Approval
	473
	Revised to 473

	S3-050356
	Comments on S3-050329 regarding GAA/https based services
	Axalto, Gemplus
	7.9.4
	Discussion / Decision
	None
	Noted, comments accepted.

	S3-050357
	New WID proposal: HTTPS connection between a UICC and a NAF
	Axalto, Gemplus, Orange, T-Mobile
	7.9.4
	Discussion / Decision
	429
	Revised to 429; Revised to 436

	S3-050358
	Reply LS of Detecting the start of a WLAN Direct IP Access session based on Wa/Wd Accounting Messages
	SA2
	7.10
	Discussion / Decision
	359
	Noted, there would appear to be some misunderstanding in SA2; see response in 359

	S3-050359
	Clarify the potential fraud in simultaneous sessions
	Nokia
	7.10
	Discussion / Decision
	None
	Based on the discussion on the subsequen documents, the LS was noted

	S3-050360
	CR to 33.234 on Stopping the old session when there are simultaneous sessions with the same MAC address but different WLAN access network info.
	Nokia
	7.10
	Approval
	Email
	360, 368 and 369 were taken together; Results in email discussion.

	S3-050361
	Development of ISIM usage for broadband environment
	Nokia, BT
	7.1.1
	Discussion / Decision
	None
	Noted, see also 334 and 428

	S3-050362
	CR to 33.220 on Informative annex on usage of USS for local policy enforcement in BSF
	Nokia, Siemens
	7.9.2
	Approval
	454
	Revised to 454

	S3-050363
	LS on 3GPP GBA and BSF addressing
	Nokia
	7.9.2
	Approval
	445
	Revised to 445

	S3-050364
	Interoperator GAA
	Nokia
	7.9.2
	Discussion / Decision
	None
	Noted; comments were invited for the next meeting.

	S3-050365
	HTTP based Zn reference point
	Nokia
	7.9.2
	Discussion / Decision
	
	Noted until a response from the other groups is received

	S3-050366
	Generic Authentication Architecture usage extensions and optimisations
	Nokia
	7.9.1
	Approval
	431
	Noted; Comments in 431.

	S3-050367
	MAPSEC DOI Progress
	Ericsson
	7.2
	Discussion / Decision
	None
	Comments were requested from delegates and the authors of the document to postpone the submission of the document until the comments are received.

	S3-050368
	Clarification on the use of accounting messages
	Ericsson
	7.10
	Discussion / Decision
	369
	Noted; Comments in 432, 360, 368 and 369 were taken together;  Results in email discussion.

	S3-050369
	CR to 33.234 on Clarification on the use of accounting messages
	Ericsson
	7.10
	Approval
	Email
	360, 368 and 369 were taken together; Results in email discussion.

	S3-050370
	CR to 33.234 on Correction of reference
	Ericsson
	7.10
	Approval
	469
	Revised to 469

	S3-050371
	CR to 33.246 on Editorial corrections to TS 33.246
	Nokia
	7.20
	Approval
	None
	Noted, to be merged with 354 and brought to next meeting.

	S3-050372
	IMS access security solution for NAT/FW traversal
	Nokia
	7.1.1
	Discussion / Decision
	462
	Noted see comments in 427; Noted, to be included in TR in 462

	S3-050373
	Risk assesment of identified attacks
	Ericsson
	7.6
	Discussion / Decision
	None
	The CR was approved and will find its way into the TR in 335

	S3-050374
	Early IMS and Ut protection
	Huawei
	7.1.2
	Discussion / Decision
	None
	Noted

	S3-050375
	CR to 33.978 on Ut interface protection
	Huawei
	7.1.2
	Approval
	None
	Noted

	S3-050376
	CR to 33.978 on Ut interface protection
	Huawei
	7.1.2
	Approval
	None
	Noted

	S3-050377
	CR to 33.220 on Ua protection for Early IMS
	Huawei
	7.1.2
	Approval
	None
	Noted

	S3-050378
	GAA-based terminal to UICC key establishment
	Gemplus, Vodafone, Ericsson
	7.9.1
	Discussion / Decision
	None
	Noted and further contributions are anticipated

	S3-050379
	GAA security in terminal
	Nokia
	7.24
	Discussion / Decision
	None
	Noted: Comments on this are invited and a discussion may well be held over the reflector

	S3-050380
	Back-off parameter binding scope
	Ericsson
	7.20
	Discussion / Decision
	475
	Revised to 475

	S3-050381
	Informal report from the workshop on Mobile Broadcast Service Standardization, 23/5 2005
	Ericsson
	7.20
	Information
	None
	Noted

	S3-050382
	CR to 33.246 on Clarification to UE handling at reception of service announcement description
	Ericsson
	7.20
	Approval
	474
	Revised to 474

	S3-050383
	CR to 33.220 on Clarification of anonymous access to NAF in GBA (Rle-6)
	Ericsson
	7.9.2
	Approval
	448
	Revised to 448

	S3-050384
	CR to 33.220 on Clarification of anonymous access to NAF in GBA (Rel-7)
	Ericsson
	7.9.2
	Approval
	449
	Revised to 449

	S3-050385
	CR to 33.220 on Removing IMPI from USS (Rel-6)
	Ericsson
	7.9.2
	Approval
	450
	Revised to 450

	S3-050386
	CR to 33.220 on Removing IMPI from USS (Rel-7)
	Ericsson
	7.9.2
	Approval
	451
	Revised to 451

	S3-050387
	CR to 33.220 on Clarification of lifetime of derived keys (Rel-6)
	Ericsson
	7.9.2
	Approval
	452
	Revised to 452

	S3-050388
	CR to 33.220 on Clarification of lifetime of derived keys (Rel-7)
	Ericsson
	7.9.2
	Approval
	453
	Revised to 453

	S3-050389
	CR to 33.220 on Clarification on secure storage and protected execution environment in the UE for sensitive security keys (Rel-6)
	Ericsson
	7.9.2
	Approval
	None
	Noted and it was requested that input be provided at the next meeting

	S3-050390
	CR to 33.220 on Clarification on secure storage and protected execution environment in the UE for sensitive security keys (Rel-7)
	Ericsson
	7.9.2
	Approval
	None
	Noted and it was requested that input be provided at the next meeting

	S3-050391
	CR to 33.978 on Correct THIG function description
	Huawei,Vodafone
	7.1.2
	Approval
	464
	Revised to 464

	S3-050392
	CR to 33.978 on Interworking between  UE and S-CSCF
	Huawei
	7.1.2
	Approval
	None
	Noted; since there is already a mechanism that supports this functionality

	S3-050393
	CR to 33.978 on IReassignment of S-CSCF
	Huawei
	7.1.2
	Approval
	None
	Noted; some hope for network based solutions and, to this end, contributions are invited

	S3-050394
	Interworking between UE and S-CSCF
	Huawei
	7.1.2
	Discussion / Decision
	392
	Noted, see CR in 392

	S3-050395
	The reassignment of S-CSCF
	Huawei
	7.1.2
	Discussion / Decision
	
	Noted, see CR in 393

	S3-050396
	Draft TCAP user security specification based on TS 33.200
	Siemens
	7.2
	Discussion / Decision
	465
	Revised to 465

	S3-050397
	Network Domain Security; SS7 security Gateway (NDS/TCAPsec)
	Siemens
	7.2
	Approval
	466
	Revised to 466

	S3-050398
	Access Security Review Addition of Generic Access to A/Gb to the Overview of possible enhancement in Clause 10 and 11 of the TR
	BT Group
	7.6
	Discussion / Decision
	None
	Minor comments and some editor’s notes to be added, but with this it was approved. It will find its way into the next version of the TR.

	S3-050399
	Pseudo-CR to Liberty 3GPP Security Interworking TR
	Nokia, Siemens
	7.25
	Discussion / Decision
	478
	Approved and will be added to the baseline document; Revised to 478

	S3-050400
	CR to 33.234 on Procedure for creating multiple IPsec SA’s and for rekeying the IPsec Sas
	Samsung
	7.10
	Approval
	None
	Noted and the delegate was asked to justify why the profiling is needed

	S3-050401
	Tunnel Management in WLAN interworking
	Samsung
	7.10
	Discussion / Decision
	None
	Noted; too early to determine if this is the way forward

	S3-050402
	Enabling NAT traversal for signalling messages in the IMS access security framework
	Siemens
	7.1.1
	Discussion
	462
	Noted, to be included in TR in 462

	S3-050403
	CR to 33.203 on Network hiding (Rel-5)
	Orange
	7.1.1
	Approval
	456
	Revised to 456

	S3-050404
	CR to 33.203 on Network hiding (Rel-6)
	Orange
	7.1.1
	Approval
	457
	Revised to 457

	S3-050405
	[DRAFT] LS on the usage of 2G SIM cards in GBA
	Nokia
	7.9.2
	Approval
	455
	Revised to 455

	S3-050406
	Updated Analysis of GBA based IMS signalling protection proposals
	Ericsson
	7.1.1
	Discussion / Decision
	None
	Noted, it is a bit early to be put it in the  TR in 462

	S3-050407
	Approaches to TLS based IMS security solutions
	Ericsson
	7.1.1
	Discussion / Decision
	462
	See CR in 414; Noted, to be included in TR in 462

	S3-050408
	CR to 33.222 on Adding additional mandatory CipherSuites for PSK TLS
	Vodafone
	7.9.4
	Approval
	441
	Revised to 441

	S3-050409
	CR to 33.978 on Checking for USIM or ISIM before starting a fully compliant IMS registration
	Vodafone
	7.1.2
	Approval
	463
	Revised to 463

	S3-050410
	Adding SIM support to GBA
	Vodafone
	7.9.2
	Discussion / Decision
	413
	Noted, see working assumption in 413

	S3-050411
	Clarification of the registration status update at authentication failure
	Orange
	7.1.1
	Discussion / Decision
	458 and 459
	Noted, see CRs in 458 and 459.

	S3-050412
	2G GBA
	Nokia, Rogers Wireless, BT
	7.9.2
	Discussion / Decision
	413
	Noted, see working assumption in 413

	S3-050413
	Proposal for an enhanced 2G GBA solution
	Siemens
	7.9.2
	Discussion / Decision
	
	Accepted as a working assumption.

	S3-050414
	TLS based access security in IMS
	Ericsson
	7.1.1
	Discussion / Decision
	None
	Noted, the discussion is a little early for a CR

	S3-050415
	Proposed Structure for Feasibility Study on IMS Security Extensions
	Ericsson
	7.1.1
	Discussion / Decision
	462
	Noted as the basis of future work; Revised to 462

	S3-050416
	ROC Synchronization Issue and Solution
	Motorola Inc.
	7.20
	Discussion / Decision
	None
	Noted and the author was requested to bring it back to the next meeting.

	S3-050417
	Reply LS on "misalignment between TS 33.220 and TS 24.109"
	CT1
	7.9.4
	Discussion / Decision
	None
	Noted

	S3-050418
	LS to SA3, OMA-LOC, 3GPP Requirements for HTTP based Zn interface support between the Network Application Function and the Boot Strapping Function
	CT4
	7.9.2
	Discussion / Decision
	365
	Noted, see first stab at requirements in 365.

	S3-050419
	LS Response on next Steps for MAPsec
	CT4
	7.2
	Discussion / Decision
	None
	Noted

	S3-050420
	LS on the authorisation and authentication procedures on the Wm interface
	CT4
	7.10
	Discussion / Decision
	470
	Response in 470

	S3-050421
	Response to LS on General Security Policy for Secure Mobile End-to-End Data Communication
	ITU-T SG19
	5.9
	Discussion / Decision
	
	Noted

	S3-050422
	LS on Security key set change on PS handover
	RAN2
	7.5
	Discussion / Decision
	467
	Response in 467

	S3-050423
	LS on requirements for voice call continuity
	SA1
	5.1
	Discussion / Decision
	435
	Response in 435

	S3-050424
	Reply LS on security of stream bundling solutions
	SA4
	7.20
	Discussion / Decision
	355
	See CR to align with this LS in 355

	S3-050425
	LS to 3GPP-SA3 concerning MAPsec
	IREG
	7.2
	Discussion / Decision
	None
	Noted

	S3-050427
	Comments on S3-050372 IMS access security solution for NAT/FW traversal
	Siemens
	7.1.1
	Discussion / Decision
	462
	Noted, to be included in TR in 462

	S3-050428
	Comments on studies related to Soft-ISIM (S3-050361 and S3-050334)
	Gemplus, Axalto, Giesecke&Devrient
	7.1.1
	Discussion / Decision
	None
	Noted, see also 334 and 361

	S3-050429
	New WID proposal: HTTPS connection between a UICC and a NAF
	Axalto, Gemplus, Orange, T-Mobile
	7.9.4
	Discussion / Decision
	436
	Revised to 436

	S3-050430
	Comments on S3-050405 from Nokia on “LS on the usage of 2G SIM cards in GBA”
	Gemplus, Axalto, Giesecke&Devrient
	7.9.2
	Discussion / Decision
	
	Noted in light of the off line discussion of S3-050455

	S3-050431
	Comments on S3-050366 Work Item Description on GAA usage extensions and optimisations”
	Gemplus, Axalto, Oberthur
	7.9.1
	Discussion / Decision
	444
	Revised to 444

	S3-050432
	Clarification on the use of accounting messages commented by Nokia
	Nokia
	7.10
	Discussion / Decision
	None
	Noted

	S3-050433
	LS Joint TISPAN WG7 and 3GPP Meeting on 14th September 2005 in Slovenia
	TISPAN
	7.1.1
	Discussion
	461
	Response in 461

	S3-050434
	Draft Report of SA WG3 meeting #38
	SA WG3 Secretary
	4.1
	Approval
	
	Approved

	S3-050435
	LS on requirements for voice call continuity
	SA3
	5.1
	Discussion / Decision
	Out
	Agreed to be sent

	S3-050436
	New WID proposal: HTTPS connection between a UICC and a NAF
	Axalto, Gemplus, Orange, T-Mobile
	7.9.4
	Discussion / Decision
	Out
	Agreed to be sent to SA for approval

	S3-050437
	Status of AKA usage in 3GPP
	Chairman
	6.2
	Discussion
	None
	Noted for one more year.

	S3-050438
	Status of AKA in TIA Standards
	Chair, TIA TR-45 AHAG
	6.2
	Discussion
	None
	Noted for one more year.

	S3-050439
	CR to 33.222 on Usage of Ks_int_NAF for HTTPS connection between a UICC and a NAF
	Nokia
	7.9.4
	Approval
	479
	Revised to 479

	S3-050440
	CR to 33.220 on Usage of Ks_int_NAF in NAF
	Nokia
	7.9.2
	Approval
	481
	This depends on the approval of 479; Revised to 481

	S3-050441
	CR to 33.222 on Adding additional mandatory CipherSuites for PSK TLS
	Vodafone
	7.9.4
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050442
	Removing an inconsistence within TS 33.222 (Section 6.2)
	Telecom Italia, Siemens, T-Mobile, Nokia
	7.9.4
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050443
	Adding a clarification to TS 33.222 (Section 6.1)
	Telecom Italia, T-Mobile, Nokia
	7.9.4
	Approval
	480
	Revised to 480

	S3-050444
	Comments on S3-050366 Work Item Description on GAA usage extensions and optimisations”
	Gemplus, Axalto, Oberthur
	7.9.1
	Discussion / Decision
	
	Withdrawn; for discussion at the next meeting.

	S3-050445
	LS on 3GPP GBA and BSF addressing
	Nokia
	7.9.2
	Approval
	Out
	Agreed to be sent

	S3-050446
	CR to 33.220 on Removing BSF addressing duplication
	Nokia
	7.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050447
	CR to 33.220 on Removing BSF addressing duplication
	Nokia
	7.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050448
	CR to 33.220 on Clarification of anonymous access to NAF in GBA (Rle-6)
	Ericsson
	7.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050449
	CR to 33.220 on Clarification of anonymous access to NAF in GBA (Rel-7)
	Ericsson
	7.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050450
	CR to 33.220 on Removing IMPI from USS (Rel-6)
	Ericsson
	7.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050451
	CR to 33.220 on Removing IMPI from USS (Rel-7)
	Ericsson
	7.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050452
	CR to 33.220 on Clarification of lifetime of derived keys (Rel-6)
	Ericsson
	7.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050453
	CR to 33.220 on Clarification of lifetime of derived keys (Rel-7)
	Ericsson
	7.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050454
	CR to 33.220 on Informative annex on usage of USS for local policy enforcement in BSF
	Nokia, Siemens
	7.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050455
	[DRAFT] LS on the usage of 2G SIM cards in GBA
	Nokia
	7.9.2
	Approval
	Out
	Agreed to be sent

	S3-050456
	CR to 33.203 on Network hiding (Rel-5)
	Orange
	7.1.1
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050457
	CR to 33.203 on Network hiding (Rel-6)
	Orange
	7.1.1
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050458
	CR to 33.203 on Clarification of the authentication failure procedures
	Orange
	7.1.1
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050459
	CR to 33.203 on Clarification of the authentication failure procedures
	Orange
	7.1.1
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050460
	Presentation of S3-050402 on Enabling NAT traversal for signalling messages in the IMS access security framework
	Siemens
	7.1.1
	Information
	402
	Noted, see paper in 402

	S3-050461
	LS Joint TISPAN WG7 and 3GPP Meeting on 14th September 2005 in Slovenia
	SA3
	7.1.1
	Discussion
	Out
	Agreed to be sent

	S3-050462
	Proposed Structure for Feasibility Study on IMS Security Extensions
	Ericsson
	7.1.1
	Discussion / Decision
	482
	Revised to 482

	S3-050463
	CR to 33.978 on Checking for USIM or ISIM before starting a fully compliant IMS registration
	Vodafone
	7.1.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050464
	CR to 33.978 on Correct THIG function description
	Huawei,Vodafone
	7.1.2
	Approval
	483
	Revised to 483

	S3-050465
	Draft TCAP user security specification based on TS 33.200
	Siemens
	7.2
	Discussion / Decision
	None
	Endorsed with the plan to propose CT4 remove MAP Sec for Rel-7 onwards after the stage two is ready for them to create the stage 3 for their TS;

	S3-050466
	Network Domain Security; SS7 security Gateway (NDS/TCAPsec)
	Siemens
	7.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050467
	LS on Security key set change on PS handover
	SA3
	7.5
	Discussion / Decision
	Out
	Sent to email discussion/approval; Comments will be accepted until 15th August. A final version will be published on the 22nd August.

	S3-050468
	Access Security Review version 0.1.0 (RE: [GERAN] Access Security Review TR v 0.1.0)
	Ericsson
	7.6
	Discussion / Decision
	None
	Noted when eventually it appears

	S3-050469
	CR to 33.234 on Correction of reference
	Ericsson
	7.10
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050470
	LS on the authorisation and authentication procedures on the Wm interface
	SA3
	7.10
	Discussion / Decision
	Out
	Agreed to be sent

	S3-050471
	LS on HTTPS connection between a UICC and NAF
	Axalto
	7.9.4
	Approval
	AP 38.04
	Withdrawn see AP 39.04

	S3-050472
	Comments on Efficiency of Tunnel Setup (S3-050426)
	Motorola
	7.10
	Discussion
	None
	Noted;elegates were asked to concentrate on the analysis of the achieved optimization against the extra complexity

	S3-050473
	CR to 33.246 on Clarify FEC handling
	Siemens
	7.20
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050474
	CR to 33.246 on Clarification to UE handling at reception of service announcement description
	Ericsson
	7.20
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050475
	Back-off parameter binding scope
	Ericsson
	7.20
	Discussion / Decision
	Out
	Agreed to be sent to SA for approval

	S3-050476
	Correction of USIM based ciphering on dedicated channels
	Siemens AG
	7.21
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050477
	Correction on service specific group keys
	Siemens AG
	7.21
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050478
	Pseudo-CR to Liberty 3GPP Security Interworking TR
	Nokia, Siemens
	7.25
	Discussion / Decision
	None
	Noted as the baseline for the TR

	S3-050479
	CR to 33.222 on Usage of Ks_int_NAF for HTTPS connection between a UICC and a NAF
	Nokia
	7.9.4
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050480
	Adding a clarification to TS 33.222 (Section 6.1)
	Telecom Italia, T-Mobile, Nokia
	7.9.4
	Approval
	Out
	Agreed to be sent to SA for approval; Agreed to be sent to SA for approval

	S3-050481
	CR to 33.220 on Usage of Ks_int_NAF in NAF
	Nokia
	7.9.2
	Approval
	Out
	Agreed to be sent to SA for approval; This depends on the approval of 479;

	S3-050483
	CR to 33.978 on Correct THIG function description
	Huawei,Vodafone
	7.1.2
	Approval
	Out
	Agreed to be sent to SA for approval


Annex C:
Status of specifications under SA WG3 responsibility
	Spec

Number
	Title
	PH1-Vers
	PH2-Vers
	R96-vers
	R97-vers
	R98-vers
	R99-vers
	Rel4-vers
	Rel5-vers
	Rel6-vers
	Rel7-vers

	01.31
	Fraud Information Gathering System (FIGS); Service requirements; Stage 0
	
	
	
	
	7.0.1
	8.0.0
	
	
	
	

	01.33
	Lawful Interception requirements for GSM
	
	
	
	
	7.0.0
	8.0.0
	
	
	
	

	01.61
	General Packet Radio Service (GPRS); GPRS ciphering algorithm requirements
	
	
	
	6.0.1
	7.0.0
	8.0.0
	
	
	
	

	02.09
	Security aspects
	3.1.0
	4.5.1
	5.2.1
	6.1.1
	7.1.1
	8.0.1
	
	
	
	

	02.31
	Fraud Information Gathering System (FIGS); Service description; Stage 1
	
	
	
	
	7.1.1
	
	
	
	
	

	02.32
	Immediate Service Termination (IST); Service description; Stage 1
	
	
	
	
	7.1.1
	
	
	
	
	

	02.33
	Lawful Interception (LI); Stage 1
	
	
	
	
	7.3.0
	8.0.1
	
	
	
	

	03.20
	Security-related network functions
	3.3.2
	4.4.1
	5.2.1
	6.1.0
	7.2.0
	8.1.0
	
	
	
	

	03.31
	Fraud Information Gathering System (FIGS); Service description; Stage 2
	
	
	
	
	7.0.0
	
	
	
	
	

	03.33
	Lawful Interception; Stage 2
	
	
	
	
	7.2.0
	8.1.0
	
	
	
	

	03.35
	Immediate Service Termination (IST); Stage 2
	
	
	
	
	7.0.1
	
	
	
	
	

	10.20
	Lawful Interception requirements for GSM
	
	
	5.0.1
	
	
	
	
	
	
	

	21.133
	3G security; Security threats and requirements
	
	
	
	
	
	3.2.0
	4.1.0
	
	
	

	22.022
	Personalisation of Mobile Equipment (ME); Mobile functionality specification
	
	
	
	
	
	3.2.1
	4.1.0
	5.0.0
	6.0.0
	

	22.031
	Fraud Information Gathering System (FIGS); Service description; Stage 1
	
	
	
	
	
	3.0.0
	4.0.0
	5.0.0
	6.0.0
	

	22.032
	Immediate Service Termination (IST); Service description; Stage 1
	
	
	
	
	
	3.0.0
	4.0.0
	5.0.0
	6.0.0
	

	23.031
	Fraud Information Gathering System (FIGS); Service description; Stage 2
	
	
	
	
	
	3.0.0
	4.0.0
	5.0.0
	6.0.0
	

	23.035
	Immediate Service Termination (IST); Stage 2
	
	
	
	
	
	3.1.0
	4.1.0
	5.1.0
	6.0.0
	

	33.102
	3G security; Security architecture
	
	
	
	
	
	3.13.0
	4.5.0
	5.5.0
	6.3.0
	

	33.103
	3G security; Integration guidelines
	
	
	
	
	
	3.7.0
	4.2.0
	
	
	

	33.105
	Cryptographic algorithm requirements
	
	
	
	
	
	3.8.0
	4.2.0
	5.0.0
	6.0.0
	

	33.106
	Lawful interception requirements
	
	
	
	
	
	3.1.0
	4.0.0
	5.1.0
	6.1.0
	

	33.107
	3G security; Lawful interception architecture and functions
	
	
	
	
	
	3.5.0
	4.3.0
	5.6.0
	6.5.0
	7.0.0

	33.108
	3G security; Handover interface for Lawful Interception (LI)
	
	
	
	
	
	
	
	5.9.1
	6.9.0
	7.1.0

	33.120
	Security Objectives and Principles
	
	
	
	
	
	3.0.0
	4.0.0
	
	
	

	33.141
	Presence service; Security
	
	
	
	
	
	
	
	
	6.1.0
	

	33.200
	3G Security; Network Domain Security (NDS); Mobile Application Part (MAP) application layer security
	
	
	
	
	
	
	4.3.0
	5.1.0
	6.1.0
	

	33.203
	3G security; Access security for IP-based services
	
	
	
	
	
	
	
	5.9.0
	6.7.0
	

	33.210
	3G security; Network Domain Security (NDS); IP network layer security
	
	
	
	
	
	
	
	5.5.0
	6.5.0
	

	33.220
	Generic Authentication Architecture (GAA); Generic bootstrapping architecture
	
	
	
	
	
	
	
	
	6.5.0
	7.0.0

	33.221
	Generic Authentication Architecture (GAA); Support for subscriber certificates
	
	
	
	
	
	
	
	
	6.2.0
	

	33.222
	Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)
	
	
	
	
	
	
	
	
	6.4.0
	

	33.234
	3G security; Wireless Local Area Network (WLAN) interworking security
	
	
	
	
	
	
	
	
	6.5.0
	

	33.246
	3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)
	
	
	
	
	
	
	
	
	6.3.0
	

	33.310
	Network domain security; Authentication framework (NDS/AF)
	
	
	
	
	
	
	
	
	6.2.0
	

	33.810
	3G Security; Network Domain Security / Authentication Framework (NDS/AF); Feasibility Study to support NDS/IP evolution
	
	
	
	
	
	
	
	
	6.0.0
	

	33.817
	Feasibility study on (Universal) Subscriber Interface Module (U)SIM security reuse by peripheral devices on local interfaces
	
	
	
	
	
	
	
	
	6.1.0
	

	33.900
	Guide to 3G security
	
	
	
	
	
	
	
	0.4.1
	
	

	33.901
	Criteria for cryptographic Algorithm design process
	
	
	
	
	
	3.0.0
	4.0.0
	
	
	

	33.902
	Formal Analysis of the 3G Authentication Protocol
	
	
	
	
	
	3.1.0
	4.0.0
	
	
	

	33.908
	3G Security; General report on the design, specification and evaluation of 3GPP standard confidentiality and integrity algorithms
	
	
	
	
	
	3.0.0
	4.0.0
	
	
	

	33.909
	3G Security; Report on the design and evaluation of the MILENAGE algorithm set; Deliverable 5: An example algorithm for the 3GPP authentication and key generation functions
	
	
	
	
	
	
	4.0.1
	
	
	

	33.919
	Generic Authentication Architecture (GAA); System description
	
	
	
	
	
	
	
	
	6.2.0
	

	33.941
	Presence service; Security
	
	
	
	
	
	
	
	
	0.6.0
	

	33.978
	Security aspects of early IP Multimedia Subsystem (IMS)
	
	
	
	
	
	
	
	
	6.1.0
	

	35.201
	Specification of the 3GPP confidentiality and integrity algorithms; Document 1: f8 and f9 specifications
	
	
	
	
	
	3.2.0
	4.1.0
	5.0.0
	6.0.0
	

	35.202
	Specification of the 3GPP confidentiality and integrity algorithms; Document 2: Kasumi algorithm specification
	
	
	
	
	
	3.1.2
	4.0.0
	5.0.0
	6.0.0
	

	35.203
	Specification of the 3GPP confidentiality and integrity algorithms; Document 3: Implementors' test data
	
	
	
	
	
	3.1.2
	4.0.0
	5.0.0
	6.0.0
	

	35.204
	Specification of the 3GPP confidentiality and integrity algorithms; Document 4: Design conformance test data
	
	
	
	
	
	3.1.2
	4.0.0
	5.0.0
	6.0.0
	

	35.205
	3G Security; Specification of the MILENAGE Algorithm Set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: General
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	

	35.206
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm Set for the 3GPP Authentication and Key Generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 2: Algorithm specification
	
	
	
	
	
	
	4.0.0
	5.1.0
	6.0.0
	

	35.207
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm Set for the 3GPP Authentication and Key Generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 3: Implementors’ test data
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	

	35.208
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm Set for the 3GPP Authentication and Key Generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 4: Design conformance test data
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	

	35.909
	3G Security; Specification of the MILENAGE algorithm set: an example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 5: Summary and results of design and evaluation
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	

	41.031
	Fraud Information Gathering System (FIGS); Service requirements; Stage 0
	
	
	
	
	
	
	4.0.1
	5.0.0
	6.0.0
	

	41.033
	Lawful Interception requirements for GSM
	
	
	
	
	
	
	4.0.1
	5.0.0
	6.0.0
	

	41.061
	General Packet Radio Service (GPRS); GPRS ciphering algorithm requirements
	
	
	
	
	
	
	4.0.0
	
	
	

	42.009
	Security aspects
	
	
	
	
	
	
	4.0.0
	
	
	

	42.033
	Lawful Interception; Stage 1
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	

	43.020
	Security-related network functions
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.1.0
	

	43.033
	3G security; Lawful Interception; Stage 2
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	

	55.205
	Specification of the GSM-MILENAGE algorithms: An example algorithm set for the GSM Authentication and Key Generation Functions A3 and A8
	
	
	
	
	
	
	
	
	6.1.0
	

	55.216
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 1: A5/3 and GEA3 specification
	
	
	
	
	
	
	
	
	6.2.0
	

	55.217
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 2: Implementors' test data
	
	
	
	
	
	
	
	
	6.1.0
	

	55.218
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 3: Design and conformance test data
	
	
	
	
	
	
	
	
	6.1.0
	

	55.919
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 4: Design and evaluation report
	
	
	
	
	
	
	
	
	6.1.0
	


Annex D:
List of CRs to specifications under SA WG3 responsibility agreed at meeting #39
	Spec
	CR
	Rev
	Phase
	Subject
	Cat
	Cur Vers
	Doc No.
	Status
	WI

	33.203
	081
	-
	Rel-5
	CR to 33.203 on Network hiding (Rel-5)
	F
	5.9.0
	S3-050456
	agreed
	IMS-SEC

	33.203
	082
	-
	Rel-6
	CR to 33.203 on Network hiding (Rel-6)
	A
	6.7.0
	S3-050457
	agreed
	IMS-SEC

	33.203
	083
	-
	Rel-5
	CR to 33.203 on Clarification of the authentication failure procedures
	F
	5.9.0
	S3-050458
	agreed
	IMS-SEC

	33.203
	084
	-
	Rel-6
	CR to 33.203 on Clarification of the authentication failure procedures
	A
	6.7.0
	S3-050459
	agreed
	IMS-SEC

	33.220
	058
	-
	Rel-6
	CR to 33.220 on Removing BSF addressing duplication
	F
	6.5.0
	S3-050446
	agreed
	SEC-SC1

	33.220
	059
	-
	Rel-7
	CR to 33.220 on Removing BSF addressing duplication
	A
	7.0.0
	S3-050447
	agreed
	SEC-SC1

	33.220
	053
	-
	Rel-6
	CR to 33.220 on Clarification of anonymous access to NAF in GBA (Rle-6)
	F
	6.5.0
	S3-050448
	agreed
	SEC1-SC

	33.220
	054
	-
	Rel-7
	CR to 33.220 on Clarification of anonymous access to NAF in GBA (Rel-7)
	A
	7.0.0
	S3-050449
	agreed
	SEC1-SC

	33.220
	055
	-
	Rel-6
	CR to 33.220 on Removing IMPI from USS (Rel-6)
	F
	6.5.0
	S3-050450
	agreed
	SEC1-SC

	33.220
	056
	-
	Rel-7
	CR to 33.220 on Removing IMPI from USS (Rel-7)
	A
	7.0.0
	S3-050451
	agreed
	SEC1-SC

	33.220
	060
	-
	Rel-6
	CR to 33.220 on Clarification of lifetime of derived keys (Rel-6)
	F
	6.5.0
	S3-050452
	agreed
	SEC1-SC

	33.220
	061
	-
	Rel-6
	CR to 33.220 on Clarification of lifetime of derived keys (Rel-7)
	A
	7.0.0
	S3-050453
	agreed
	SEC1-SC

	33.220
	057
	-
	Rel-7
	CR to 33.220 on Informative annex on usage of USS for local policy enforcement in BSF
	C
	7.0.0
	S3-050454
	agreed
	SEC1-SC

	33.220
	062
	-
	Rel-7
	CR to 33.220 on Usage of Ks_int_NAF in NAF
	B
	7.0.0
	S3-050481
	agreed
	SEC1-SC

	33.222
	020
	-
	Rel-6
	CR to 33.222 on Adding additional mandatory CipherSuites for PSK TLS
	F
	6.4.0
	S3-050441
	agreed
	SEC1-SC

	33.222
	021
	-
	Rel-6
	Removing an inconsistence within TS 33.222 (Section 6.2)
	F
	6.4.0
	S3-050442
	agreed
	GBA-SSC

	33.222
	022
	-
	Rel-7
	CR to 33.222 on Usage of Ks_int_NAF for HTTPS connection between a UICC and a NAF
	B
	6.4.0
	S3-050479
	agreed
	GBA-SSC

	33.222
	023
	-
	Rel-6
	Adding a clarification to TS 33.222 (Section 6.1)
	F
	6.4.0
	S3-050480
	agreed
	GBA-SSC

	33.234
	067
	-
	Rel-6
	CR to 33.234 on Correction of reference
	F
	6.5.0
	S3-050469
	agreed
	WLAN

	33.246
	068
	-
	Rel-6
	CR to 33.246 on Clarify FEC handling
	F
	6.3.0
	S3-050473
	agreed
	MBMS

	33.246
	069
	-
	Rel-6
	CR to 33.246 on Clarification to UE handling at reception of service announcement description
	F
	6.3.0
	S3-050474
	agreed
	MBMS

	33.246
	070
	-
	Rel-6
	Back-off parameter binding scope
	F
	6.3.0
	S3-050475
	agreed
	MBMS

	33.978
	002
	-
	Rel-6
	CR to 33.978 on Checking for USIM or ISIM before starting a fully compliant IMS registration
	F
	6.1.0
	S3-050463
	agreed
	SEC-IMS

	33.978
	003
	-
	Rel-6
	CR to 33.978 on Correct THIG function description
	F
	6.1.0
	S3-050483
	agreed
	SEC-IMS

	43.020
	004
	-
	Rel-6
	Correction of USIM based ciphering on dedicated channels
	F
	6.1.0
	S3-050476
	agreed
	SECGKYV

	43.020
	005
	-
	Rel-6
	Correction on service specific group keys
	F
	6.1.0
	S3-050477
	agreed
	SECGKYV


Annex E:
List of Liaisons

E.1
Liaisons to the meeting

	TD number
	Title
	From
	Source TD
	Comment/Status

	S3-050352
	LS on TISPAN WG 7 IMS interception
	SA3 LI
	S3LI05_086
	-

	S3-050358
	Reply LS of Detecting the start of a WLAN Direct IP Access session based on Wa/Wd Accounting Messages
	SA2
	S2-051414
	Noted, there would appear to be some misunderstanding in SA2; see response in 359

	S3-050417
	Reply LS on "misalignment between TS 33.220 and TS 24.109"
	CT1
	C1-050806
	Noted

	S3-050418
	LS to SA3, OMA-LOC, 3GPP Requirements for HTTP based Zn interface support between the Network Application Function and the Boot Strapping Function
	CT4
	C4-050847
	Noted, see first stab at requirements in 365.

	S3-050419
	LS Response on next Steps for MAPsec
	CT4
	C4-050867
	Noted

	S3-050420
	LS on the authorisation and authentication procedures on the Wm interface
	CT4
	C4-050870
	Response in 470

	S3-050421
	Response to LS on General Security Policy for Secure Mobile End-to-End Data Communication
	ITU-T SG19
	COM 19 – LS 13 – E
	Noted

	S3-050422
	LS on Security key set change on PS handover
	RAN2
	R2-051684
	Response in 467

	S3-050423
	LS on requirements for voice call continuity
	SA1
	S1-050582
	Response in 435

	S3-050424
	Reply LS on security of stream bundling solutions
	SA4
	S4-050435
	See CR to align with this LS in 355

	S3-050425
	LS to 3GPP-SA3 concerning MAPsec
	IREG
	IREG Doc  49_020
	Noted

	S3-050433
	LS Joint TISPAN WG7 and 3GPP Meeting on 14th September 2005 in Slovenia
	TISPAN
	06TD384
	Response in 461


E.2
Liaisons from the meeting

	TD number
	Title
	TO
	CC
	Date Sent

	S3-050435
	LS on requirements for voice call continuity
	SA1
	SA2
	07/07/2005

	S3-050445
	LS on 3GPP GBA and BSF addressing
	GSMA IREG, SA2, CT4
	
	07/07/2005

	S3-050455
	[DRAFT] LS on the usage of 2G SIM cards in GBA
	SA1
	
	07/07/2005

	S3-050461
	LS Joint TISPAN WG7 and 3GPP Meeting on 14th September 2005 in Slovenia
	ETSI TISPAN WG7
	
	07/07/2005

	S3-050470
	LS on the authorisation and authentication procedures on the Wm interface
	CT4
	
	07/07/2005


Annex F:
Actions from the meeting

AP 39.01
MCC to find a TS number for the TS on TCAP user security specification based on TS 33.200 in S3-050465.
AP 39.02
Stefan Schroeder to co-ordinate an offline discussion regarding S3-050422 and determine an answer to be provided in S3-050467 over email if necessary.

AP 39.03
Colin Blanchard to co-ordinate the work on the use of accounting messages based on TD S3-050360, TD S3-050368 and TD S3-050369 and in response to TD S3-050358.
AP 39.04
MCC to report the approval of S1-050479 to CT1 and CT4.
AP 39.05
Dajiang Zhang to check what are the necessary changes to 33.234 that were referred-to in S3-050470.
AP 39.06
Bengt to contact the IETF dependency list co-ordinator and to inform them of the change in S3-050469.
3GPP
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