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*** START OF CHANGE #1 ***

6.6.2.2
Packet processing in the UE

When the SRTP module receives a packet, it will retrieve the correct cryptographic context identified by destination transport address, destination port and SSRC (according to RFC 3711 [11]), check if it has the MTK corresponding to the value in the MKI field in the SRTP cryptographic context.

NOTE 1:
The cryptographic context needs to be unique for each SRTP stream.

NOTE 2:
The SRTP module does not need to interpret the MKI field semantics. It only checks whether it has the MTK corresponding to the MKI value.

If the check is successful, the SRTP module processes the packet according to the security policy.

If the SRTP module does not have the MTK, it will request the MTK corresponding to the MKI from the key management module. When the key management module returns a new MTK, the SRTP module will derive new session keys from the MTK and process the packet. However, if the key management module does not have the MSK indicated by MKI, then it should fetch the MSK using the methods discussed in the clause 6.3.

If the correct MTK is not present in the UE when RTP traffic arrives, the UE shall wait for the next MTK update procedure from the BM-SC as described in clause 6.3.3.2.
NOTE 3:
It is implementation specific issue whether the UE spools encrypted packets or discards all packets before the UE has received the correct MTK.

If the SRTP module has lost synchronisation on the ROC (Roll-over counter) of the SRTP stream, it shall wait for the next MTK update message received within the ptm stream.  The SRTP module will obtain both the current ROC values (from the MIKEY Common Header Payload) and the s_l values (from the MIKEY Extension Payload), and use them as input to the SRTP Packet Index Determination Algorithm defined by RFC 3711.  This algorithm will determine the correct SRTP packet index and will also adjust the ROC value if necessary.  (See section 6.4.4.)
The below flow shows how the protected content is delivered to the UE.
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Figure 6.8: Delivery of protected streaming content to the UE
*** START OF CHANGE #2 ***

6.4.4
General extension payload

The MSK and MTK shall be delivered in messages that conform to the structure defined in RFC 3830 [9] (MIKEY). To be able to keep track of the key that is derived in the message, a general Extension Payload (EXT) with Type field value x is used that conforms to the structure defined in reference [16]. 

Editor's Note: The type value will be replaced by value requested from IANA.

The EXT includes a Key Domain ID and one or two Key Type ID sub-payloads depending on the message. These are used as follows.

For MSK delivery the EXT includes the Key Domain ID and a Key Type ID sub-payload. The Key Domain ID has the value as specified in clause 6.3.2.1. The Key Type ID sub-payload includes the type and ID of the key that is delivered in the message, i.e. the MSK ID, see figure 6.4a. The key that is used to protect the message, i.e. MUK, is identified as specified in clause 6.1.

For MTK delivery the EXT includes the Key Domain ID and two Key Type ID sub-payloads. The Key Domain ID has the value as specified in clause 6.3.2.1. The first Key Type ID sub-payload includes the type and ID of the key that is used to protect the message, i.e. the MSK ID, and the second Key Type ID sub-payload includes the type and ID of the key that is delivered in the message, i.e. the MTK ID, see figure 6.4b.

See clauses 6.3.2.1 and 6.3.3.1 for definition of MSK ID and MTK ID. The MTK ID is increased every time the corresponding key is updated. It is possible that the same MTK is delivered several times over MBMS bearer, and the ME can then discard messages related to a key it already has instead of passing them to the MGV-F. 

The MGV-F (see clause 6.5) protects itself from a possibly malicious ME by checking the integrity and freshness of the MIKEY message. 

The format of the key IDs shall be represented by unsigned integers, different from zero. The reason for disallowing zero is that it is reserved for future use. Note that this means that there can only be 2n ‑ 1 different keys in use during the same session, where n is the number of bits in the ID field.
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Figure 6.4a: Extension payload used with MIKEY MSK message

The concatenated list of the RTP stream sequence numbers is provided inside the MIKEY MTK update message as the parameter s_l_list.  The ith member of this list is associated with the ith SSRC and ROC values in the SRTP ID map of the MIKEY message, where i = 1, 2, …, #CS.  #CS is the number of crypto sessions, that is, the number of streams to be handled.  Each RTP sequence number is provided as a 2-byte value in the network byte order and therefore the size of the s_l_list parameter is #CS * 2 bytes. 

As a UE receives a MIKEY MTK update message, it shall store the s_l_list parameter along with the list of the ROC values for this service.  Each RTP sequence number inside s_l_list corresponds to the parameter s_l, defined by SRTP as the highest received sequence number for the corresponding RTP stream.

Afterwards, once the UE receives the first SRTP packet for a particular component stream of this service, it shall exercise the SRTP Packet Index Determination Algorithm defined by RFC 3711, which will both determine the SRTP packet index and also adjust the ROC value if necessary.  The UE will continue maintaining the ROC and s_l values locally, as specified by RFC 3711.
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Figure 6. 4b: Extension payload used with MIKEY MTK message
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