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1. ROC Synchronization Issue

This paper first explains an issue on Roll Over Counter (ROC) in TS 33.246 for SRTP. 

Whenever an RTP sequence number for a particular component RTP stream wraps around, the ROC for the stream is incremented by one.  This is independent of when MIKEY messages are generated and sent out.  It is possible that the ROC for one of the RTP streams is incremented right after a MIKEY message is sent out. Therefore, the actual ROC value used to encrypt the subsequent SRTP packets is larger than the ROC value specified in the MIKEY message. As a result, a UE may not be able to decrypt the packets correctly. 

Once the UE got a wrong ROC value, it will be required to internally maintain and update the ROC values and may not be able to recover until it tunes out and back into this same service and therefore has to re-acquire the ROC values from a new MIKEY message.

Since message authentication for SRTP is optional, the method of using MAC to estimate the right ROC value, as specified in RFC 3711, may not always apply. 

In section 2, we will suggest a solution for this problem. 

2. Proposed Solution
In order to solve the problem stated in section 1, we suggest to include a snapshot of the RTP sequence numbers in the MIKEY message (along with the ROC values). Sequence number i corresponds to the sequence number for the RTP stream identified by the ith SSRC and ROC values listed in the SRTP ID map of the MIKEY message, i = 1, 2, …, #CS. #CS is the number of crypto sessions, that is, the number of streams to be handled. We denote the integer parameter containing the concatenated list of the RTP stream sequence numbers as s_l_list.  The size of s_l_list is #CS * 2 bytes.

As a UE receives a MIKEY MTK update message, it shall store the s_l_list parameter along with the list of the ROC values for this service.  Each sequence number in the s_l_list corresponds to the parameter s_l that must already be kept by UE, as defined by RFC 3711 (SRTP).  Afterwards, once the UE receives the first SRTP packet for a particular component stream of this service, it shall apply the full Packet Index Determination algorithm that is defined by RFC 3711, section 3.3.1 and Appendix A.  This SRTP algorithm utilizes the values of both ROC and s_l for each RTP stream.

Note that this proposed solution does not require a UE to store any additional or modified information – a list of s_l (last seen sequence number) must already be maintained by a UE, according to RFC 3711.  This solution defines an additional circumstance under which s_l values can be updated, based on the contents of the MIKEY message.

Please see the attached CR for details.

3. Discussion and Other Options
With this change, it assumes that RTP sequence numbers wrap around infrequently such that none of them will wrap around twice or more during the lifetime of a single MTK.  If it turns out that it is possible for an RTP sequence number to wrap around at least twice during a single MTK lifetime, then either a smaller upper bound for the MTK lifetime would need to be defined or MIKEY messages would have to be updated whenever one of ROC values changes – even during the lifetime of the same MTK. 

Note this CR does not list changes to section 6.4.5.3.  However, it is not clear as to why section 6.4.5.3 makes ROC values optional inside the MTK Update messages?  If ROC values are not provided (and are zeroed-out as per section 6.4.5.3), then recivers trying to tune into an MBMS service will not be able to obtain ROC synchronization.  Should the text, making ROC values optional, be removed from section 6.4.5.3?
Another option of solving this problem may be the method, as specified in 3GPP2, that every SRTP packet carries a ROC. Compared with the above solution, this will increase the bandwidth significantly. 

Mandating authentication will solve this problem as well. However, further study may be needed regarding impacts from mandatory authentication.
One other possible solution would be to force a change to the MTK at the same time that an ROC value of any of the component RTP streams (for a particular service) has just been incremented. This would ensure that the ROC values relayed inside a MIKEY MTK Update message are valid for the lifetime of that MTK.  The problem with this solution though is that the timing of the RTP sequence number wrap-arounds is independent of the MBMS security solution, and it is possible that 2 component streams for the same service will have their sequence numbers wrap-around back-to-back, within just a few packets.  This would force MBMS implementations to support MTK lifetimes that are as short as a single packet.  And in the infrastructure, this closely binds RTP streaming or RTP encryption function with the function that generates MTKs.
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