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Summary
The Generic Bootstrapping Architecture, as specified in TS 33.220 for Release 6, is based on the USIM. At SA3#37, two contributions, by Nokia and by Qualcomm, were discussed, which proposed different solutions for extending the GBA to allow for the use of SIM cards or SIM applications on a UICC. At the last SA plenary, SA#28, it was requested that “… the security implications [of 2G GBA] should be seriously considered by SA WG3.” and “TSG SA asked SA WG1 to decide which services could be secured with SIM card level security.” But “SIM card level security” is an ill-defined concept, as long as the protocol in which a SIM card is used is not specified, therefore the question to SA1 is also ill-defined. 

This contribution proposes a solution for 2G GBA. A concrete solution is a prerequisite so that we can say more precisely what the security implications of the use of SIM cards for GBA would be and clarify the question to SA1. Our solution builds on Nokia’s solution, but provides a higher security level. The security level is even higher still compared to the current GSM authentication and key agreement protocol. Furthermore, our solution consumes less authentication vectors than Nokia’s solution. This is achieved by mandating the use of TLS with server certificates and using TLS to confidentially transmit a key input parameter. Our solution is also seen to have a security advantage over Qualcomm’s solution regarding network authentication, but, in addition,its main advantage over Qualcomm’s solution is that the modification of the Ub reference point is minimised and that the security parameters can be carried in well established IETF protocols.

A draft CR to TS 33.220 can be found in attachment 1, which implements our solution. Attachment 2 provides Text which we propose to include in an LS to SA1.

1 Introduction 

It is well known that the vast majority of mobile subscribers using 3GPP-specified systems is still equipped with SIM cards, and that the distribution of USIMs is currently much lower than anticipated some time ago. While the replacements of SIMs by USIMs is certainly to be encouraged for security reasons, it is a commercial fact that this replacement will take a considerable time and may not even be mainly driven by security considerations. Some operators have therefore expressed the desire to be able to use their large base of SIM cards to not only allow access to CS and PS services, but also to applications. A SIM-based Generic Bootstrapping Architecture would allow them to do this. Assuming that a 2G GBA solution provides reasonable protection against well-known attacks on GSM security, 2G GBA could actually help to improve the overall security situation for these operators, as the alternatives for securing application access would likely be based on much less secure procedures, such as password-based procedures or GSM procedures without mitigation of known attacks.

We therefore propose a 2G GBA solution in this contribution, which we believe provides reasonable protection against well-known attacks on GSM security.

2 Previous work 

At SA3#37, two contributions, S3-050053 by Nokia and S3-050097 by Qualcomm, were discussed, which proposed different solutions for extending the GBA to allow for the use of SIM cards or SIM applications on a UICC.

2.1 S3-050053 by Nokia 

We shortly summarise the main features of Nokia’s proposal here: 

Nokia proposed to combine the cipher keys Kc from three GSM triplets, also called GSM authentication vectors, (RAND, SRES, Kc) in such a way that a key with length of 256 bits is obtained. This key is then used to derive converted UMTS authentication parameters RES, AUTN, CK and IK. RES and AUTN are fed into HTTP Digest AKA, which is run over the Ub interface. CK and IK are concatenated to obtain the GBA key Ks. In this way, the changes to the Ub interface are minimised while the key length of Ks is as in the current GBA procedure. The aim of using multiple triplets is to overcome the disadvantage of short GSM cipher keys Kc. 

Nokia’s solution has, however, security shortcomings:
1) The following has already been acknowledged in S3-050053, section 2.5: the main risk is that the GSM triplets used in their 2G GBA solution can be used by an attacker also in a normal GSM context. The attacker need not even play a man-in-the-middle for the 2G GBA procedure, rather it would suffice that he listens on the Ub interface (which is not encrypted) to obtain the three RAND parameters from the three GSM triplets used. The attacker then proceeds to use a false base station to get the target to respond to the challenges RAND with an SRES and some bits of data encrypted with Kc. The attacker may repeat this procedure. In this was, he may deduce the three cipher keys Kc, one by one independently, either by brute force or by exploiting weaknesses of GSM ciphering algorithms. (Remember that A5/1 has only about 40 bits effective key length.) If the attacker manages to obtain Ks within the lifetime of Ks, the security on the Ua interface may be completely compromised, if he obtains Ks only after the expiry of Ks, confidentiality of Ua may be compromised, e.g when pskTLS is used. S3-050053 therefore proposed to prevent the re-use of GSM triplets, which were used for 2G GBA, in a different GSM context, at least for the lifetime of the GBA key Ks, which is derived from these GSM triplets. This is proposed to be done by storing the used RAND parameters on the ME. But preventing the re-use of GSM triplets by storing the RAND parameters on the ME is certainly impossible on a permanent basis, and it seems impractical even for the lifetime of Ks. A general implementation problem with this approach of storing RAND on the ME appears to be that 2G GBA and GSM access are likely to be implemented as two completely independent modules on the UE, and requiring the ME to keep state which needs to be accessed by both modules may be problematic. In particular, the GSM implementation would have to be changed because it would have to check for the RAND cached by 2G GBA before sending a request to the SIM.  

2) Network (i.e BSF) authentication to the UE by a parameter AUTN converted from GSM triplets is weak as there is no freshness guarantee for AUTN. In UMTS this freshness guarantee is provided by sequence numbers. But, contrary to what is said in S3-050053, section 2.5, BSF authentication is important, because otherwise the UE does not know who it shares a key with and, consequently, the UE cannot trust the authentication of the NAF to the UE. 

2.2 S3-050097 by Qualcomm

We shortly summarise the main features of Qualcomm’s proposal here: 

A key Ks is agreed by means of an authenticated Diffie-Hellman procedure. The BSF is authenticated by means of a certificate, the UE by means of a MAC. The MAC key is derived from a single GSM triplet. 

This solution provides a considerable security enhancement over Nokia’s proposal, but it has the drawback that it completely changes the way in which Ub works today. It is not clear in which bearer protocol the Diffie-Hellman parameters should be carried. This would imply additional stage 2 and stage 3 work. The security of the authentication of the BSF to the UE is based only on certificates. While this is theoretically secure, it is known that server authentication by certificates may be implemented in a weak way, if the UE does not properly check the certificate, e.g. by using the wrong root key, or not obtaining sufficient authorisation information.

Both solutions presented at SA3#37 mention the use of TLS, but do not consider it further for various reasons.

3 Our solution

We propose to build on Nokia’s solution, as described in S3-050053, and enhance it in the following way (summary only, for details cf. the attached CR): 

We mandate that, on the Ub reference point, HTTP Digest AKA is used with TLS with BSF certificates. TLS shall be used with encryption enabled. Only one GSM triplet (RAND, SRES, Kc) is used to compute an authentication response RES from SRES and Kc, which is sent by the UE to the BSF through the established, server-authenticated TLS tunnel. The BSF also selects a random number “Ks-input”, which it confidentially sends to the UE as server specific data in the aka-nonce field of HTTP Digest AKA. “Ks-input” is used together with the parameters from the GSM triplet to compute the GBA key Ks. For the authentication of the BSF to the UE, the UE relies not only on TLS with the BSF certificate, but also verifies the parameter AUTN computed from the GSM triplet, in a way similar to Nokia’s proposal. 

4 Security analysis of our solution

Impersonation of the UE to the BSF during the run of the Ub protocol: this is the main threat in our solution. 

1) An attacker (being in the possession of 2G GBA equipment) could try to find SRES and Kc. He would be at the client end of the TLS tunnel to the BSF and send the challenge RAND to the target GSM user, in order to obtain the response SRES. However, for the attack to be successful, he would have to find also Kc within the runtime of the protocol over Ub. This may be feasible when the terminal of the target GSM user still runs A5/2, but is infeasible for the foreseeable future when one of the other GSM encryption algorithms is used. But A5/2 will be removed from networks by the end of 2006, and will not be present in any 2G GBA enabled terminals. A vulnerability caused by A5/2 would only exist in the case where a GSM user has subscribed to 2G GBA feature, but uses his SIM in an old terminal with A5/2 enabled while being targeted by the attacker. But the practical implications of this remaining vulnerability are expected to be limited as a user subscribed to 2G GBA will own a Release 7 terminal (2G GBA will be a Release 7 feature), and the likelihood of him inserting his SIM in an old terminal, and an attacker obtaining this information and exploiting it for a man-in-the-middle attack, may be low in practice. Furthermore, old terminals will gradually disappear. 

2) An attacker could also try to find the long-term key K. He could do this by exploiting weaknesses of A3/A8 as they were found for COMP128, while in possession of the SIM. While this threat exists when COMP128 is used, it disappears when more secure A3/A8 algorithms are used. These are available today, cf. “GSM MILENAGE”, as specified in TS 55.205 v610. Operators are advised in general to discontinue the use of COMP128, and operators should be even more strongly encouraged not to use COMP128 in SIMs of subscribers subscribed to 2G GBA. In addition, it was mentioned by some that 2G GBA may cause operators to delay a replacement of SIMs by the more secure USIMs. But if an operator does not bother to change COMP128 in a SIM card, in spite of the obvious vulnerability of this algorithm, then this operator is very unlikely to replace a SIM by a USIM for security reasons. Furthermore, the risk of efficient attacks on COMP128 is limited in practice through the requirement of physical possession of the SIM. 

Impersonation of the BSF to the UE during the run of the Ub protocol: the authentication of the BSF to the UE is improved compared to both solutions presented at SA3#37. An attacker succeeds only if he can break both, the certificate-based TLS authentication to the UE and the GSM-based authentication using AUTN.

Finding the GBA key Ks during or after the Ub protocol run: here, our solution provides a considerable improvement over Nokia’s solution. It rests on both, GSM security, as the attacker needs to know all the parameters of the GSM triplet, in particular Kc, and TLS security, as the attacker also needs to know the Ks-input parameter confidentially transmitted by the BSF over TLS. Breaking GSM security after the Ub protocol run alone does not help. 

Summing up, our solution relies on GSM security alone only for UE-to-BSF authentication. For BSF-to-UE authentication and for establishment of the key Ks, the solution relies on both, GSM security and TLS security. The solution requires GSM algorithms to be only so strong that they cannot be broken during the maximum time of one run of the Ub protocol, while Nokia’s solution essentially requires that they cannot be broken in arbitrary time, given that the replay protection mechanism by storing RAND on the ME is impractical to do for a limited time and impossible to do permanently. Qualcomm’s solution seems to have equivalent strength regarding the ability of the attacker to find Ks, but is somewhat less strong regarding BSF-to-UE authentication. So, 2G GBA could actually help to improve the overall security situation for operators which have not yet migrated to USIMs, as the alternatives for securing application access would likely be based on much less secure procedures, such as password-based procedures or GSM procedures without mitigation of known attacks.

Conclusions

It was shown in this contribution that a solution for 2G GBA is possible which eliminates the most serious practical vulnerabilities known for GSM. The remaining level of risk of using 2G GBA is deemed acceptable. The presented solution provides a considerable security improvement over Nokia’s contribution to SA3#37 and requires less changes to the current Ub interface than Qualcomm’s contribution to SA3#37. We therefore propose the following:

Proposal

It is proposed to approve the CR attached to this contribution.

It is further proposed to send an LS to SA1#29 (11-15 July) to explain the current state of discussion in SA3, and the security level of the solution (or solutions) under consideration. This information is required by SA1 so that they can work on the action to SA1 originating from the last SA plenary. It is suggested not to cc this LS to SA as SA3 will meet again before the next SA meeting. Text proposed to be included in the LS to SA1 can be found in Attachment 2 to this contribution. 




