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1 Introduction

The Generic Bootstrapping Architecture (GBA) is a 3GPP feature introduced in Release 6 which leverages an operator’s AuC and USIM/ISIM base to provide security for network services. It re-uses the 3G Authentication and Key Agreement (AKA) protocol, which is used for network access security, to bootstrap the establishment of shared secrets between the User Equipment (UE) and a so-called Network Application Function (NAF). These shared secrets can then be used to provide security between the UE and the NAF as part of an application-specific protocol. GBA may be used to secure a wide range of 3GPP and non-3GPP services. 

Currently GBA only supports USIM or ISIM access. Nokia have recently proposed to add SIM support to GBA as an extension of the GBA specifications [S3-050053]. This contribution provides further information to support the proposal to add SIM support to GBA.

As further background, it should be taken into account that 3GPP2 recently decided to support their legacy R-UIM for GBA.
2 Services which may make use of GBA

Multicast services: GBA is an essential part of the 3GPP MBMS security architecture.

HTTP-based services: The 3GPP specifications define methods for using GBA to secure HTTP services. These methods are optional used to secure access to the OMA XCAP Data Management Server (XDMS). XDMS is used to allow the customer to manage various data needed for IMS-based services like instant messaging and push-to-talk.

Location services: GBA is an optional part of the security architecture for OMA Secure User Plane Location (SUPL). 

Other OMA enablers: GBA is in the process of being adopted by OMA as a key component in the emerging OMA Common Security Enablers standard. This may result in GBA being used for many more OMA applications. 

Liberty single sign on and web services: GBA may also be used as the method for providing client authentication towards an Identity Provider as part of the Liberty Alliance Identity Framework. It may also be used to secure web services.
Other: GBA could be used for various proprietary applications where authentication of the UICC is required. 
3 Evaluation 
Advantages of adding SIM support to GBA:

· Removes dependency of GBA-based services on USIM/ISIM availability. Even for operators who are in the process of deploying USIMs, it may be unnecessarily restrictive that only those subscribers that already have USIMs can use GBA-based services. Due to the long lifetime of a SIM and the rather costly and complicated process of replacing SIMs with USIMs, it is expected that many subscribers will still use SIMs for the next few years. 

· Removes the limitation that GSM-only operators must upgrade their AuCs and issue USIMs/ISIMs in order to deploy GBA-based services. Operators that do not yet plan to deploy UMTS or IMS may not be able to justify the cost of upgrading their AuCs and issuing USIMs or ISIMs just so that they can deploy certain GBA-based services. On the other hand, if the GUSS part of GBA is needed then the HLR/HSS may need to be upgraded even if SIM-based GBA is used.  

· Removes the limitation that terminals which support GBA must support the USIM/ISIM interface. This is especially true for GSM/GPRS-only terminals where there might otherwise be little incentive to add USIM/ISIM interface support to the underlying platform. Furthermore, in some cases it may be possible that all other functionality needed to support the GBA-based service could be easily introduced onto such devices in software, and that lack of support for USIM/ISIM is the only significant barrier due to the fact that it might require a hardware upgrade.
 It is assumed that new GSM-only terminals will be sold for several years to come, even in networks that have already started to deploy UMTS, and that it will be important to be able to deploy services on such platforms which could potentially be secured using GBA. It is acknowledged that USIM interface is mandatory to support from 3GPP Release 5 onwards, and that adding support for devices which do not support USIM interface in subsequent releases means that we would support devices in the GBA specifications which violate other parts of the same Release of the specifications. Although this is generally not a good principle to adopt in the 3GPP specifications, we believe that it is justified in this case. 
· Better than alternative solutions. A SIM-based GBA solution may be considerably better, in terms of security and other factors, than alternative solutions that would be deployed if SIM-based GBA were not available. For example, alternative solutions, such as password-based authentication, may provide a lower level of security or be more difficult to provision and manage than GBA.
Disadvantages of adding SIM support to GBA:

· Lower level of security for GBA-based services. Compared with USIM/ISIM-based GBA, SIM-based GBA will offer a lower level of security. However, for many applications the level of security offered may still be perfectly adequate. If SIM-based GBA does not offer an adequate level of security for a particular application, then the operator could ensure that SIM-based GBA is not allowed for that application, whilst allowing its use for certain other applications.

· Prolongs life of SIM and discourages deployment of USIM. If SIM support is added to GBA, then operators, who currently use SIMs rather than USIMs for UMTS access or WLAN access, are not forced to deploy USIM if they want to deploy GBA-based services. This has the disadvantage that it may prolong the life of the SIM, which offers a lower level of security for UMTS access and WLAN access compared to USIM-based access. Furthermore, if there are operators that still use SIMs which implement the vulnerable COMP128 algorithm, then the continued use of SIMs is an even bigger security concern. 

· Adds extra complexity to UE and GBA network elements. Adding SIM support to GBA inevitably adds further complexity to the UE and GBA network elements. However, providing that SIM support is added to the GBA implementation from the start then the impact is low. This suggests that if SIM support is added, then it should be done as soon as possible. Furthermore, various options are available for adding SIM support to GBA. It should be considered to adopt a simple solution, even if some opportunities for improving security are sacrificed. Operators requiring higher security would still have the option to use USIM-based GBA.
On balance we believe that the advantages outweigh the disadvantages. We therefore propose SIM support is added to GBA providing that the following requirements to address potential disadvantages are met:

· It should be ensured that the operator can restrict the use of SIM-based GBA to only those applications where its use is deemed acceptable.

· It should be ensured that the specifications are developed quickly (for more details see “Timescales” section below).

· A SIM-based solution for GBA which offers a lower level of security than alternative SIM-based solutions may be justified if there is a significant gain in simplicity.
4 Timescales
If SIM support is to be added to GBA, then it is important that the specifications are available as soon as possible for the following reasons:

· Completing the specifications of SIM support for GBA soon would allow SIM support to be added to GBA implementations in UE and GBA network elements from the start. This would be easier than having to add SIM support later.

· For some existing and emerging services which could make use of GBA, the lack of SIM support may be a significant limitation for some deployments. This might result in the development and deployment of alternative security solutions. 

· There are several emerging new services that could be secured using GBA, but where USIM or ISIM support cannot be assumed due to operator requirements or terminal limitations. If SIM support is not added to GBA soon then alternative solutions may be developed to secure these services.

· If the lack of SIM support results in alternative solutions being deployed, then those alternative solutions (e.g. password-based authentication) may offer a lower level of security, or be more difficult to provision and manage, compared to GBA. Furthermore, the development and deployment of alternative solutions may lead to fragmentation and missed opportunities for deploying common security solutions for network services.

· The longer SIM support is delayed, the less attractive it becomes to introduce it. Therefore the work should be done soon so as not to miss the window of opportunity.

Based on the likely amount of specification work needed, we believe that it should be possible to present a complete solution to the SA/CT plenaries in September 2005. 
5 Brief analysis of potential solutions
5.1 Authentication and key agreement

At least the following solutions are possible:

1) Use a single triplet with no network authentication (e.g. T-Mobile conversion function solution at start of Annex A.2 in S3-050053)

2) Use three triplets with very weak network authentication (e.g. Nokia conversion function solution in Annex A.1 of S3-050053)

3) Use n triplets with stronger network authentication (e.g. EAP-SIM based solution perhaps combined with TLS as mentioned by Nokia in section 2.5.1 option 3 of S3-050053)

4) Diffie-Hellman based approach for enhancing SIM based security from Qualcomm (S3-050097)

We believe that (4) is too complex because it requires public key operations in the UE and BSF. We also believe that (3) is too complex because it adds significant new functions in the UE and BSF, it may require additional roundtrips on the Ub interface, and it may introduce certificate management / revocation checking problems. (2) is only slightly more complex than (1) so this currently seems like the most promising approach. 
If solution (2) is adopted then we believe that our specifications should not claim that it offers any real kind of network authentication since there is no protection against replay by the network side.
5.2 Interoperability 

In S3-050053 section 2.4.1 Nokia consider several solutions for the BSF to discover what type of UICC the UE has to determine whether 2G GBA or 3G GBA should be run. However, the Nokia solution does not allow the BSF to discover what type of ME is used. Instead the Nokia solution assumes that all ME are capable of 3G GBA. This means that the Nokia solution does not allow 2G GBA to be used in the case that the UE has a USIM, but the ME does not support the USIM interface. In the following, we consider the Nokia solutions for discovering the UICC type to see if they could be modified to allow the ME type to be indicated to the BSF:
"1.   The UE may indicate to the BSF the type of the UICC;"

The UE could also indicate the ME's GBA capability to the BSF.

"2.   The BSF may discover its GBA capability and the type of the UICC by examining the IMPI given by the UE;"

The BSF could also discover the ME's GBA capability by examining the IMPI. This would require some changes to the rules for generating the IMPI in the ME. 

"3.   The BSF may blindly request authentication vectors from the HSS, and the HSS would return either 2G or 3G authentication vectors to the BSF. The BSF may discover the type of the UICC by examining the authentication vector returned by the BSF."

This solution could not be used if it is not guaranteed that a 2G GBA capable ME also supports 3G GBA (including USIM/ISIM interface support). This is because the HSS does not know the capability of the ME currently used with the USIM. 

"4.   Same as 3, but the BSF may discover the UICC type of examining the uiccType parameter in subscriber's GUSS returnred by the HSS."

Same comment as for (3).

Unfortunately solution (1) impacts Ub interface. Solution (2) seems quite promising since it does not impact Ub interface. 

The security consequences should be considered if it is not mandatory for terminals that support 2G GBA to also support 3G GBA. We believe that there are no serious consequences. The operator can, at some point in the migration from 2G GBA to 3G GBA, disable 2G GBA for certain services which might mean that the service will not work if the customer tries to use his UICC in an old 2G GBA only phone. 

6 Conclusion

We propose that SA3 add SIM support to GBA. The conversion function solution in Annex A.1 of [S3-050053] seems like the most promising approach.  We believe that SA3 and the relevant CT groups should aim to present a complete solution to the SA/CT plenaries in September 2005.
If it is agreed to add SIM support to GBA then an LS could be sent to inform SA1 and the involved CT groups about this decision. 
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