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1 Introduction 

TD [S3-050239] presented two solution approaches to IMS related TLS server side certificate cross-certification deployment scalability problem. The presented solution approaches avoided using cross-certification. In this contribution the presented solutions are further elaborated.

This contribution assumes that IMS roaming is a strong requirement also in fixed broadband access. It should be noted, however, that fixed IMS roaming use cases are generally not very well understood, and it is not yet clear for example what would be a realistic estimate on the number of roaming relationships, especially in NGN R1 timeframe. Deployment of TLS certificates is trivial if the UE always contacts P-CSCF in the home network, i.e. there is no IMS level roaming. 

2 Alternative solutions

This section further elaborates the two alternative solutions. Both solutions try to eliminate the need of cross-certification, and in this way remove the scalability problem. 

2.1 Dynamic trust on TLS server certificate – variant 1

2.1.1 Procedure

This solution introduces a dynamic roaming agreement negotiation into IMS. It is assumed the UE is able to verify the validity of TLS server certificate (authentication), however, it still needs to know if it can trust on it (authorization). (The use of self-signed server side certificates may also be possible in P-CSCF but this may require special level of trust on the interface between P-CSCF and S-CSCF.) The goal is to prevent Man-in-the-Middle (MitM) attacker that could also have a valid TLS server certificate to tunnel IMS registration procedure between UE and P-CSCF. This solution does not require any TLS cross-certificates in P-CSCF, and in this way it solves the scalability problem. 

Figure 1 demonstrates the solution details. 
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Figure 1: TLS based IMS access security – variant 1

Protocol details are as follows: 

1. UE and P-CSCF perform full TLS handshake. The UE must be able to authenticate the P-CSCF, e.g. it must possess a root certificate from a CA that has also certified the P-CSCF. 

2. UE starts IMS registration procedure. UE includes the TLS server certificate name from the TLS handshake to the request. 

3. P-CSCF checks that its own name is indicated in the server name field, and forwards the request to S-CSCF. 

4. S-CSCF constructs a special authorization token that integrity protects the TLS server certificate name. This will tell to the UE what was the TLS server certificate name that was received by P-CSCF. The rules on how the token is constructed is described in clause 2.1.2 of this document. S-CSCF triggers AKAv2.

5. P-CSCF forwards the response to the UE. 

6. The UE validates the token. If the TLS server certificate name match with the one included in the token, the UE is able to trust on the TLS session. 

7. The UE continues with normal IMS registration procedure. The rest of the procedure is not shown in the figure. 

2.1.2 Discussion

The token serves as a secure channel between the UE and the home network. Nobody, not even the P-CSCF, is able to change the content of unprotected TLS server certificate name parameter, or the token without being noticed. In fact, S-CSCF could use the server certificate name to perform some additional checking, e.g. checks if the P-CSCF is located in a network that has a roaming agreement with the home. Presented solution does not include this checking because it relies on P-CSCF and Network Domain Security [TS 33.210].

The Authorization token could be the result of a one-way hash (e.g. HMAC-SHA-1) taken over the TLS server certificate name, and AKA related session keys IK and CK. In addition the hash should include some vital input parameters (e.g. the nonce) from the 401 Unauthorized message headers to mitigate copy-paste and replay attacks. 

As figure 1 shows, the proposed solution proposes to send new elements in the Register procedure messages. The SIP Register message needs to carry the TLS server certificate name in step 2 and 3. In addition, the 401 Unauthorized messages in steps 4 and 5 need to carry the authorization token. However, the current header fields of these messages do not include fields that would allow carrying these elements. Therefore, it seems necessary that a new P-header extension is introduced. 

The new P-Header extension could be specified as follows: Name of the new P-header could be P-Outbound-Authorization-Info. It has two parameters: TLS server certificate name and the Authorization token. 

· The TLS server certificate name parameter is mandatory and it must be used in all steps 2 - 5. 

· The Authorization token is optional and it must be used in steps 4 and 5.

An internet draft along the lines of RFC 3455 [RFC3455] would be needed to introduce the new P-header. RFC 3455 defines the P-Header extension to SIP for 3GPP. The completion timetable of such a new internet draft would probably not be an issue for 3GPP Rel-7, but it could be an issue for TISPAN NGN R1. However, it is believed that completion of such RFC would be possible in time for NGN R1, since RFC 3455 is informal RFC, which could give hopes that the internet draft could be finalized faster than a standards track RFC.

2.2 Dynamic trust on TLS server certificate – variant 2

A variant of the above solution is the one where the TLS server certificate name is not relayed from UE to P-CSCF and to S-CSCF. Instead, the S-CSCF sends the session keys (CK and IK) to the P-CSCF (as in current IMS solution) which constructs the authorization token and adds it to the 401 Unauthorized message before sending it to the UE. 
2.2.1 Procedure 

Figure 2 demonstrates the solution details. 
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Figure 2: TLS based IMS access security –variant 2

Protocol details are as follows: 

1. UE and P-CSCF perform full TLS handshake. The UE must be able to authenticate the P-CSCF, e.g. it must possess a root certificate from a CA that has also certified the P-CSCF. 

2. UE starts IMS registration procedure. It appends a Security-Client header (RFC 3329), which indicates the use of TLS.

3. P-CSCF forwards the request to S-CSCF. 

4. S-CSCF triggers AKAv2 and appends the keys CK and IK to 401 Unauthorized message. 

5. P-CSCF obtains the keys CK and IK from the message and uses these to construct a special authorization token that integrity protects the TLS server certificate name of the P-CSCF. This will tell to the UE what is the TLS server certificate name of P-CSCF. The rules on how the token is constructed are described in clause 2.2.2 of this document. P-CSCF inserts the authorization token as a parameter into the Security-Server header of Security agreement negotiation and appends this to the AKAv2 challenge and forwards them to the UE. 

6. The UE validates the token. If the TLS server certificate name match with the one included in the token, the UE is able to trust on the TLS session. 

7. The UE continues with normal IMS registration procedure. The rest of the procedure is not shown in the figure. 

2.2.2 Discussion

The P-CSCF receives the keys CK and IK and it is thus able to sign the token for the TLS server certificate name. In this variant the TLS server certificate name can be agreed between UE and P-CSCF on both TLS and SIP levels. S-CSCF trusts to the P-CSCF since it gives the keys CK and IK, but the at the same time the S-CSCF has no knowledge which TLS server certificate name the P-CSCF and UE have used in their communication. 
The authorization token is constructed as in chapter 2.1.2. 
The authorization token can be carried as a TLS parameter in the Security-Server header of security agreement negotiation. This is allowed and would not need any efforts in IETF. The hash algorithm could be indicated in the security agreement negotiation as in current IMS solution. It could be for example, HMAC-SHA-1.

2.3 Summary of dynamic trust variants

In summary, in variant 1 the S-CSCF (home network) has control over which TLS server certificate name is signed, whereas in variant 2 the signing is delegated to P-CSCF. On the other hand variant 2 does not need work in IETF but could use the current mechanisms, while variant 1 would need a new P-header to carry the server name and the token. However, the internet draft specifying the P-header is assumed to be straightforward and is not regarded to be an issue.

2.4 Pre-shared key TLS with RFC 3329 

In IMS signalling protection context, PSK TLS has two very important benefits if compared to "normal" TLS (i.e. based on server side TLS certificates, and SIP Digest based client authentication): 

· PSK TLS is easier to deploy securely. In "normal" TLS, we need to worry a lot about root CA's, certificate revocations, cross certification, and MitM attacks. With PSK TLS, all these problems disappear. 

· PSK TLS works more easily for both directions. In "normal" TLS, we need to open the TLS session with SIP registration, and leave the TLS session open for all subsequent communication. There is no way for SIP proxy (P-CSCF) to open TLS to the client. With PSK TLS, it would be very easy to overcome these problems. 

Figure 2 demonstrates the solution details. 


[image: image3.wmf] 

2. SIP REGISTER (PSK TLS) 

 

1. SIP REGISTER 

 

 

UE

 

P

-

CSCF

 

S

-

CSCF

 

3. 401 Unauthorized (AKAv2)

 

6. PSK TLS handshake

 

4. 401 Unauthorized (AKAv2)

 

7. SIP REGISTER

 

 

5. UE chooses PSK 

TLS from “security 

agreement”. 

 


Figure 2: PSK TLS based IMS access security

Protocol details are as follows: 

1. UE starts IMS registration procedure. If the UE supports PSK TLS, it includes corresponding parameter as an alternative security mechanism in “SIP security agreement” [RFC 3329]. 

2. P-CSCF indicates to S-CSCF that PSK TLS may be used between UE and P-CSCF. 

3. Because PSK TLS may be used, S-CSCF chooses AKAv2 algorithm. Because S-CSCF cannot know if PSK TLS or IPsec will be used between UE and P-CSCF, it also attaches related session keys (IK/CK) to the response. 

4. After removing the session keys from the response, P-CSCF forwards the response to the UE. 

5. The UE follows the rules of RFC 3329, and chooses PSK TLS as the security mechanism. 

6. The UE and P-CSCF performs PSK TLS handshake. 

7. The UE continues with normal IMS registration procedure. The rest of the procedure is not shown in the figure.

Presented solution with PSK TLS corresponds to the security level of the current IMS signalling protection. This means that initial registration message, and some error messages cannot be protected between UE and P-CSCF. PSK TLS is not currently among the security mechanisms of RFC 3329, however, it fits nicely to the framework. An internet draft would be needed to add PSK TLS as a new mechanism to security agreement negotiation specified in RFC 3329. It is believed that completion of such relatively straightforward RFC would be possible in time for NGN R1. 

3 Advantages of TLS 

There are evaluations, for example [05TD161], which compare these two main approaches with each other mainly from security perspective. The result from those studies is that there are only minor differences between them, in the terms of how they fulfil the requirements set by NGN. Therefore, we can conclude that the selection of access security solution is not most likely based on security properties but on some other factors. There are many other technical issues that also justify TLS. These aspects have been partly discussed in earlier contributions, and are not repeated here [e.g. S3-040990, 05TD161].
Ericsson sees TLS as the best possible option for IMS security as it has several advantages. Most of the advantages have been discussed e.g. in [S3-050242], [05bTD077]. Main advantages have been re-stated below:

· TLS works through NA(P)T devices.

· TLS is already available in many SIP client implementations. This makes the deployment of TLS cheap and quick. Furthermore, 3GPP Release 6 UE already supports TLS.

· TLS is easy to integrate to application layer. Software development will be easier and faster.

· TLS interoperates easily with all existing PC applications, and does not require changes to the operating system. This means easy and fast deployment of access security into PC environment, which is highly important from business perspective.
4 Conclusions

This contribution further studied the TLS based signalling protection. Three solutions were proposed, two based on dynamic trust establishment with server side TLS certificates, and another on PSK TLS, and RFC 3329. 

It is proposed that SA3 adopts TLS as IMS access security solution and further discusses and evaluates the two alternative solutions. It is also proposed that the analysis in chapter 2 is included in the TR [TRonIMS]. It is possible to specify one of the solutions as optional, and the other as mandatory for implementation. However, it might be beneficial to limit the number of implementation options in order to avoid complexity, and to gain better interoperability. 
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