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1. Introduction

3GPP TS 33.234 v6.0 includes a mechanism for setting-up UE-initiated tunnels in Scenario 3. In this mechanism, IKEv2 is used to establish IPsec SAs between a WLAN UE and a PDG. The number of IPsec tunnel per IKE SA is manually configured in the PDG by the operator to support rekeying of IPsec SAs. However in Rel 7, it is necessary or desirable to support different QoS classes, therefore the number of IPsec SAs allowed per IKE SA need to be configured dynamically according to the subscription and the application from the HSS through AAA server. 

Currently, the establishment of a new IPsec SA’s (under the same IKE SA) does not contact the AAA server; hence making the AAA Server aware of the number of tunnels establishment is necessary.

2. Discussion

2.1 Dynamic configuration of maximum number of IPsec SA’s at the PDG
SA2 includes the I-WLAN QoS in Rel-7 [TR 23.836]. According to TS23.207, there are many QoS classes defined for the UMTS network, similarly it is assumed, there can be same number or still more number of QoS classes supported by the I-WLAN. Currently, according to current TS 33.234, the number of IPsec SAs per IKE SA is manually configured by the operator for rekeying IPsec SA. As different applications have different QoS classes and QoS parameters may be agreed according to the subscription, the number of IPsec SA should be configured dynamically at the PDG by the AAA server according to the subscription and W-APN. So that the UE and the PDG shall use separate IPsec SAs for different Diffserv classes.
2.2 Making AAA/HSS aware of the number of tunnels established by the UE
According to the TS 33.234, the establishment of a new IPsec SA’s (under the same IKE SA) does not contact the AAA/HSS server; hence making the AAA Server aware of the number of tunnels establishment is necessary. This is because the AAA server may need the information on the number of IPsec SAs established by the UE, for

1. Charging (per tunnel charging).

2. To support Mobility.

3. Load balancing (AAA can redirect to new PDG)

4. Authorization for the new requested QoS parameters in IPsec SA. 

5. To redirect the request to another appropriate PDG, if the requested PDG cannot serve. 

6. To check user subscription for maximum data rate, QoS on all the simultaneous IPSec SA’s to the same W-APN.

7. To control the number of tunnels allowed according to the subscription. 

3. Proposal
3.1 Dynamic configuration of maximum number of IPsec SA’s at the PDG
The user subscription in the HSS consists of maximum number of IPsec SA which can be allowed per W-APN. This allows the AAA server to dynamically configure the number of IPsec SAs per IKE SA at the PDG while sending Radius/Diameter authentication success message during the IKE authentication procedure. The AAA server can retrieve the Maximum number of IPsec SA’s allowed per W-APN from the HSS and send the same through the Vendor Specific AVP of Radius/Diameter protocol or alternatively by defining a new AVP for the same.
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Figure 1: Dynamic Configuration of number of IPsec tunnels allowed at the PDG

3.2 Making AAA/HSS aware of the number of tunnels established by the UE.
When a 3G-WLAN UE requests the PDG to establish a secondary/subsequent tunnel using the same IKE SA as shown in the Figure 2,  the 3G-WLAN UE sends the Child_Create_SA Request to the PDG to establish the secondary/subsequent tunnel. Then the PDG will check the Maximum Number of Tunnels allowed for that particular IKE SA and then intimates the AAA server about the IPsec SA establishment. 

The PDG will intimate the AAA server using the Vendor Specific AVP of Radius/Diameter protocol or by using the tunneling AVPs of Radius/Diameter or by defining a new AVP in Radius/Diameter protocol. AAA server sends the Access Accept/Reject message using the Vendor Specific AVP of Radius/Diameter protocol or by using the tunneling AVPs of Radius/Diameter protocol or by defining a new AVP in Radius/Diameter protocol. AAA server also informs the PDG, whether to accept the tunnel request or to redirect the tunnel or to initiate authentication procedure.

When the PDG receives Access Accept message, then the PDG will send the Child_Create_SA Response to the UE and establish the IPsec SA for the secondary/subsequent tunnel.
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Figure 2 : Intimation of new IPsec SA to the AAA Server. 

4. Conclusion
We propose methods to dynamically configuring the maximum number of IPsec SA’s allowed per IKE SA at the PDG and to intimating the new IPsec SA (tunnel) establishment between the PDG and the UE to the AAA server. 
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