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6.1.4.3
Fallback to full authentication from fast re-authentication

In the EAP SIM/AKA processes for full authentication, the 3GPP AAA server sends to the WLAN UE the temporary identities to be used in the next authentication process. This next authentication process may be either a full authentication process or a fast re-authentication process, depending on the type of temporary identity received by the WLAN UE. If the WLAN UE receives a fast re-authentication identity, it shall use it in the next authentication, thus indicating to the AAA server that a fast re-authentication must be performed. If the WLAN UE receives only a pseudonym, the WLAN UE shall use it in the next authentication process and hence a full authentication will be started.

Whenever a fast re-authentication identity is received by the WLAN UE, this shall be the temporary identity used in the next authentication process, regardless if a pseudonym was received as well. The full authentication EAP Request/SIM Challenge and EAP Request/AKA Challenge messages allow both types of identity to be sent. However, in the messages EAP Request/AKA Re-authentication and EAP Request/SIM Re-authentication it is possible to send only re-authentication identities, according to references [4] and [5]. 

If the home network decides to initiate fast re-authentications, it shall indicate it to the WLAN UE by means of including the fast re-authentication identity in a full authentication process. If, later on, the home network decides to perform again full authentication, the 3GPP AAA server shall indicate it to the WLAN UE requesting a pseudonym after reception of the re-authentication identity. For this reason, whenever the AAA server sends a fast re-authentication identity to the WLAN UE, it shall include as well a pseudonym, so that the WLAN UE keeps it in case of  fallback to full authentication, requested by the AAA server. 

In case of EAP AKA, the AAA server, when it decides to perform full authentication again, shall use the message EAP Request/AKA Identity with the parameter AT_FULLAUTH_ID_REQ. The WLAN UE shall then return the pseudonym according to reference [4].

In case of EAP SIM, the AAA server, when it decides to perform full authentication again, shall use the message EAP Request/SIM/Start with the parameter AT_FULLAUTH_ID_REQ. The WLAN UE shall then return the pseudonym, according to reference [5].
*** BEGIN SET OF CHANGES ***
6.1.4.4
Rekeying of existing IPsec SA and establishing multiple IPsec SAs using IKE SA 

The WLAN UE shall initiate subsequent IPsec SAs to the same PDG to support different QoS classes for the same W-APN and the WLAN UE shall rekey a IPsec SA, when the lifetime of the IPsec SA expires. PDG shall support rekeying of IPsec SAs. For the subsequent IPsec SA establishment procedure to the same PDG and for rekeying the existing IPsec SAs, WLAN UE shall use the IKE CREATE_CHILD_SA exchange. If the UE wants to rekey the existing IPsec SA then the UE includes optional notify payload with type REKEY_SA in the CREATE_CHILD_SA request. If the UE wants to create new IPsec SA then optional notify payload is omitted. The procedure for rekeying the existing IPsec SA and for establish new IPsec SAs are described below

1. The WLAN UE sends the CREATE_CHILD_SA request containing SA offer(s) in the SA payload, a nonce in the Ni payload, optionally a Diffie-Hellman value in the KEi payload, and the proposed traffic selectors in the TSi and TSr payloads. If the CREATE_CHILD_SA exchange is rekeying, the WLAN UE includes the N payload of type REKEY_SA to identify the SA being rekeyed. If the CREATE_CHILD_SA exchange is for establish new IPsec SA then theWLAN UE omits the N payload.
2. The PDG receives the CREATE_CHILD_SA request and generates the rekeying material for the IPsec SA. Then the PDG response with the accepted offer in an SA payload and a Diffie-Hellman value in the KEr payload if KEi was included in the request and the selected cryptographic suite includes that group. The traffic selectors for traffic to be sent on that SA are specified in the TS payloads in the response.


[image: image1]
*** END SET OF CHANGES ***

6.1.5
Mechanisms for the set up of UE-initiated tunnels (WLAN 3GPP IP Access)

-
The WLAN UE and the PDG use IKEv2, as specified in [ikev2], in order to establish IPSec security associations.

-
Public key signature based authentication with certificates, as specified in [ikev2], is used to authenticate the PDG. The PDG shall authenticate itself with an identity, for example, "pdg.mncNNN.mccMMM.3gppnetwork.org". This identity shall be contained in the IKEv2 ID_FQDN payload and shall match a dNSName SubjectAltName component in the PDG's certificate. A profile for certificate contents and processing is defined in clause 6.6A.

-
EAP-AKA within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which contain a USIM.

-
EAP-SIM within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which contain a SIM and no USIM.

-
A profile for IKEv2 is defined in section 6.5.
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{Sec. associations, Nr, [KEr], Traffic selectors}





2. Create_Child_SA Response
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1. Create_Child_SA Request
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