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Work Item Description

Title

Network Domain Security; SS7 security Gateway (NDS/TCAPsec)

1

3GPP Work Area

	
	Radio Access

	x
	Core Network

	
	Services


2

Linked work items

Related CN4 stage 3 work.

3

Justification

Fraudulent SMS traffic creating customer dissatisfaction and leading to financial losses for operators has been encountered by several network operators. MAP payload protection (encryption and integrity) is an important element to combat this type of fraud which has a much wider applicability than the TCAP handshake solution of 3GPP Rel-6 (which only applies to SMS-MO and SMS-MT traffic). TCAP handshake will prevent most of the currently known SMS fraud scenarios, but without real MAP payload protection, ways around the handshake or different fraud methods will be developed sooner or later.

The current specification of MAP application layer security (TS 33.200) can be reused as basis for a TCAP user security solution to allow protection of MAP and CAP messages in an SS7 security gateway architecture.

4

Objective

The objective of this work item is to specify a TCAP user security solution in a so called SS7 security gateway architecture. The principles of this solution were discussed within S3-050174 (LS to CN4).

1. The gateway concept will only include two ‘protection profiles’: ‘Integrity only' and ’integrity and confidentiality’.

2. The security mechanism will be applied by the gateway above the TCAP layer. The target is to apply protection in a way which is agnostic to the application protocol, so that it can protect other protocols in addition to MAP. It is also hoped that the message format, security header, etc. from the MAPsec Rel-4 specification can be re-used.

3. Explicit verification of SCCP and MAP-payload addresses against MAPsec SPI will be studied.

4. The MAPsec gateway concept and the MAPsec Rel-4 NE-based solution need not coexist. A solution will be found, in co-operation with the specification manager, e.g. to ‘delete’ the MAPsec Rel-4 NE-based solution from the 3GPP specs, or to make it clear in the gateway specifications that interworking with the MAPsec Rel-4 NE-based solution is not supported.

Furthermore, introduction of automatic key management as planned for Rel-5 MAPsec should be studied.

The work can be based on TS 33.200 (MAP application layer security).

5

Service Aspects



None identified.
6

MMI-Aspects



None identified.
7

Charging Aspects



None identified.
8

Security Aspects



This work item is a security issue.
9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	
	X
	

	No
	X
	X
	X
	
	X

	Don't know
	
	
	
	
	


10
Expected Output and Time scale (to be updated at each plenary) 

	New specifications

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	
	NDS: TCAP user Security
	SA3
	CT4
	SA#30
	SA#31
	Reuse & impacts to TS 33.200 shall be clarified (SA3#37: AP 37/04)

	
	
	
	
	
	
	

	Affected existing specifications

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	33.200


	x
	NDS: Mobile Application Part (MAP) application layer security
	SA#31
	Reuse & impacts to TS 33.200 shall be clarified (SA3#37: AP 37/04)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11

Work item rapporteur(s)
Siemens: Marc Blommaert
12

Work item leadership

SA3
13

Supporting Companies

Siemens, T-Mobile, Vodafone, Orange
14

Classification of the WI (if known)

	x
	Feature (go to 14a)

	
	Building Block (go to 14b)

	
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

(list of Work Items identified as building blocks)

14b
The WI is a Building Block: parent Feature 

(one Work Item identified as a feature)

14c
The WI is a Work Task: parent Building Block

(one Work Item identified as a building block)

form change history:
v1.11.0: includes those changes from v1.8.0 agreed at SP-25.

v1.10.0: full circle

v1.9.0: a clean sheet

v1.8.0: includes comments from SA#24 

v1.7.0: includes comments from RAN, CN and T #24; also includes “early implementation” data

v1.6.0: includes comments made during review period prior to TSGs#24

v1.5.0: includes comments made at TSGs#23 (Phoenix)

v1.4.0: offered to SA#23 for approval

v1.3.0: offered to CN#23, RAN#23 and T#23 for comments

DRAFT4 v1.3.0: 2004-03-09: Incorporation of comments from Leaders list

DRAFT3 v1.3.0: 2004-02-19: Incorporation of comments from MCC members

DRAFT2 v1.3.0: 2004-01-29: Complete redraft:

v1.2.0: 2002-07-04: "USIM" box changed to "UICC apps"

2003-05-28: spelling of “rapporteur” corrected

2002-07-04: "USIM" box changed to "UICC apps"

