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***** Begin of Change *****

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AK
Anonymity Key

AKA
Authentication and Key Agreement

B-TID
Bootstrapping Transaction Identifier

BSF
Bootstrapping Server Function

CA
Certificate Authority

FQDN
Fully Qualified Domain Name

GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture

GBA_ME
ME-based GBA

GBA_U
GBA with UICC-based enhancements

GUSS
GBA User Security Settings

HSS
Home Subscriber System

IK
Integrity Key

KDF
Key Derivation Function

Ks_int_NAF
Derived key in GBA_U which remains on UICC

Ks_ext_NAF
Derived key in GBA_U

MNO
Mobile Network Operator

NAF
Network Application Function

PKI
Public Key Infrastructure

SGV-F
Security key Generation and Validation Function

SGV-S
Security key Generation and Validation Storage
USS
User Security Setting

***** Next Change *****

4.2.4
UE

The required functionalities from the UE are:

-
the support of HTTP Digest AKA protocol;

-
the capability to use both a USIM and an ISIM in bootstrapping;

-
the capability to select either a USIM or an ISIM to be used in bootstrapping, when both of them are present;

-
the capability for a Ua application on the ME to indicate to the GBA Function on the ME the type or the name of UICC application to use in bootstrapping (see clause 4.4.8);

-
the capability to derive new key material to be used with the protocol over Ua interface from CK and IK;

-
support of NAF-specific application protocol (For an example see TS 33.221 [5]).

A GBA-aware ME shall support both GBA_U, as specified in clause 5.2.1 and GBA_ME procedures, as specified in clause 4.5.

A GBA-aware UE may include a secure storage (SGV-S) and a protected execution environment (SGV-F) in order to protect security keys produced at GBA-run with BSF and also further derived keys. 
NOTE: Whether the UE shall support  SGV-S/SGV-F or not for a specific Ua application,  is specified and profiled in each specification for the relevant Ua application.
This SGV-S may be realized on the ME or on the UICC. The SGV-F is implemented in a protected execution environment to prevent leakage of security sensitive information such as security keys .  SGV-S stores the security keys and also the derived new key material to be used with the protocol over Ua interface. SGV-F performs the functions as key derivations for that should not be exposed to unprotected parts of the ME. An overview of GBA_ME and GBA_U with support of SGV-S/F in the UE, is described in figure 4.2.

In particular in GBA_ME, it shall be ensured that the security keys are not exposed to unprotected parts of the ME when they are transmitted from the UICC to the SGV-S or during the key derivations.
NOTE: Each Ua application utilising GBA may have further key derivation functions from Ks_NAF (in GBA_ME) and Ks_int_NAF/Ks_ext_NAF (in GBA_U). This is specified and profiled in each specification for the relevant Ua specification.
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Figure 4.2: GBA_ME and GBA_U in UE
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