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1 Introduction

ETSI SCP, in the scope of its work on Rel-7, approved the Work Item Description on “Secure Channel” [1].

Technical discussions already started at ETSI SCP (group SCP-Req) and during last SCP-Req#4 meeting  a paper was discussed with the title “Requirements for secure channel between the UICC and an end point terminal” [2]. It listed some use cases and the consequent requirements that a secure channel between a smart card and a terminal should have in order to protect data communication between the two.

This topic should also be addressed by SA3, since it emerged the need for key provisioning between a UICC and a ME. In this scope, a possible solution could be based on GAA, as proposed in next section. 

2 GAA-based terminal to UICC key establishment

2.1 Proposed solution

A method for establishing a shared secret between a Mobile Equipment and a UICC containing a USIM application is described. This secret value will be indicated as Ks_int_SC and we suggest that it is derived from the Ks_int_NAF according to the GBA bootstrapping framework [3]. 

The procedure suggested below assumes that the mobile terminal has network access, is attached to the cellular network and performs the standard GBA bootstrapping procedure. 

1. The UICC and the BSF use the GBA procedure to derive a shared secret, Ks_int_NAF. This shared secret is then used to derive a UICC-ME shared secret called Ks_int_SC.

2. The ME generates a Diffie-Helman secret (which shall be random value), x, and corresponding public key, gx.

3. The Mobile Equipment (ME) sends a “service request” message to the Network Application Function (NAF) node in the mobile operator network. The request may contain the following payload: an identity (B_TID), the terminal identity (IMEI), a key identifier (KID) or a DRM related device certificate (Cert) [5], the Diffie-Hellman public key, gx, a random nonce (N) and a MAC value (MAC_t) or a signature (Sig_t). A signature is only used if a certificate is attached to the request. In case of a MAC, the MAC can be calculated as MAC_t = H(B_TID||IMEI||KID||gx|N,K), where H is a suitable MAC function such as HMAC [4] and K is the secret value corresponding to the identity KID.  Similar, if digital signatures are used, it is calculated over B_TID||IMEI||gx|N,K, 

4. The NAF contacts the BSF and sends the identity B_TID and optional KID in a credential request. 

5. The BSF returns the secret values, Ks_int_NAF, Ks_ext_NAF and optionally a shared secret (between ME and network), K to the NAF.

6. The NAF checks the received MAC_t/Sig_t value using the key K or Cert (if a certificate is used, that is also checked). Next the NAF checks if the IMEI number is blocked (blacklisted) and if so does not proceed with the bootstrapping procedure. The NAF also checks if the nonce N has been used together with the received IMEI number before. If so, the procedure is also aborted (or an error is sent to the ME). Next, the NAF derives Ks_int_SC from  Ks_int_NAF. A Diffie-Hellman secret (which shall be random value), y, and public values, gy, are then generated and calculated respectively. The secret Diffie-Hellman value is then used to calculate the Diffie-Hellman secret as gxy. This value is then truncated to the size of Ks_int_SC , [gxy]n. Next, the secret value Ks_int_SC  is encrypted as KE = Ks_int_SC ([gxy]n.  Finally, the NAF calculates a MAC_n value as MAC_n = H(B-TID||gy||N||KE,K) or a digital signature Sig_n over the same values.

7. The BSF sends a request response message to the ME with the following payload: [Serv_Cert], gy,N,KE,MAC_n/Sig_n.

8. The ME now verifies the MAC_n/Sig_n value using the stored secret K or the server certificate (Serv_Cert). It also verifies that the value N is the same value as was sent in the request in step 1. If these checks are OK the ME calculates the Diffie-Hellman secret as gyx and then Ks_int_SC as Ks_int_SC  = KE( [gyx]n).
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Figure 1: Terminal to UICC key establishment (in red colour the steps that are UICC-ME key establishment specific).

Comment on the Key shared between the ME and the NAF (K):

In case that the key K is not stored on the NAF then the BSF should send K to the NAF in step_5. 

The “Prof” parameter in the “Authentication Request” step_5 is application part of user profile. When K is already stored on the NAF or is sent to the NAF by means of the “Prof” parameter, the overall architecture conforms to the GBA architecture defined in [3].

3 Further considerations 

GBA_U as been selected for its capacity to offer key establishment between a UICC and a NAF with low processing load and a low number of roundtrips. Other schemes exist, allowing same level of functionalities, with more performance issues, mainly due to higher implementation adaptations or ME architecture constraints (e.g. UICC physical channel, lack of reference designs…)

Two new mechanisms are described for authenticating the terminal and securely transporting the GBA_U established key to the terminal. The first method is based on secret key techniques, while the second method is based on public key techniques. Provisioning of keys on the terminal and revocation handling are for further study. It was also considered to use the OMA ROAP protocol [6] for authenticating the terminal and securely transporting the GBA_U key to the terminal, but it was felt undesirable to create a dependency with DRM components on the device and in the network. 

4 Proposal

We kindly propose SA3 to work on the key provisioning between a UICC and a ME. The protocol described in this document should be considered as the basis of a possible solution.

In case that SA3 would decide to approve a “GAA enhancements” Rel-7 WID, the key provisioning between a UICC and a ME should be studied within the scope of this WID. 
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