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1. Introduction

At the last 3GPP SA3 meeting (#38), we proposed a method to improve efficiency in setting up UE-initiated tunnels (see S3-050241). The basic idea is that if a UE accesses WLAN via EAP-AKA or EAP-SIM under scenario 2, then it can generate a key (Tunnel Session  Key (TSK))as a pre-shared secret used by the UE and the PDG for IKEv2 mutual authentication. We suggested to include the proposed method to 33.234 as an option for Release 7. The contribution received some comments and raised some issues. It was determined by SA3 that we need to further investigate the issues raised at meeting #38.

This new contribution will first clarify the raised issues in section 2, the updated proposal will incorporate the received comments as in section 3, appendix, Tunnel session key derivation and also that UE can generate a key as a pre-shared secret after direct sc3 tunnel establishment procedure and can use it for subsequent tunnel establishnments.
2. Comments and Issues at SA3 Meeting #38 on Proposed Method
2.1 Changes for EAP-AKA and EAP-SIM
The first issue raised at SA3 meeting #38 is whether the proposed method will demand any changes for EAP-AKA and EAP-SIM. Our understanding is that it will not demand any change for EAP-AKA and EAP-SIM messages. 
First, we can use a PS_Service indicator for AAA server to prepare for fast UE_PDG SA service. the PS_Service indicator may be embedded into NAI as a realm in the form of IMSI@PS_Service.home.com, such that there requires no new field in EAP messages. Another option is to use EAP notification (as specified in EAP RFC) to indicate PS_Service as follows. After receiving the identity response, if the identity shown as I-WLAN subscriber, then AAA server can send a notification request to know whether 3GPP IP Access is performed consecutively, then the UE send the notification response indicating 3GPP IP Access included in the identity response.
Alternatively, we can eliminate the PS_Service indicator at all. Instead, the AAA server will always store EMSK for a specified (short) lifetime. The authorization will happen at time of tunnel request, and if the stored EMSK has not expired, the AAA server can authorize the service and launch fast tunnel establishment process. Storing EMSK for a short time for users should not seriously affect AAA server’s capacity or performance. 
Second, The proposed method will use one of the EAP-AKA (or EAP-SIM) generated keys, called EMSK (Extended Master Session Key), to derive a shared secret for tunnel establishment.  In other words, regardless of whether the proposed method is used or not, the EAP-AKA and EAP-SIM will generated such a key. 
Therefore, we see no changes to EAP-AKA or EAP-SIM protocol messages.  

2.2 Independence of Scenario 3 to Scenario 2
At the 3GPP SA3 meeting #38, it was questioned whether this would make Scenario 3 dependent on Scenario 2. For operators that do not provide Scenario 2 AAA access capability, subscribers will have to use the regular method specified in TS33.234 to do mutual authentication. The proposed method is just an option to be used in a common scenario that operators provide both Scenario 2 and Scenario 3 interoperability and the UEs access operators PS services while authenticated via Scenario 2. 
The option of no PS_Service indicator makes scenario 2 and scenario 3 completely independent. 

2.3 Man-in-the-middle Attack

It was pointed out that, when using EAP authentication for IKEv2, the server side must use public key certificate to authenticate to the client. Otherwise, it will suffer man-in-the-middle attack. 

We like to clarify that the above statement is for EAP over IKEv2. Here we will not use EAP over IKEv2 at all. Instead, we use pre-shared secret method as standardized in IKEv2 for mutual authentication. 
2.4 Distinction of Scenario 2 and Scenario 3

There was confusion on distinction of Scenario 2 and Scenario 3 when using our method. First, we like to state again that, although Scenario 2 and Scenario 3 are independent, the proposed solution greatly improves performance in a common scenario that a 3G operator provides both AAA and PS service access, and the PS-Service indicator is used to accelerate processing for this situation. Second, for other situations, the processing would work like the following. 

As we have explained in section 2.2, if it is Scenario 2 only without Scenario 3 to be executed, the PS_Service indicator is turned off so that the AAA will not store EMSK for use in fast tunnel establishment. 

On the other hand, if it is Scenario 3 only with no Scenario 2, when UE requests to establish tunnel with PDG, the PDG will send user ID to AAA in the access request message. As AAA checks and finds no fast-tunnel authorization established previously, the regular process of EAP-AKA (or EAP-SIM) within IKEv2 as specified in TS 33.234 will have to be run. See the appendix for detailed processing steps. 

The option of no PS_Service indicator makes scenario 2 and scenario 3 completely separate. 

2.5 Lifetime for TSK 
The derived TSK should be assigned with the same lifetime as the MS’s authorization time. In this case, the AAA will store a EMSK, user ID, and a lifetime based on the authorization period in the initial EAP-AKA or EAP-SIM process. Then upon request of fast tunnel establishment, it will derive a TSK with the same lifetime. The derived TSK will expire after the authorization period. After that, either scenario 2 (re)authentication will generate another EMSK or a complete process has to be run for tunnel establishment. 
3. An Updated Proposal
If a UE accesses WLAN with EAP-AKA or EAP-SIM, then the UE and the PDG will use a “pre-shared” secret method in IKEv2 to mutually authenticate for tunnel establishment. The pre-shared secret is derived from EMSK of the first EAP-AKA or EAP-SIM either during Scenario 2 or during Scenario3. The AAA server will distribute the shared secret to PDG in a message specified in TS29.234. 
The option will be interoperable with the current method included in the 33.234 version 6.4.0. Service providers shall be able to determine whether to implement the option or not. 

4. Conclusion
We propose a method for UE to PDG tunnel establishment to improve efficiency. It has the following salient features: 
· Only two message exchanges between UE and PDG to complete IKE_AUTH in IKEv2, eliminating one EAP-AKA process and round trips. 

· No change to HSS function.
· No change to UE UICC/SIM function. 

· No change to AP function. 

· Fully compliant with IKEv2.
· Prevent Man in the Middle Attacks.
· No change to EAP-AKA or EAP-SIM messages
· Interoperable with the methods specified in 33.234 Version 6.4.0.

Efficiency is crucial for WLAN interworking. The solution can also be used for scenario 4 and scenario 5 where performance and seamless connectivity are central issues to address. If we hope scenario 3 is implemented, then we should adopt the proposed method as an option in release 7. 
Appendix

The basic idea of the proposal is that a UE-PDG shared secret can be established during the first EAP-AKA or EAP-SIM process, such that UE-PDG SA can be established quickly after the initial authentication process. When the 3GPP AAA server approves the UE’s authentication request, the AAA server will store EMSK so that when a PDG requests, it can provide a secret derived from the EMSK. Therefore, after the EAP-AKA or EAP-SIM authentication for UE WLAN access or UE 3GPP access, the UE and PDG will be able to establish a shared secret, based on which, they can mutually authenticate and establish a SA quickly without going back to home network again. 

The main steps for WLAN EAP-AKA and EAP-SIM to prepare for tunnel establishment are listed as follows. Please refer to Figure 1 for the corresponding step numbers.
· In step 6, AAA server will check with HSS/HLS about PS service on whether a tunnel will be allowed.   This step was originally done in tunnel establishment. 

· In step 15, UE will derive MSK TEK, and EMSK as specified in EAP-AKA and EAP-SIM. 

· In step 18, AAA server will derive MSK, TEK and EMSK as specified in EAP-AKA and EAP-SIM and also derive the TSK if UE is allowed for tunnel in step 6.
· Between step 22 and 23, if the UE is allowed for tunnel establishment for PS service, then AAA server will store TSK. 

The PS_Service indicator may be embedded into NAI as a realm in the form of IMSI@PS_Service.home.com or using EAP notification field as specified in section 2.1,
Alternatively, we can eliminate the PS_Service indicator at all. Instead, the AAA server will always store EMSK for a specified (short) lifetime. The authorization will happen at time of tunnel request, and if the stored EMSK has not expired, the AAA server can authorize the service and launch fast tunnel establishment process. In this case, step 6 will be eliminated. 
Please see Figure 1 (EAP-AKA) and Figure 2 (EAP-SIM) for all the steps listed above in red colour. Among them step 15 and step 18 in Figure 1 and step 14 and step 17 in Figure 2 will be the same as it is currently defined in 33.234. In order to make them clear, we added text for these two steps. 

[image: image1]
Figure 1: Authentication based on EAP AKA scheme
[Figure 4 in 3GPP TS 33.234 v6.4.0 Section 6.1.1.1] 

The same approach can be applied for EAP SIM scheme as illustrated below.


[image: image2]
Figure 2: Authentication based on EAP SIM scheme
[Figure 5 in 3GPP TS 33.234 v6.4.0 Section 6.1.2.1] 

The TSK will be used to set up UE-initiated tunnels in scenario 3. With the shared secret, the PDG authenticates the UE and use ceritificates to authenticate itself to the UE and then two entities can establish a secure tunnel using pre-shared method in standard IKEv2 procedure. The new tunnel establishment procedure is illustrated below.


[image: image3]
Figure 3: New UE-PDG Tunnel Establishment Sequences Compliant with IKEv2 Pre-shared Secret Method

Based on standard 3GPP TS 23.234 section 6.2.6, the PDG’s address is resolved during service authorization process. Therefore, before UE initiates the tunnel establishment, UE has had PDG’s address and derived the TSK. 
As specified in the latest IKEv2 IETF draft, there is no requirement that the initiator and responder sign with the same cryptographic algorithms. The choice of cryptographic algorithms depends on the type of key each has.  In particular, the initiator may be using a shared key while the responder may have a public signature key and certificate.  It will commonly be the case (but it is not required) that if a shared secret is used for authentication that the same key is used in both directions. There will be no MITM (Man In the Middle) attacks in either case.

If the TSK is to be used in both direction, both the UE and the PDG will use the derived TSK to calculate the AUTH payload. Alternatively, UE can use the TSK while PDG can use public signature key and certificate. In that case, UE use the derived tunnel session key to calculate the AUTH payload and pass it to the PDG. When the PDG receives the IKE_AUTH request with AUTH payload, it sends the Access Request to the AAA sever with User ID and W-APN. Then AAA server derive the TSK (if it does not has) and send it to the PDG, if the UE is pre-authenticated and the EMSK key is valid. After receiving the Access Accept message, the PDG verifies the AUTH send by the UE using the TSK and calculates the AUTH payload using certificates. After UE verifing the AUTH payload send by the PDG using the certificate, both the peers establish the IPsec SA. 
If the option of no PS_Service indicator is used, after step 3, the AAA server will check HSS user profile and subscription to authorize the requested PS service. 

In case that the UE has never executed EAP-AKA nor EAP-SIM for WLAN authentication, then AAA will not be able to store EMSK (or equivalence). If the AUTH in message number 2 is blank, then PDG will understand that it should start the protocol with AAA server as it is defined in current 33.234. If the AUTH in message 2 is not blank, then PDG will send message 3 to AAA server. However, if AAA server will not have a stored EMSK (or equivalence), a new EAP-AKA or EAP-SIM must be executed for the UE authentication. 
Note: As DIAMETER message supports server push, an alternative solution is for the AAA server to push the secret to the PDG in a DIAMETER message. With this method, the step 3) and 4) above in the figure 2 can be eliminated. 

Key Derivation
This section provides a means of generating multiple tunnel session keys (TSKs) using the EMSK as defined by the IETF draft “draft-salowey-eap-key-deriv-02 : Guidelines for using the EAP Extended Master Session Key (EMSK)”. These TSKs are then used for IKEv2 mutual authentication during subsequent tunnel requests. This allows multiple tunnel establishment procedures to use keys independently derived from the initial EAP authentication procedure.
TSK = prf{EMSK, W-APN, Length of the Key}




Or alternatively

TSK = prf{EMSK, “W-APN”, Identity, Length of the Key)}

Where

	Prf
	Pseudo random generator agreed between the UE and the AAA server during the previous EAP-SIM or EAP-AKA authentication procedure.

	EMSK
	Extended Master Session Key generated by the UE and AAA server during previous authentication procedure.

	W-APN
	WLAN Access Point Name included in the tunnel request message.

	Identity
	User identity included in the tunnel request message.

	Length of the Key
	Output length of the TSK key.
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