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1. Introduction 

In this contribution, we further study the solutions for NAT-Traversal between UE and P-CSCF in IMS access networks. We clarify the potential problems in current IMS access security, and present three solutions for it. 

This document proposes one solution of IMS AKA enhancement for NAT-Traversal in IMS IPSec based access security and two solutions of TLS based access security to IMS. 

2. Problem statement 
2.1 IPSec based access security 

IPSec ESP is used to provide integrity and confidential protection of SIP signalling between UE and P-CSCF at the IP level in the Rel-5 and Rel-6 IMS access security. Because the current solution of IPSec based access security is mainly designed for UMTS access networks it is impossible to traverse the NAT devices between UE and P-CSCF. In order to keep the flow of AKA and traverse NAT devices we present the enhancements of IMS AKA for NAT-Traversal.

2.2 TLS based access security

There have proposed some solutions of TLS based access security to IMS in [S3-050065] and [S3_050239]. In some solutions, TLS tunnel is one side authenticated, IMS AKA is mutual authenticated. But IMS AKA is not bind to TLS tunnel, the keys derived from mutual authentication(IMS AKA) are not used in TLS tunnel. It may result in Man-in-the-Middle attack.
3. Alternative solutions
This section presents three solutions to resolve the presented problems. The former one solution of IPSec based access security adds some NAT-Traversal function in IMS AKA procedure. The latter two solutions of TLS based access security bind IMS AKA with TLS by using the CK and IK derived from IMS AKA to establish TLS tunnel. 

3.1 IMS AKA enhancements 

The solution introduces the NAT-Traversal thought included in RFC3947 and RFC3948 into IMS AKA. There are mainly three parts in this solution. 

1. The UE and P-CSCF shall have NAT-Traversal capability. The both sides can show the NAT-Traversal capability each other by a fixed hash. 

2. Both sides between UE and P-CSCF can not only detect the presence of NAT but also detect where the NAT is by enhanced IMS AKA. 

3. UE and P-CSCF shall encapsulate and decapsulate IPSec ESP packets inside UDP packets for traversing NAT. In order to keep the NAT mapping the side behind NAT need to send the NAT-keepalive packet at intervals.

Figure 1 demonstrates the solution details. 
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Figure 1: enhancements of IMS AKA for NAT-Traversal

Protocol details are as follows: 

1. UE starts IMS registration procedure. NAT_U and HASH_ul are included in the SM1. NAT_U shows the NAT-Traversal capability of UE. HASH_ul is the hash of UE’s local IP address and UE’s local port, which can be used to detect whether there exists NAT device before UE or not.
2. P-CSCF detects the NAT-Traversal capability of UE by NAT_U received from SM1. If UE and P-CSCF both support NAT-Traversal the P-CSCF calculate the HASH_pp that is the hash of UE’s IP address and UE’s port received from IP packet and compare it with HASH_ul. If not same, it shows that there exists NAT device before UE. Otherwise there does not exist NAT device before UE.
3. P-CSCF sends the SM6 message including NAT_P, HASH_pl and HASH_pp. NAT_P shows the NAT-Traversal capability of P-CSCF. HASH_pl is the hash of P-CSCF’s local IP address and P-CSCF’s local port, which can be used to detect whether there exists NAT device before P-CSCF or not.
4. UE detects the NAT-Traversal capability of P-CSCF by NAT_P received from SM6. If UE and P-CSCF both support NAT-Traversal the UE calculate the HASH_up that is the hash of P-CSCF’s IP address and P-CSCF’s port received from IP packet and compare it with HASH_pl. If not same, it shows that there exists NAT device before P-CSCF. Otherwise there does not exist NAT device before P-CSCF. At the same time UE compare the HASH_ul with HASH_pp received from SM6. If not same, UE knows that there exists NAT device before it. Otherwise there does not exist NAT device before UE.
5. UE sends the SM7 message including the NAT-T parameters sent in SM1 and received in SM6 to P-CSCF. If both sides support NAT-Traversal the HASH_up shall be sent to P-CSCF in SM7. If UE knows there exists NAT device before it the OA_ul and OA_up shall be sent to P-CSCF in SM7. The OA_ul is the original UE’s IP address. OA_up is the P-CSCF’s IP address recorded in UE. In addition the protected SM7 message shall be encapsulated inside UDP packet (seen RFC 3948). The source port and destination port in UDP encapsulation are both 4500. The checksum in UDP encapsulation is set to 0.
6. P-CSCF checks whether the NAT_U, NAT_P, HASH_ul, HASH_pp and HASH_pl are identical with the corresponding parameters stored in P-CSCF. If these checks are not successful the registration procedure is aborted. If both sides support NAT-Traversal between UE and P-CSCF the P-CSCF shall compare HASH_pl with HASH_up received from SM7. If not same, the P-CSCF knows that there exists NAT device before it. Otherwise there does not exist NAT device before P-CSCF. If there exists NAT device before UE the P-CSCF will store the OA_ul and OA_up for calculating the checksum of UDP/TCP header in SIP packet. 
7. If there exists NAT device before P-CSCF the OA_pl and OA_pp shall be sent to UE in SM12. OA_pl is the original P-CSCF’s IP address. OA_pp is the UE’s IP address recorded in the P-CSCF.
8. The UE shall send the NAT-keepalive packet (seen RFC 3948) at intervals for keeping NAT mapping if there exists NAT device before UE. The P-CSCF shall also send the NAT-keepalive packet at intervals for keeping NAT mapping if there exists NAT device before P-CSCF. 
After initial registration all SIP signalling between UE and P-CSCF shall be encapsulated and decapsulated (seen RFC 3948) inside UDP packet for NAT-Traversal if there exist NAT devices between UE and P-CSCF.

3.2 Pre-shared key TLS based IMS access

In this solution, PSK TLS is used to negotiate TLS tunnel. The pre-shared key shared by UE and P-CSCF is derived from the CK and IK . The CK and IK are derived from IMS AKA.
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Figure 2: PSK TLS based IMS access security

The details are as follows: 

1. UE starts IMS registration procedure. If the UE supports PSK TLS, it includes corresponding parameter as an alternative security mechanism in “SIP security agreement” [RFC 3329]. 

2. P-CSCF sends Register message to S-CSCF. 

3.  S-CSCF sends Auth_Chanllenge to P-CSCF. The message includes corresponding parameter as alternative security mechanism supported by P-CSCF.
4. After removing the CK and IK from the response, P-CSCF forwards the response to the UE. 
5. The UE and P-CSCF follow the rules of RFC 3329, and chooses PSK TLS as the security mechanism. 
6. UE and P-CSCF derive a shared key from the CK and IK.
7. The UE and P-CSCF perform PSK TLS handshake and establish a TLS tunnel. The shared key used to negotiate TLS tunnel is the key derived from the CK and IK.
8. The UE continues with normal IMS registration procedure. The following IMS messages are sent in TLS tunnel. 
3.3 TLS/SIP Digest AKA

TLS protocol is composed of two layers: the TLS Record Protocol and the TLS Handshake Protocol. The TLS Handshake protocol allows the server and client to authenticate each other and to negotiate an encryption algorithm and cryptographic keys. The TLS Record Protocol provides connection security and encapsulates various higher level protocol data.

In the solution, IMS AKA functions as TLS Handshake protocol. In IMS AKA, UE and P-CSCF are allowed to authenticate each other and to negotiate an encryption algorithm and cryptographic keys. The TLS Record Protocol provides connection security and encapsulates various higher level protocol data.
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Figure 3: TLS/IMS AKA

Protocol details are as follows:

1. UE and P-CSCF create a TCP connection. The following IMS signalling message is transmitted over the TCP connection.

2. UE starts IMS registration procedure. It includes cipher suites supported by UE. It contains the a list of identifiers for the integrity and encryption algorithms, which the UE supports. Upon receipt of SM1, the P‑CSCF selects the first algorithm combination on its own list which is also supported by the UE.
SM1: REGISTER(Security-setup = UE integrity and encryption algorithms list)
3. After removing the CK and IK from the response(SM6), P-CSCF forwards the response to the UE. It contains a list of identifiers for the integrity and encryption algorithms, which the P‑CSCF supports. Upon receipt of SM6, the UE determines the integrity and encryption algorithms as follows: the UE selects the first integrity and encryption algorithm combination on the list received from the P‑CSCF in SM 6 which is also supported by the UE.
        SM6: 4xx Auth_Challenge(Security-setup = session_id, P‑CSCF integrity and encryption algorithms list)
4. UE and P-CSCF establish TLS tunnel over the TCP connection using the secure attributes negotiated in above messages. The keys used for encryption and keyed MAC are derived from the CK and IK. The following IMS signalling message is protected by the TLS Record protocol.

5. UE send Register to P-CSCF. It contains the integrity and encryption algorithms list sent by P-CSCF in SM6. The P-CSCF shall check whether the integrity and encryption algorithms list is identical with that sent in SM6.
SM7: REGISTER(Security-setup = session_id, P‑CSCF integrity and encryption algorithms list)
6. The UE and P-CSCF continues with normal IMS registration procedure. 
4. Conclusions

This contribution proposes three alternative solutions for NAT-Traversal in IMS access security. The first solution adds some NAT-Traversal function into the current IMS AKA procedure. The second solution and third solution introduce TLS based access security into IMS. The second solution is based on PSK TLS. The shared key is derived from CK and IK, which are derived from IMS AKA. The third solution uses IMS AKA to negotiate TLS tunnel parameters and establish a TLS tunnel. 
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