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1
Introduction

Several alternative approaches have been presented to overcome problems related to NAT in IMS Rel-7. Before SA3 decides to fundamentally change Rel-5 IMS security, it should be clear which exact problems these approaches can overcome, and where they are still lacking. Changes to Rel-5 IMS should be minimal to avoid interoperability problems between Rel-5 and Rel-7 IMS.
2
Discussion
2.1
NAT-related difficulties
The problems with a NAT device at the UE site can be separated into different categories:
1a) Signalling protocol problems with NAT traversal

1b) Problems with incoming signalling connections

2a) Media protocol problems with NAT traversal

2b) Problems with incoming (protected?) media connections

SA3 already studied protocol-related NAT traversal issues 1a), but the problem of incoming connections deserves some more attention.

Problems related to incoming connections are explained in [1], for example. Without further measures, a NAT device does not allow incoming connections. During finalisation of Rel-5 IMS security, SA3 spent some time on specifying port handling in section 7.1 of TS 33.203. In those discussions, it was clarified that a P-CSCF must be able to establish a new signalling connection to the UE, despite the facts that the UE did already establish another TCP connection to the P-CSCF, and that TCP connections are bi-directional. 
A similar problem exists with media connections: the Rel-5 IMS architecture allows direct media streams from one UE to another. An example shall show how potential solutions will affect the IMS architecture: To avoid the incoming connection, both UE could actively connect to a media gateway, which passes the data on. This would impose a change on IMS procedures and introduce a new network element. So even if implementations, architecture, protocols, and/or IMS procedures could be adapted to handle or work without incoming connections, such seemingly simple solutions will significantly deviate from IMS Rel-5 and break interoperability.
2.2
Solutions in the protocols
Different proposals to address NAT issues have been presented in SA3, e.g. [2], [3], [4]:
Rel-5 IMS with UDP encapsulation [5]

TLS

Generic Access (ESP tunnel mode)
A fourth alternative is added which is directly comparable to TLS in the scope of this document. Problem 1a), which is solved whe using TLS, could also be addressed by "simply" (in terms of specification work) switching Rel-5 security from transport mode ESP to tunnel mode ESP:

Rel-5 IMS, using IPsec ESP in tunnel mode

STUN [6] is not considered a viable alternative, and is therefore not listed.

The following table lists the four proposals, with their pros and cons:
	
	Rel-5 IMS & UDP encaps
	Rel-5 IMS with ESP tunnel mode 
	TLS
	Generic Access (GA)

	Incoming signalling connections
	yes
	no
	no
	see below *)

	Media protection and incoming media connections
	to be defined
	to be defined
	to be defined
	protection included, incoming connections see below *)

	UDP support
	yes
	yes
	with datagram TLS?
	yes

	Double encryption
	no
	no
	no
	yes, for signalling

	Rel-5 compatibility
	high
	low
	low
	high (but complex add-on)


*) Incoming connections with GA could be allowed by using UDP encapsulation.

The row "Rel-5 compatibility" deserves some explanation, which is given in section 4.
Conclusion: whereas all proposals address problem 1a), only UDP encapsulation provides support for incoming connections 1b). 

2.3
Solutions in the NAT device
For completeness' sake it should be mentioned that there are some means to configure incoming connections to specific ports in most NAT devices. These connections are then redirected to specific addresses behind the NAT device. Many NAT devices support manual and static configuration of this port redirection, and there are also interfaces to allow dynamic reconfiguration ([7], [8]). These NAT-device based means do not seem suitable for Rel-7 IMS due to several reasons:
· They make the IMS solution dependent on features of the NAT device

· They may open security holes in the IMS, because the device control interface specification is out of scope for 3GPP
· Not all are (completely) standardised
2.4
Multiple clients behind one NAT device
It should be clarified by TISPAN or SA1, if there is a service requirement to support multiple UE behind one NAT device at the same time, or if such a requirement is envisaged for a later release. This must be taken into account when selecting the solution. None of the NAT traversal protocol solutions mentioned in section 2.2 is capable of supporting incoming connections for multiple clients without modifications.

In addition to the incoming connections problem, new trust and charging relevant questions arise:
· Does the owner of the NAT device decide who can access IMS services through the device? How?

· How is bearer charging involved?

4
Interoperability of IMS Rel-7 and Rel-5
It is assumed that a NAT traversal solution which is independent from Rel-5 IMS can be added in a modular way. This will provide less compatibility problems than a change in the IMS mechanisms or the IMS architecture itself. From an IMS perspective, UDP encapsulation and GA can be seen as "bearer level", and direct impact on Rel-5 IMS security will be small. 
OMA specifications rely on the existing Rel-5 IMS specifications, which have been stable for some time. Will OMA quickly adopt a Rel-7 IMS when it is very different from Rel-5? If 3GPP now significantly changes IMS protocols in Rel-7, there will be interoperability problems. We could end up with three incompatible security solutions:

· early IMS, defined because Rel-5 IMS is not implemented yet

· Rel-5 IMS, with products currently being implemented
· Rel-7 IMS

In that case it could be considered to drop Rel-5 IMS security completely and live with only two incompatible solutions.

4
Summary
SA3 is kindly asked to adopt the following proposals for further work:
1. All requirements from ETSI TISPAN should be understood before deciding on a solution for NAT traversal.
2. The NAT traversal solution should be future-proof and not limited to just fulfilling TISPAN phase 1 requirements (see also 2.4).
3. Maximum compatibility and interoperability with IMS Rel-5 should be a prime target for Rel-7 IMS.
4. Signalling and media traffic pass through the same NAT device. To avoid further changes or even more diversification of IMS implementations, if media protection is added later, the architecture for media protection should be known before deciding on a solution for signalling traffic NAT traversal.

5. The benefit of having a single specification for both TISPAN and 3GPP IMS comes at the price of added complexity in CSCF and UE. This should be weighed up against the option of two different IMS specifications interoperating via a gateway CSCF.
6. Regarding NAT traversal, no benefits of using TLS compared to using Rel-5 IMS with tunnel mode ESP could be identified. Tunnel mode ESP is a much simpler change to Rel-5 IMS, so more arguments are needed if TLS should be considered further for Rel-7 IMS security.
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