3GPP TSG SA WG3 Security — SA3#38
S3-050299

26- 29 April 2005

Geneva, Switzerland
Title:
LS on security of stream bundling solutions

Response to:
S4-050245 (S3-050195)
Source:
SA3
To:
SA4
Cc:
-

Contact Person:


Name:
Marc Blommaert

E-mail Address:
marc.blommaert@siemens.com

Attachments:
S3-050225, S3-050250
1. Overall Description:

SA3 has discussed the security of two stream bundling proposals.

A) FEC stream bundling above the SRTP layer as was received within the SA4 LS on MBMS Forward Error Correction  i.e. S4-050245 (S3-050195). The attachment S3-050225 includes a security analysis of this FEC bundling proposal.

B) FEC stream bundling below the SRTP layer as was contributed to SA3 by Ericsson (S3-050250) and included a solution which was discussed at the SA4 PSM adhoc in Sophia Antipolis, France, 6-7 April, 2005. Also this attachment S3-050250 includes a security analysis.
SA3 would like to communicate to SA4 that SA3 has endorsed the conclusions of both attachments.

SA3 would like to point out that, in case A would be adopted, then SA3 would like to add some clarifying text in TS 33.246.  

The order between FEC and SRTP was discussed i.e. The sender applying FEC before SRTP or after. SA3 does not see significant difference from security point of view whether FEC is applied before SRTP or after i.e. both orders are acceptable for SA3. However if integrity protection is applied by the BM-SC, then the receiving UE may be able to correct more erroneously received FEC source packets (e.g. especially under bad radio conditions) if the sender applies FEC on the SRTP data rather than if SRTP integrity protection is applied on FEC protected data and FEC repair data (in the latter case FEC protected data and/or FEC repair data are thrown away if they contain at least one bit error). 
2. Actions:

To SA4 group.

ACTION: 


SA4 is friendly asked to inform SA3 about the selected stream bundling solution, in order for SA3 to be able to update TS 33.246 if applicable. 

3. Date of Next TSG-SA3 Meetings:

SA3#39
28th June – 1st July 2005


Montreal, Canada

SA3#40
13th September – 16th September 2005
TBD

