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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Editor’s note:

A brief introduction on the separate, but coordinated development of Liberty and GBA..

1
Scope

The present document gives a guideline on the interworking of the Generic Authentication Architecture (GAA) and the Liberty Alliance architecture. The documents studies the details of possible interworking methods between the Liberty Alliance Identity Federation Framework (ID-FF), the Identity Web Services Framework (ID-WSF) and the Generic Bootstrapping Architecture (GBA). This document only applies if Liberty Alliance and normal GBA are used in combination.

2
References

The following documents contain provisions, which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS33.220: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".

[2]
3GPP TS33.222: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)”

[3]
3GPP TS33.221: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Generic Authentication Architecture (GAA); Support for Subscriber Certificates”

[4]
3GPP TS29.109: “3rd Generation Partnership Project; Technical Specification Group Core Network; Bootstrapping interface (Ub) and Network application function interface (Ua)”

[5]
3GPP TS24.109: “3rd Generation Partnership Project; Technical Specification Group Core Network; Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol”

[6]
Liberty Alliance Project, ID-WSF v2.0: “Liberty ID-WSF Security Mechanisms Specification”

[7]
Liberty Alliance Project, ID-FF v1.2: “Identity Federation Specification”

[8]
Liberty Alliance Project, ID-SIS v1.0: “Service Interface Specifications”

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Editor’s note:

The following Liberty and GAA definitions need to be inserted: 

Identity Provider:

Network Application Function:
Service Provider: 

Web Service Provider:

Web Service Consumer:

LAP aware UE:
3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

BSF
Bootstrapping Server Function

B-TID
Bootstrapping Transaction Identifier

DS 
Discovery Service

ID-FF
Identity Federation Framework

IdP
Identity Provider

ID-WSF
Identity Web Services Framework

GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture

HSS
Home Subscriber Server

LUAD
Liberty enabled User Agent or Device

NAF
Network Application Function

SP 
Service Provider

UE
User Equipment

USS
User Security Setting

WSC
Web Service Consumer

WSP
Web Service Provider

4
Interworking of Liberty Alliance ID-FF and Generic Authentication Architecture

4.1
Introduction 

Editor’s note: 
TBD
4.2 Requirements on Interworking of GBA and ID-FF / ID-WSF

Editor’s note: 
It is for further study, if such a section is needed 
4.3 Architectural Description – Use of GBA within ID-FF / ID-WSF

This section describes the GAA and ID-FF / ID-WSF architecture. 

Editor’s note:

The architecture for co-hosting IdP with NAF and BSF/IdP is needed to clarify the different roles and the relationship between UE and IdP/NAF; IdP/NAF and SP. The major focus should rely on the IDP/NAF combination as identified in SA#37. When the UE contacts an SP to gain access to a service the SP is providing and the SP contacts the IdP for usage of authentication service then SP is a WSC of the web service provided by the WSP/IdP/NAF. For an active client (LUAD) the case where the client contacts the IdP first to fetch some credential before accessing the SP needs to be worked out further. The role of the DS is ffs.

The following scenarios outline the relevance for GBA interworking with the Liberty Alliance ID-FF and ID-WSF specifications.

4.3.1
SSO scenario: ID-FF with <AuthnResponse> transfer

In this scenario the UE is not LAP aware. All protocol elements are taken from within ID Federation Framework [7]. 

On receipt of the request from UE, the SP sends a redirect response to UE, which in turn contacts the IdP under the URL given in Location header field. If the UE is not yet authenticated with the IdP, then the authentication has to take place here. The method and details of this authentication are not defined by [7]. The IdP responds with an <AuthnResponse> in the redirect URL, and the UE contacts the SP again using this URL.

From viewpoint of GBA, there is only one reference point carrying both LAP and GBA information, i.e. the interface between IdP and UE. Depending on architecture on the hosting of the IdP this reference point may be mapped to the Ua reference point between UE and NAF in GBA, but also mapping to the Ub reference point between UE and BSF is possible.

Editor’s note:

Insert details on mapping and issues related to BSF/IdP co-hosting are for ffs.  
Editor’s note: 
TBD picture to visualize the scenario.
4.3.2
SSO scenario: ID-FF with artefact transfer

This scenario is similar to the scenario given in section 4.3.1, with one extension.

The IdP must support an additional interface to SP, to allow the SP retrieval of the authentication assertion. This interface is not completely separated from GBA, as this authentication information may include GBA related information, e.g. user identity, pseudonym and further information from GUSS, restrictions based on GBA, etc.

Editor’s note: 
Details of further GBA related information relevant to artefact transfer ffs.

Editor’s note: 
TBD picture to visualize the scenario.
4.3.3
SSO scenario: ID-WSF

In this scenario the UE is LAP aware, i.e. a LUAD (Liberty enabled User Agent or Device). The protocol elements used are taken from ID Web Services Framework [6], and the interaction of UE with IdP comprises two consecutive protocol runs.

First the UE authenticates with the IdP and retrieves a security token, which entitles the UE to invoke some services. In the next step the UE invokes the Single-Sign-On service of the IdP using the security token. In this step the UE receives the authentication assertion (authentication and authorisation information) to be used at the SP.

Editor’s note: 

Excerpt from “draft-liberty-idwsf-authn-svc-v2.0-02.pdf” for SSO from a LAP enabled client:

“The overall mechanism is based on two steps. First, a (LUAD-) WSC wishing to interact with some SP can use the Authentication Service at an Identity Provider to obtain security tokens. Next, the (LUAD-) WSC invokes the Single Sign-On Service at the Identity Provider in order to obtain an authentication assertion to convey to the SP, thus enabling Liberty-SSO-enabled, vanilla, web-based interactions with that SP.“

This text need to be reflected / referenced in the description below.
This IdP can be co-hosted with the NAF or the BSF and hence the scenario may be mapped differently to GBA:

· If the IdP is co-hosted with the NAF, then the first step is mapped to Ua reference point of GBA [4], carrying the LAP security token as payload to the UE. Ub run must be executed by the UE if necessary, but this is not connected to LAP protocol-wise.
The second step is completely as defined in LAP (no connection to GBA), only the content of the authentication assertion depends on GBA results.
This is the ID-WSF scenario discussed in the remainder of this document.

· If the IdP is co-hosted with the BSF, then the first step is mapped to Ub reference point of GBA [4]. The second step is mapped to Ua interface of GBA.
Despite having this formal analogy of executing two consecutive protocol runs required by both protocol worlds, it seems that a simple mapping is not possible. The syntax and semantic of the information elements transferred seem to differ quite a lot between GBA and LAP. 

Editor’s note: 


It is ffs it the IdP/BSF scenario will be discussed in this document.

The following text gives some background on usage of the second mapping, and why it may not be suited to implementation (text to be elaborated):

This resembles more the GBA approach: First the client contacts the Authentication Service (( BSF) and gets a security token. But in GBA, the security token itself is not transferred between BSF and UE. Then the SSO service at IdP is invoked using this security token. Here the element <disco:ResourceOffering> together with necessary credentials may transfer access authorization for other services also.

To be clarified: This probably does not map to GBA proper, as the security token sent by authentication service is self-contained security-wise (token signed by auth. service), while B-TID sent by BSF gives authentication only together with a check of the shared secret Ks_NAF.
4.4 Co-hosting of NAF and IdP

In this section it is assumed that the GBA NAF contains a Liberty IdP as defined in [7]. The creation of the authentication and re-authentication credentials is handled by GBA and the GBA procedure is triggered by IdP/NAF. All [6] and [7] specific tasks are fulfilled by the IdP implementation in the NAF, this is transparent to the GBA implementation in the UE.

4.4.1 Ua reference point: UE and IdP/NAF interworking

4.4.1.1
LAP unaware Equipment – use of ID-FF with Redirect

This section describes Ua usage for the scenarios given in sections 4.3.1 and 4.3.2.

Editor’s note:


The details of the following items are to be worked out:

· Handling of Authentication Requests and Responses from LAP in a GBA environment. Cases with redirect (UE involved). Definition of Ua protocol (reference to [2] and [4])

· If necessary, use cases and/or profiles for authentication schemes according to sections 5.3, 5.4 and 5.5 of TS33.222 [2].

· Translation of IdP session concept defined (Ua session, key expiry time, …) into GBA system

· LAP timestamps taken from bootstrapping time or Ua run time.

or the case, that Ua is chosen that e.g. in case of  [2] each request over Ua is authenticated by itself, as each request carries the full Authorization Header. There is no difference between first request and follow-up requests. 

Editor’s note: 

Thus it is for further study that the time of last request over Ua may be appropriate for LAP (instead of time of first request within e.g. TLS session).
· Definition if LAP re-authentication within key lifetime is satisfied by standard Ua procedure (liveliness of user, e.g. digest provided with every http request over Ua in case of 33.222) or a bootstrapping renegotiation indication to UE (new AKA run) is required.

· Discussion of POST-based variant (instead of query-string based variant), compatibility with existing Ua specifications.

· Discussion if there is an impact on Ua from the difference between <AuthnResponse> transport (scenario given in section 4.3.1) and artefact transport (scenario given in section 4.3.2). Main difference is not on Ua interface, but on additional SP – NAF interface.
4.4.1.2
LAP aware Equipment – use of ID-WSF

This is implementation of step 1 of (the first mapping of) the scenario given in section 4.3.3.

Editor’s note: 

It is for further study if a second mapping is required. If it will be decided that also the second mapping of the scenario given in section 4.3.3 will be treated in this document, then a description of step 2 of the second mapping must be given in this section (or in an additional section) also.

Handling of Authentication Requests and Responses from LAP in a GBA environment. LAP specifies the SASL protocol here..

Used here is a framework given in WSF for authentication between IdP and web service consumers within SOAP messages. It may be used by (strongly) Liberty enabled clients (LUAD) authenticating with the Id. Profiling the SASL framework does the definition. It is recommended by LAP that SASL is carried over TLS.LAP recommends (“SHOULD”) the SASL mechanisms PLAIN (common usage) and CRAM-MD5 (limited usage according to IANA). Definition of a suitable authentication mechanism within SASL for use with GBA. . This could be based on the mechanism in section 5.3 of TS33.222. One example can be the use of SASL “DIGEST-MD5” according to RFC2841, but the optimal choice are ffs. Different possibilities to express the authentication context are for further studies e.g. Liberty Authentication context or mobile specific context indication
4.4.2
IdP/NAF and SP Interworking

The scenario given in section 4.3.2 requires direct interaction between IdP/NAF and SP for transfer of authentication assertion. The protocol is defined by LAP is SOAP based, with SAML assertions carrying the assertion information.

The content of this SAML assertion is (partly) given by results of the GBA run (protocol parameters, e.g. execution time, and user-specific parameters, e.g. taken from USS).

Editor’s note: 

It is for further study if the scenarios given in section 4.3.3 do also require direct IdP/NAF and SP interworking. 
4.4.3
Ub reference point: UE and IdP/BSF interworking

Note: The existence of this section depends on the decision, if the alternative mappings of the scenarios given in sections 4.4.1 and 4.4.3 will be discussed in this document. Only in this case the Ub reference point would be affected by LAP interworking.

4.5 Use of GUSS / USS in Support of ID-FF and ID-WSF

ID-FF and ID-WSF frameworks have the need for additional information elements not existent in basic GBA. These elements may be stored in HSS/ GUSS to ease MNO administration work, if it is feasible and or wanted.

Editor’s note:

For further studies: If certain information elements used for LAP may be stored in USS (preferable only quite static elements with read access to HSS on bootstrapping time and transfer over Zn to NAF/IdP).

The information elements may belong to one of the following LAP categories:

· Id-FF

· Id-WSF

· Id-SIS Profiles (profile information used for particular Id-SIS profiles)

Criteria:

· rate of change, dynamic data

· write access by whom

· read access during bootstrapping only or also later on (“session” at IdP, cf. above)

· availability of (standardised) interfaces.

4.6 
Liberty Alliance Authentication Context and GBA

This section contains the mapping of mobile authentications to LAP authentication context schema for the following cases:

· Initial enrolment (subscription)

· Bootstrapping procedure over Ub

· Authentication over Ua

The authentication context need to contain that GBA was used for trust establishment and then how GAA/GBA was used e.g. Username / password.

Editor’s note: 



Details of schema have to be defined. Furthermore mobile specific alternatives should be investigated.

Annex (informative):
Comparison of GBA and Liberty Alliance ID-FF and ID-WSF 

This annex shall give a comparison of some important single features of Id-FF / Id-WSF with GBA. This serves as rationale for the decisions taken in the previous chapters on particular implementations.

Editor’s Note:

 It is to be discussed if this annex will be kept in the final document, or if the content is only a starter for interim discussions until finalisation of document. In the mean time this section helps to address all relevant topics. General content of this Annex are: Equivalences. Missing features, compatibilities and incompatibilities of mechanisms.

A.1
Federation and Session Concept

Federation

Editor’s note:

Basic concept of LAP. How does this fit with the concept of B-TID and shared keys in GBA. Handling of identities in both GBA and Id-FF.
Non-federated identities in Id-FF V1.2

Editor’s note: Anonymous and temporary identifiers, encrypted name identifiers, as opposed to federated identifiers
Defederation 

Editor’s note:

How does this fit with GBA? Or is it a “LAP only” feature, as GBA does not include a user-generated invalidation of credentials. Perhaps end of subscription or termination of contract between MNO and SP would require defederation. 

Federation Expiration

Editor’s note:

For further study if the expiry of key lifetime is equivalent to federation expiration (at least for non-federated identities)? 

Session Concept at IdP

Editor’s note:

GBA does not have a “session concept” or “IP session state management” in GBA. Similar mechanisms available or any mappings to other mechanisms? Session concept in LAP includes two facets:

· duration of session between UE and IdP

· storage of all active sessions between UE and any SP which are authenticated by this IdP (cf. single logout)

Generally LAP is not concise about the meaning of the “IP session state management”. Thus it seems that this notion may be filled with “adequate” meaning in each particular context.

Key expiry time

Editor’s note:

Usability of key lifetime (duration between bootstrapping time and expiry time) as an equivalent for LAP session state. This could be applied to a BSF/IdP and a NAF/IdP solution. In both cases it would not require an actual “session” between UE and IdP. Only in case of Authentication request routed via UE (redirect) contact between UE and IdP would be necessary.

Still the IdP has to store all active UE sessions to SPs.

Session over Ua

Editor’s note: 

Session (e.g. http session – what ever this means, perhaps underlying TLS session) over Ua to a NAF acting as IdP. Applicable to NAF/IdP only. (It is implied here that there should be no long “session” = http connection over Ub. To be discussed).
Explicit Termination of a Session - Single Logout

Editor’s note:

No equivalent in GBA. Could be helpful in case subscription (or prepaid) expires, but not foreseen in GBA. In GBA only the key expiry time and key lifetime exist. GBA does not keep state of all sessions the user has with SPs. This information does not exist within GBA, as BSF does not track it at all, and a NAF knows only about sessions terminated by itself. In the case, the IdP is deployed with the NAF, the NAF could delete the keys and request a new bootstrapping for the next login.

Editor’s note: 

The following issues are for further studies:

Name Identifiers: 

Basic GBA only has B-TID as identifier. BSF (and possibly NAF) may know the IMPI of the user. Basic GBA does not know any other personal identifier. Some information covered in this section may be suited for storage in GUSS, but two factors have to be considered: (i) dynamic changes, (ii) update from IdP in HSS necessary. See also section on GUSS.

Names selected by IdP:

These names are selected by IdP, but are (for the same user) different for different SPs. Thus no unique global names may be used.

Names selected by SP:

With register name requests any SP may register a name identifier for the user chosen by himself. There is no equivalent for this in GBA.

Proxying of IdP

For further study if the IdP/NAF located in visiting network be seen as a kind of proxy for the home network BSF, which carried out the Digest AKA, on which all GBA based authentication relies. The Liberty Alliance architecture would suggest the BSF does not belong to the same organizational domain as the IdP/NAF. 
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