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1 Introduction

Current TS 33.220 [1] is ambiguous in the usage of User Security Settings (USS). This contribution discusses that ambiguity in the usage of USS can lead to possible security and interoperability problems. To overcome these problems this contribution proposes that it should be specified per application if USS is used or not.

2 Discussion

2.1 Support of USS per application

TS 33.220 [1] is ambiguous in the usage of USS. The TS gives the understanding that it is operator’s local policy in BSF and in NAF if USS is used or not for a specific GAA application. For Support for Subscriber Certificates (SSC) the usage of USSs is clear from TS 33.221 [2], but in general GBA TS 33.220 does not specify clearly whether other GAA applications, e.g. MBMS, should use USS or not. This ambiguity may lead to security and interoperability problems. 

Another ambiquity in GAA specifications TS 33.220 and 29.109 [3] is whether NAF USS explicitly from BSF or whether NAF requests key material and USS together. The two alternatives are analysed below.

Alternative A: NAF requests key material and USS together from BSF

In this case the BSF cannot distinguish if NAF requests key material or key material and USS for a GAA application, since NAF requests them together. There are four different cases: 

1) Based on its local policy the BSF requires a USS and the NAF supports USS. 

NAF requests key material for GAA application from the BSF using GAA Service Identifier (GSID). If there is USS for the GAA application for this user, the BSF returns key material plus USS. NAF applies the key material and USS (authorization flags).

2) Based on it's local policy the BSF requires a USS and the NAF does NOT support USS.
NAF requests key material for GAA application using GSID. If there is USS for the GAA application for this user, the BSF returns key material plus USS. NAF applies the key material and ignores the USS (authorization flags).

3) Based on it's local policy the BSF does NOT require a USS and the NAF supports USS. 

NAF requests key material for GAA application using GSID. BSF does not require USS for GAA (e.g. it does not have one for this application), but grants access to the user based on local policy. The BSF returns the key material. NAF receives the key material and based on it’s local policy it may be able to apply the key material although he did not get the USS.

4) Based on it's local policy the BSF does NOT require a USS, NAF does NOT support USS. 

NAF requests key material for GAA application using GSID. The BSF returns the key material and NAF applies the key material. I.e. the functionality is the same as in case 3.

Alternative B: NAF requests expliclitly USS from BSF

In this case the NAF explicitly indicates if it requests key material only, or key material and USS for a GAA application. There are four different cases: 

1) Based on its local policy the BSF requires a USS and the NAF supports USS. 

NAF requests key material and USS for GAA application from the BSF using GAA Service Identifier (GSID). If there is USS for the GAA application for this user, the BSF returns key material plus USS. NAF applies the key material and USS (authorization flags).

2) Based on it's local policy the BSF requires a USS and the NAF does NOT support USS.
NAF requests key material but not USS for GAA application using GSID. The BSF does not return key material to the NAF since the NAF did not request for USS. NAF does not get the key material.

3) Based on it's local policy the BSF does NOT require a USS and the NAF supports USS. 

NAF requests key material and USS for GAA application using GSID. BSF does not require USS for GAA application (e.g. it does not have one for this application), but it may grants access to the user based on local policy. The BSF returns the key material. NAF receives the key material and based on it’s local policy it may be able to apply the key material although he did not get the USS.

4) Based on it's local policy the BSF does NOT require a USS, NAF does NOT support USS. 

NAF requests key material but not USS for GAA application using GSID. The BSF returns the key material and NAF applies the key material.

In alternative A), case2) includes a possible interoperability issue. In this case the NAF gets the USS but does not support it, i.e. NAF does not know how to use USS. NAF might in this case use the key material against the authorization rules in the USS (if it is able to ignore the USS) and therefore the meaning of USS would not be fulfilled. Alternatively the NAF might discard the whole response from BSF.

In alternative B), case 2) includes also a possible interoperability issue. In this case a NAF implementing a GAA application does not get the key material since it does not support the USS. From authorization point of view it may be a correct decision not the give the key material to the NAF if it could not obey the USS, but from user’s point of view he could have been denied service because the NAF and BSF cannot interoperate.

In case 3) in both alternatives A) and B) there should be no security reasons why NAF should not be able to use the key material since the BSF does not require any specific rules (i.e. USS) for the usage of the keys. However, the behaviour of NAF is not clearly specified in this case in the GAA specifications. A NAF implementation might interpret that lack of USS means that keys are not allowed to be used. This is also an interoperability issue.

The conclusion of the above is that, in order to avoid the interoperability problems, the usage of USS should be specified per GAA application (i.e. USS is used or not) or that rules are developed for the cases when one node supports USS but the other does not.

It is proposed that it should be specified per GAA application if USS is used or not.

2.2 Usage of GSID

One source of ambiguity in the USS discussion above is that TS 29.109 [3] is not clear how GAA Service Identifier (GSID) is used when requesting key material (and possibly USS) from the BSF. 

· According to the first interpretation GSID is used to request both key material and USS. 
This is the alternative A) above. 

· According to the second interpretation GSID is used to request only the USS. 
In this interpretation the NAF is not able to indicate to the BSF which GAA application NAF supports, if the NAF does not support also USS. In this case BSF cannot make any authorization decision per NAF application type. E.g. if an MBMS BM-SC (that does not support USS) requests key material, the BSF cannot know that this is a BM-SC and therefore cannot decide if the user is allowed to use MBMS or not. 

It is proposed that SA3 decides what GAA information NAF needs to indicate to the BSF when requesting key material, since this has impact on the authorization decision in the BSF. It is proposed that SA3 adopts the first interpretation above since in the second interpretation the NAF is not able to indicate to the BSF which GAA application NAF supports, if the NAF does not support also USS. It is also proposed that SA3 informs CN4 of this ambiguity.

2.3 Support of USS in MBMS

The usage of USS should also be specified for MBMS. It may be difficult to set generally meaningful authorization flags for MBMS due to the diversity of services that MBMS can offer. One example of classifying MBMS could be based on age rating, another could be based on service types, e.g. entertainment, news, etc. Therefore, if generally applicable authorization flags are not found for MBMS, it is proposed that USS is not used with MBMS.

3 Conclusion & Proposal

This contribution discussed that ambiguity in the usage of USS can lead to possible security and interoperability problems. To overcome these problems this contribution proposes that 

· it should be specified per application if USS is used or not. An accompanying CR implements this to the TS 33.220.

It may be difficult to set generally meaningful authorization flags for MBMS. It is proposed that, 

· if generally applicable authorization flags are not found for MBMS, USS is not used with MBMS 

The usage of GSID is unclear in TS 29.109. It is proposed that, 

· SA3 decides what GBA information is to be requested over Zn and advices CN4 accordingly
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