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1 Introduction

This contribution evaluates the security implications of ‘stream bundling’ for MBMS Forward Error Correction based on the received LS’s from respectively SA4: S4-050245 (S3-050195) and RAN2: R2-051199 (S3-050191).
2 Discussion
The understanding from the envisaged SA4 usecase is that multiple RTP streams would be FEC encoded together, which will result in an additional RTP stream containing the FEC repair packets (see section 8.2.2 of TS 26.346). The LS S4-050245 also highlights the fact that the RTP streams, containing the FEC source packets, may belong to ‘different services’
.

The key MTK is used as SRTP master key to protect an RTP stream. A master key may shared between multiple RTP streams within the same RTP session (a) or a master may be applied to one RTP Stream only (b).

(a) The same MTK is shared among all RTP streams of the same RTP session.

There is no problem with the case where all RTP streams belong to the same SRTP session implying that these RTP streams will be applied the same protection with the same MTK. In the described case the RTP stream containing the bundled FEC repair packets will be protected with the same MTK as the related RTP streams containing the FEC source packets. A separate cipher key stream for these FEC repair packets is ensured by the use of a different SSRC-value within the key derivation for this RTP stream.

An RTP session may be shared by different MBMS user Services in which case the NOTE 2 of section 4.2 of TS 33.246 applies:

“According to TS 22.246 [5] there exist MBMS User Services with shared and non-shared Transport Services. It shall be possible for MBMS User Services to share one or more MSKs for the shared Transport Services with other MBMS User Services.

NOTE 2:
While sharing MSKs among different MBMS User Services, care shall be taken that the Users are not given access to data that they are not entitled to”’
In particular for streaming within (a), sharing of MSK/MTK among MBMS User Services implies that the related SRTP sessions are shared. Hence the contained RTP streams are applied the same MTK. 

Independent of the key sharing, the use of the same MTK within two different SRTP sessions is not allowed according to RFC 3711[11] section 9.1.  “A master key MUST NOT be shared among different RTP sessions”.
In case protection is applied to a least one of the RTP sessions that need to be FEC bundled, then the question arises where to place the protected FEC repair data stream. Assuming each RTP session constitutes a separately protected MBMS User Service, then the ‘different services’ usecase looks not possible without an extra MTK. This key MTK would need to be shared between the different MBMS user services and would need to be applied to a different SRTP Session. It is unclear if FEC repair data alone can be sent over a separate SRTP session and if such a usecase of FEC bundling spanning over different RTP sessions was intended by SA4. An MBMS user not having the MTK (be it the extra MTK FEC key or one that belongs to one of the bundled services) with which the FEC repair stream is protected, will not be able apply FEC repair.
(B) The MTK is applied to one RTP streams only.
Now the FEC repair stream will need a separate MTK or otherwise sharings consideration will apply in similarity with the last section of (A). Whether each of the separately protected streams belong to separate MBMS user services, is irrelevant. BM-SC key Management has to ensure that the MBMS User receives the relevant MSK/MTK for the RTP streams the user is has authorized to view, and a separate MTK for the bundled FEC repair. The UE will need to throw away the FEC repair packets he receives for an RTP stream he is not authorized to view.
3 Conclusions
In case of applying protection on parallel RTP sessions then FEC stream bundling is not possible, unless a separate SRTP session is being set up that will transfer the bundled FEC repair data and which is protected by a separate MTK. It is anticipated that this is the NOT the intended SA4 usecase, but stream bundling would rather be applied to one SRTP session applying equal access restriction (e.g. a single mobile-TV channel) i.e. applying one SRTP master key to the whole session. 
Stream bundling is possible within the same SRTP session irrespective of how MTK is applied (i.e. MTK per RTP stream or a shared MTK among some RTP streams). However in this case, FEC stream bundling should use an extra MTK.
The overall conclusion that there is no security issue with the stream bundling proposal as received from the LS. Some enhancements to the SA3 specification (Section 4.2) would however be useful in order to describe the key management consequences: 

“When applying FEC stream bundling, the RTP stream containing the FEC repair packets should be protected by a separate MTK in case the related RTP streams apply different MTKs.

NOTE 4:
This is to ensure that user is able to decode the FEC repair stream irrespective of whether he is subscribed to all related MBMS user services or not.”
The inclusion of the above text could be performed after having feedback from SA4 that the FEC stream bundling proposal has been accepted.

It is proposed to inform SA4 about the above conclusions.
� This is interpreted as MBMS User Service.





