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***** BEGIN OF CHANGE *****

Annex x (informative):
Mapping the MBMS security requirements into security functions and mechanism

Ax.1
Consistency check

Ax.1.1
Requirements on secure service access

	Security requirement
	Check result

	R1a:
A valid USIM shall be required to access MBMS User Services.
	This is provided by GBA. Ks_xxx_NAF generation requires a valid USIM.

	R1b:
It shall be possible to prevent intruders from obtaining unauthorized access of MBMS User Services by masquerading as authorized users.
	GBA and HTTP digest authentication provide this.

	R2a:
It shall be possible for the network (e.g. BM-SC) to authenticate users at the start of, and during, service delivery to prevent intruders from obtaining unauthorized access to MBMS User Services.
	A user is authenticated during the MBMS user service registration and MSK re-keying.

	R2b:
It shall be possible to prevent the use of a particular USIM to access MBMS User Services.
	GAA user security settings provide this.




Ax.1.2
Requirements on MBMS transport Service signaling protection

	Security requirement
	Check result

	R3a:
It shall be possible to protect against unauthorized modification, insertion, replay or deletion of MBMS transport service signaling on the Gmb reference point.
	NDS/IP covers this.

	R3b:
Unauthorized modification, insertion, replay or deletion of all transport service signaling, on the RAN shall be prevented when the RAN selects a point-to-multipoint (ptm) link for the distribution of MBMS data to the UE.
	Examples of the attacks could be: 

· Changing the source address of the content e.g. from indicating company A to company B. 

· Changing data indicating the type of content from type A to Type B 

· Changing data indicating type of protection required etc 

· Appending content to the end of the original content
Analysis has shown that there is not any transport service signaling sent over PTM that would need protection.


Ax.1.3
Requirements on Privacy

	Security requirement
	Check result

	R4a:
The User identity should not be exposed to the content provider or linked to the content in the case the Content Provider is located outside the 3GPP operator's network.
	The content provider knows only the BM-SC.

	R4b:
MBMS identity and control information shall not be exposed when the RAN selects a point-to-multipoint link for the distribution of MBMS data to the UE.
	Such identity and control information could be:

· The identities of the content providers

· Information on which content providers have the most customers 

· The identities of the content recipients in the case of multicast services to small groups of users
Information which could be used to identify specific users is not exposed on the point-to-multipoint channel. However, it may still be possible to identify whether a particular user is subscribed to a particular MBMS service. This could be done by following the physical movement of a particular subscriber and the changes between the use of point-to-point and point-to-multipoint bearers for particular MBMS services in the cells that serve the target subscriber. It is seen unnecessary to protect against this kind of an attack.

The only control information exposed on the point-to-multipoint channel is the unprotected fields in the MIKEY MTK transport message. However, revealing this information does not seem to pose a significant security risk.


Ax.1.4
Requirements on MBMS Key Management

	Security requirement
	Check result

	R5a:
The transfer of the MBMS keys between the MBMS key generator and the UE shall be confidentiality protected..
	The MSK and MTK update messages are encrypted.

	R5b:
The transfer of the MBMS keys between the MBMS key generator and the UE shall be integrity protected.
	The MSK and MTK deliveries can be integrity protected.

	R5c:
The UE and MBMS key generator shall support the operator to perform re-keying as frequently as it believes necessary to ensure that:

· users that have joined an MBMS User Service, but then left, shall not gain further access to the MBMS User Service without being charged appropriately

· users joining an MBMS User Service shall not gain access to data from previous transmissions in the MBMS User Service without having been charged appropriately

· the effect of subscribed users distributing decryption keys to non-subscribed users shall be controllable.
	Supported by re-keying functionality.

	R5d:
Only authorized users that have joined an MBMS User Service shall be able to receive MBMS keys delivered from the MBMS key generator.
	MSKs are delivered only to authorized users and the delivery is protected using MUK level keys.


	R5e:
The MBMS keys shall not allow the BM-SC to infer any information about used UE-keys at radio level (i.e. if they would be derived from it).
	The same CK and IK are not used in GBA and radio level. In addition, Ks_xxx_NAF generation uses a one-way function.

	R5f:
All keys used for the MBMS User Service shall be uniquely identifiable. The identity may be used by the UE to retrieve the actual key (based on identity match, and mismatch recognition) when an update was missed or was erroneous/incomplete
	MUK is identified by the combination of B‑TID and NAF‑ID and the MRK is defined by B‑TID

MSK is uniquely identifiable by its Key Domain ID and MSK ID

MTK is uniquely identifiable by its Key Domain ID, MSK ID and MTK ID

	R5g:
The BM-SC shall be aware of where all MBMS specific keys are stored in the UE (i.e. ME or UICC).
	The BM-SC knows whether Ks_int_NAF + Ks_ext_NAF or Ks_NAF was generated.

	R5h:
The function of providing MTK to the ME shall only deliver a MTK to the ME if the input values used for obtaining the MTK were fresh (have not been replayed) and came from a trusted source.
	Freshness is checked by MGV-F.




Ax.1.5
Requirements on integrity protection of MBMS User Service data

	Security requirement
	Check result

	R6a:
It shall be possible to protect against unauthorized modification, insertion, replay or deletion of MBMS User Service data sent to the UE on the radio interface. The use of integrity shall be optional.
	This is provided at the application layer using SRTP or OMA DRM DCF.

	R6b:
The MBMS User Service data may be integrity protected with a common integrity key, which shall be available to all users that have joined the MBMS User Service.
	This is provided at the application layer using SRTP or OMA DRM DCF.

	R6c:
It may be required to integrity protect the "BM-SC - GGSN" interface i.e. reference point Gi.
	This can be provided by NDS/IP.


Ax.1.6
Requirements on confidentiality protection of MBMS User Service data

	Security requirement
	Check result

	R7a:
It shall be possible to protect the confidentiality of MBMS User Service data on the radio interface.
	This is provided at the application layer using SRTP or OMA DRM DCF..

	R7b:
The MBMS User Service data may be encrypted with common encryption keys, which shall be available to all users that have joined the MBMS User Service
	This is provided at the application layer using SRTP or OMA DRM DCF.

	R7c:
It may be required to encrypt the MBMS User Service data on the "BM-SC - GGSN" interface, i.e. the reference points Gi.
	This can be provided by NDS/IP.

	R7d:
It shall be infeasible for a man-in-the-middle to bid down the confidentiality protection used on protect the MBMS User Service from the BM-SC to the UE.
	The BM-SC decides about the security level. There is no security association negotiation between the UE and the BM-SC.

	R7e:
It shall be infeasible for an eavesdropper to break the confidentiality protection of the MBMS User Service when it is applied.
	This is provided at the application layer using SRTP or OMA DRM DCF.


Ax.1.7
Requirements on content provider to BM-SC reference point

	Security requirement
	Check result

	R8a:
The BM-SC shall be able to authenticate and authorize a 3rd party content provider that wishes to transmit data to the BM-SC.
	The mechanism to meet the requirement is left to be implemented between the BM-SC and a 3rd party.

	R8b:
It shall be possible to integrity and confidentiality protect data sent from a 3rd party content provider to the BM-SC.
	The mechanism to meet the requirement is left to be implemented between the BM-SC and a 3rd party. 


Ax.2
Conclusions

Based on the above results of the consistency check between the security requirements and security functions/mechanisms the MBMS security requirements have been adequately met.

***** END OF CHANGE *****
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