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Overall Description:

SA3 thanks GERAN WG2 for their LS on providing IMSI and IMEI to the SMLC in positioning procedures. SA3 has discussed the attached CR that proposes to optionally allow sending of IMSI and IMEI to the SMLC in the Perform Location Request messages from MSC/SGSN to the SMLC and concluded that there are no major security issues that should prevent the approval of the CR.

SA3 would like to note the following when the mobile identity is being sent to the SMLC:

· The value to the attacker of breaking into SMLC is higher due to the fact that the mobile’s identity information may be maintained at the SMLC and therefore, access to SMLC and identity information should be adequately protected

· In the future, if there are proposals to pass the mobile identity across interfaces other than Lb interface from the SMLC, then SA3 would need to be involved in performing security analysis of the proposals.

· Lb interface (if present), should be protected (as this interface is internal to an operator’s network, any mechanism can be used, for example, Lb can be protected either by physical or other means)  

Actions:

To GERAN WG2:

GERAN WG2 is kindly asked to take the above conclusions from SA3 into account.
Date of Next SA3 Meetings:
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