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Overall Description

SA3 has become aware of recent publications on GSM and UMTS security, relating to alleged risks resulting from handover between GSM and UMTS. In the contribution S3-050101 (attached) to the meeting SA3#37, these publications were analysed, and recommendations were proposed. At their meeting SA3#38, 3GPP SA3 endorsed the recommendations in S3-050101 and agreed to send this LS to GSMA SG. One of the analysed publications is included in S3-050101, the other is directly attached to this LS.

The recommendations endorsed by SA3#38 are contained in the next section of this LS. 

Recommendations endorsed by SA3#38
Proposed countermeasures in the CS domain: 

· Networks should be configured to ensure that there is a UMTS re-authentication after a change from a 2G MSC to a 3G MSC in idle mode when a GSM security context was transferred. 
· Networks should be configured to ensure that all 2G-MSC/VLRs, which support handover to UTRAN, also support and use UMTS AKA. 
Proposed countermeasures in the PS domain: 

· Networks should be configured to ensure that there is a UMTS re-authentication after a change from a 2G SGSN to a 3G SGSN in idle mode when a GSM security context was transferred.

· PS handover is currently being developed in 3GPP - see TS 43.129 [8]. If inter-system RAT handover (GERAN A/Gb ( UTRAN) is supported, then networks should be configured to ensure that all 2G-SGSN, which support handover to UTRAN, also support and use UMTS AKA. 

We believe that re-authentication at 2G ( 3G MSC/SGSN change in idle mode can be implemented by suitable configuration of authentication policy settings on existing MSCs and SGSNs. The extent to which existing 2G MSCs (and future 2G SGSNs that support inter-RAT PS handover) support and use UMTS AKA is less clear. 

However, it is important to highlight that the 3GPP specifications do not preclude the implementation of UMTS AKA on 2G MSCs and 2G SGSNs. We would like to point out that according to TS 33.102 section 6.8.1.1 all R99 or later MSCs and SGSNs support UMTS AKA. Even if an upgrade of existing 2G MSCs to support UMTS AKA was required, such an upgrade seems to be the far smaller effort, compared to ensuring re-authentication in mid-call.  

Actions

GSMA SG is kindly asked to take note of these recommendations and take action as GSMA SG see fit. 3GPP SA3 would be happy to answer any related questions.
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