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1. 
3GPP Work Area

	
	Radio Access

	
	Core Network

	
	Services

	X
	Terminals


2. 
Linked work items

WLAN Security and UE Split. 
3. 
Justification

“3G-WLAN Interworking Requirements”, specified in TR 22.934 v6.1.0, require 3GPP security infrastructure to be employed for accessing I-WLANs. This calls for (U)SIM to be used for providing common access control and charging for WLAN and 3G services. Furthermore TR 33.817 (The feasibility study on (U)SIM Security Reuse by Peripheral Devices on Local Interfaces for Rel‑6) also demonstrates that multiple associations between the UICC and the MEs will exhibit some attractive usage models. 
The current 3GPP specifications does not allow (U)SIM for providing common access control because they assume a one-to-one association between the UICC and the Mobile Equipment (ME) to constitute the User Equipment (UE). This work item will institute a solution that will allow (U)SIM to be used for providing common access control and consequently authenticating multiple peripheral devices to multiple networks simultaneously on a local wireless interface. 
It is worth mentioning that this WID fulfils the recommendations of TR 33.817 that proposed to initiate the WID/TS to develop a solution/security architecture for (U)SIM security reuse by peripheral devices. The TR addressed specific security threats and issues, and specified appropriate security requirements and additional user authentication requirements. 3GPP SAWG3 has already incorporated theses requirements in TS 33.234 Release 6. 3GPP TWG2 also defined new AT commands and enhanced the security in the usage of UICC generic access as indicated in T2-040471. 
4. 
Objective

To provide a solution that would enable the (U)SIM card (residing in a 3GPP UE) to be accessed by user’s multiple peripheral devices (e.g., WLAN-UE) through local wireless interface (e.g., Bluetooth) to authenticate the devices with multiple networks (e.g., Cellular, WLANS). This would facilitate the user to get simultaneous access on WLAN and 3GPP networks with the same (U)SIM. 
To specify WLAN-related subscription parameters, authentication data, access control conditions and configuration parameters on the UICC. 
To determine the optimal distribution of above noted parameters between the UICC and the WLAN‑UE, taking account of the following:

· Security protection of the parameters in storage and transfer;

· Performance when accessing and moving between networks;

· Compatibility with existing WLAN Client software.

To specify enhancements for the SIM Specification that was frozen at Rel‑4. 
The above noted objectives call for the work item to be approved to develop solution/security architecture for which S3-050230 can be used as a preliminary sketch. 
5. 
Service Aspects

The key setting procedures for WLAN need to be studied, as is done for GSM/GPRS and 3G systems.  

6. 
MMI-Aspects

The selection of a U(SIM) for a particular network interface, when multiple choices are available, requires changes to the traditional Man Machine Interface that assumes a single U(SIM). 

7. 
Charging Aspects

Charging maybe affected, and its effects have to be studied. Especially when the same IMSI is used for a single subscriber attaching to the different networks over different network interfaces. However SA5 may have to look at these effects.

8. 
Security Aspects

Already studied in Feasibility Study Report TR 33.817 and the results of this feasibility study are incorporated in TS 33.234 Wireless Local Area Network (WLAN) Interworking Security (Release 6)
9. 
Impacts 
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10. Expected Output and Time scale (to be updated at each plenary) 
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11. 
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12. 

Work item leadership

SA3

13. 
Supporting Companies

Toshiba, Telcordia, Intel, T-Mobile, Gemplus, Vodafone, Nokia (to be confirmed) 
14. 
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