3GPP TSG SA WG3 Security — SA3#38
S3-050275
26-29 April 2005

Geneva, Switzerland

Source:
Nokia (comments to discussion document of Axalto, Gemplus S3-050188)

Title:


Comments to HTTPS connection between an UICC and a NAF 
Document for:
Discussion and decision

Agenda Item:
HTTPS

1- Introduction

During SA3#37, SA3 has agreed upon the working assumption that the HTTPS connection between a UICC-based application and a Network Application Function (NAF) is an option for TS 33.222 [1]. 

This contribution analyses the impacts of the use of HTTPS to secure the communication between a UICC-based application and a NAF, on the UE and the NAF. 

In the present document, we show first how an UICC based application can establish an HTTPS connection with a NAF. Then we present the impacts of this use case on the UE and the NAF. Finally we suggest some changes to TS 33.222 [1] to include this functionality in 3GPP specifications.

2- Use case technical description
OMA security working group is developing a new UICC-based application called Smart Card Web Server (SCWS). What is the progress status there? The SCWS acts as a local WEB server towards the handset's browser(s). In this context the need to establish a secure channel between the SCWS and a network application (e.g. SCWS management network application function) arises. Therefore some supporting companies believe that it is beneficial to reuse already standardized mechanisms to achieve this purpose. In this case, an LS to OMA to request the status of their work and their explicit requirements for these use cases would be needed to tailor a solution to their needs and not running the risk to specify something they might not be able to reuse. Furthermore other use cases have been presented in the past (e.g. USIM toolkit application). As SA3 and SA have agreed upon the working assumption that the HTTPS connection between a UICC-based application and a NAF is an option for TS 33.222 [1], we will only go through the technical realization of those use cases. 

This section explains how the procedures specified in TS 33.220 [5] have to be run between a UE and a NAF in the context of HTTPS, as defined in TS 33.222 [1].

2.1 - Bootstrapping operation

In principle, a bootstrapping procedure should be used to derive service keys for different NAFs. Therefore the bootstrapping security association can be used by different applications residing on the UE. Therefore, to perform the GBA bootstrapping operation, the UICC should ask the ME to initiate a bootstrapping procedure using the REFRESH command as defined in TS 31.111 [2]. The dealing of error case, if no key is bootstrapped need to be defined. 
The REFRESH command enables the UICC to initiate a bootstrapping procedure. The prerequisite for this is the support of the "Toolkit-initiated GBA" according to TS 31.111 [2]. The support of the REFRESH command by the ME in TS31.102 and TS31.103 would have an impact on ME.
2.2 - NAF keys derivation and Ua interface

The UICC-based application shall support the Ua interface as defined in TS 33.222 [1]. The prerequisite for the UICC in order to implement the Ua interface is a TCP/IP connection with the NAF or AP/AS. This requirement can be fulfilled using the BIP protocol as defined in TS 33.111 [2]. The HTTPS operations are transparent to the ME, which only provides the TCP/IP connection with the network entity.

The BIP protocol (class "e" is only needed) enables the UICC to handle the Ua interface and to establish an HTTPS connection with the NAF.

Further technical details on BIP protocol and network stacks have been provided during SA3#37 meeting in S3-050147 [4]. Reluctantly this contribution does not describe how the Java application can actually access and use the Ks_int_NAF key. It also does not describe, how the key is then secured from being disclosed via the web server.
2.3 - Management of Ks_int_NAF keys

In this section we consider two different scenarios: 

Scenario 1: one UE application accessing several NAFs


As there is a NAF_Id (i.e. FQDN) per NAF (e.g. NAF_Id1 = mbms.operator.com and NAF_Id2 = presence.operator.com), each NAF (e.g. BM-SC and AP/AS) will have a different Ks_int_NAF. This is a very “rough” approach; even an URL based solution offers more granularity e.g. by offering the possibility to have a service specific part e.g.  presence.operator.com/service1.
Furthermore, at the GBA level, the UICC is supposed to manage several Ks_int_NAFs (one per NAF_Id) and shall avoid interferences between those keys. In fact TS 33.220 [5] reads like this: 

"When new key Ks is agreed over the Ub reference point and new NAF-specific keys need to be derived for one NAF_Id, then both, Ks_ext_NAF and Ks_int_NAF (if present), shall be updated for this NAF_Id, but further keys Ks_ext_NAF or Ks_int_NAF relating to other NAF_Ids, which may be stored on the UE, shall not be affected."

In the above example the GBA keys for MBMS and HTTPS are different and independent:


Ks_int_NAF1 =  KDF (Ks, "gba-u", RAND, IMPI, NAF_Id1) 
Ks_int_NAF2 =  KDF (Ks, "gba-u", RAND, IMPI, NAF_Id2)

Therefore, there should be no interferences between different NAFs keys. 

Scenario 2: several UE applications accessing the same NAF


This is similar to the usage of the same certificate to establish several TLS connections between several applications on the UE and a server. This implies that the pre-master secret should be renewed at each tunnel establishment.


However, if we have two applications: app1 and app2 that intend to connect to the same NAF1. App1 will derive Ks_int_NAF using a valid Ks key, but App2 cannot rely on any standardized mechanism to discover that Ks_int_NAF is already in use and may consequently re-derive the same ks_int_NAF (KDF parameters are still the same). Then we may end-up either with the NAF rejecting both HTTPS connections or two HTTPS connections using the same pre-master key. Is this acceptable? Can we claim that this issue can be addressed by implementations? Those questions also apply to the ME-based applications. SA3 should study the impact of this issue and provide a solution to avoid this problem. Therefore for R6 only usage of Ks_ext_NAF (and Ks_NAF) should be allowed and for R7 a full solution should be defined.
3- Impacts on the ME
An UICC based-application can establish an HTTPS connection with a NAF according to TS 33.222 [1], if and only if the ME supports BIP commands (only class "e") and the "Toolkit-initiated GBA" according to TS 31.111 [2] of Rel-6. BIP protocol is defined since Rel-99.

Therefore we have all the necessary materials in release 6 specifications to implement the HTTPS according to TS 33.222 [1] at the UE level. 

SA3 should only clarify the issue raised in section 2.3 for both UICC and ME based applications.

The ME would need to support the bootstrapping request of the UICC.
4- Impacts on the NAF (AP/AS)

4.1 - AP and number of TLS connections

Each network node shall have a unique FQDN i.e. we have an FQDN per AS and an FQDN for the AP. Using FQDN only works, if there is one service per NAF. Besides, for both GBA_ME and GBA_U, we have one NAF key per FQDN. Let us assume that we have three application servers (AS1, AS2, AS3) located behind an AP. Then each network node (i.e. AS1, AS2, AS3, and AP) has an FQDN. At least for "Shared key-based mutual authentication between UE and NAF" we will end-up with three different Ks_NAFs (one per AS) and consequently three TLS tunnels. 
The NAF would need to make a choice per service which key to take. One NAF can host several services. This is not reflected in the discussion above. A solution can be done by:
· URL 

· AVP information

· GUSS information

· Hard coded usage in BSF
SA3 should discuss which solution they see as most beneficial, extensible and flexible. PSK-TLS would be beneficial to have in the constrained smart card environment, but it does not work with the URL based approach. The home operator should also have easy update mechanisms, in case of the roll-out of UICC, or deployment of new services and related updates in his network. 
The AP assumes the NAF functions on behalf of the AS. BUT the used ks_(ext)_NAF key is the one derived using the FQDN of the targeted AS. Key decision should happen on service level, not NAF level. The service is what need the high security level. This is normal if we want the network architecture to be completely transparent to the UE, but this will result in one TLS connection per AS.

Although TS 33.222 [1] states that " One motivation for having AP between UE and AS's is to minimize the number of TLS connections", the current procedures defined in TS 33.222 [1] and TS 24.109 [3], does not achieve this purpose. It is very challenging to have several TLS connections between NAF and UE (especially when the AP is a reverse proxy). For two or more applications to share the TLS connections, they would also need to share the TLS stack instances.
4.2 – Usage of Ks_int_NAF key by the AP/AS

The AP/AS should be able to decide whether to use Ks_ext_NAF or Ks_int_NAF. This can be achieved by the introduction of a new parameter to signal a UICC-based application. The UICC-based application will use this parameter to indicate to the AP/AS that the client side of the HTTPS will be located in the UICC. This parameter should be defined as an optional parameter in the signaling flows of TS 24.109 [3]. If the GUSS contains a flag, then the NAF does not need to get this information via Ua, it already knows. Additionally, a new flag should be added in the GUSS, to enable the BSF to indicate to the NAF that the usage of Ks_int_NAF is required for a particular service (i.e. the HTTPS connection shall end-up at the UICC and not the ME for this particular service). The new GUSS flag could be specified in TS 29.109 [6].

The proposed mechanism to decide whether to use Ks_ext_NAF or Ks_int_NAF would be also applicable for a NAF (without the usage of an AP). It allows a NAF to address applications stored in the UICC or in the ME.  The impact in the Ua needs to be studied further and then specified.
5- Conclusion
Apart from the usage of HTTPS to establish a secure connection, TS 33.222 [1] and TS 24.109 [3] and TS 29.109 [6] should be updated to address the issue raised above in section 4.1. 

In this context we suggest to address this problem along with the introduction of a new logic to enable the NAF or AP/AS to decide which key to use (i.e. Ks_int_NAF or Ks_ext_NAF) when establishing an HTTPS connection with the UE (ME or UICC). SA3 needs to reflect on the impacts in more detail and needs to decide on the most beneficial mechanism for the key choice problem in the NAF. Then CRs to the affected specifications in CT1, CT4 and CT6 should be made for R7.
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