Page 1



3GPP TSG SA WG3 Security — S3#38
S3-050264
26 - 29 April 2005

Geneva, Switzerland
Title:
Terminating WLAN session by AAA server
Source:
Nokia

Document for:
Discussion and decision

Agenda Item:


Work Item:
WLAN-IW

1 Introduction

In SA3 #37 meeting there was discussion on how to terminate a fraud WLAN session by AAA server. The discussion on S3-050181 was how to terminate a session if RADIUS (RFC 2865), not RADIUS extension (RFC 3576), is used in WLAN direct IP access. However the problem of  "termination" wasn't caused by S3-050181, but already existed in TS33.234. In section 6.1.1.1 step 25 and 6.12.2 step 24, it says "It shall terminate an old WLAN Access session after the successful authentication of the new WLAN Access session, based on the policy whether simultaneous sessions are not allowed, or whether the number of allowed sessions has been exceeded. "  So even without S3-050181, we need to terminate an old WLAN Access session by AAA server.
If the AAA server uses RADIUS, it needs to support RADIUS extension (RFC 3576) to send a termination message to WLAN AN.
2 Discussion

There was a LS from CN4 #26 meeting to SA2 asking whether RFC 3576 need to be mandatory.

SA2 thinks the immediate purging of a user from the WLAN AN is an essential function that is needed for online charging and in some other cases. In SA2 #45 meeting held in Beijing on April 4~8, SA2 has agreed the immediate purging of a user from the WLAN AN shall be supported. And SA2 will provide the necessary changes in TS23.234 clause 6.3.1.2 making this function mandatory. This conclusion was in S2-050945, which cc to SA3.
3 Conclusions

To be consistent with SA2 specification, we need to add RFC 3576 as reference in TS33.234. And add a NOTE at the end of the new section 6.1.6 on having RFC 3576 mandatory.
4 References

1. RFC 3576, July 2003: Dynamic Authorization Extensions to Remote  Authentication Dial In User Service (RADIUS).
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