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1 Introduction

Current TS 33.246 [1] is ambiguous in the granularity of MBMS security and in the way Key Group, MSKs and MTKs used for protection of MBMS User Services. 

This contribution clarifies that the entity that should be protected in MBMS is RTP media flow in case of streaming and FLUTE objects in a FLUTE channel in case of download. This contribution also clarifies how Key Group, MSKs and MTKs used for protection RTP media flows and  FLUTE channels. 
2 Discussion

2.1 Granularity of MBMS security  

Current TS 33.246 specifies in chapter 4.1A that: MBMS security is used to protect MBMS streaming/download sessions. Now when SA4 MBMS TS 26.346 has evolved the above statement is not anymore exactly true, because an MBMS streaming session can include one or more RTP media flows and MBMS download session can include one or more FLUTE channels.

Each RTP media flow must have its own MTK (i.e. master key in SRTP terminology) because this is required by SRTP to avoid two time pad problem (section 9.1 of RFC 3711 states: A master key MUST NOT be shared among different RTP sessions.). Therefore the granularity of MBMS security in case of streaming shall be per RTP media flow. 

Similarly to the streaming case an MTK should not be shared among different FLUTE channels. Therefore it is proposed that clause 4.1A should be changed to highlight that: MBMS security is used to protect RTP media flows or FLUTE objects in FLUTE channels.
2.2  Parallel use of MSKs and MTKs 

Clause 4.2 of TS 33.246 states that: There shall be only one MSK and MTK in use with the same Key Group part of MSK ID. i.e. parallel use of two or more MSKs (with different MSK IDs) or MTKs (with different MTK IDs) with the same Key Group part of MSK ID shall not be allowed.

It is not clear if this statement means usage of keys within the same data flow (i.e. RTP media flow/ FLUTE channel) or with different data flows. Also it is unclear what “in use” means here. If it means in use in the UE, it contradicts with the following statement in clause 6.3.2.1 that says: If the UE receives an MSK and already contains two other MSKs under the same Key Domain ID and Key Group part, then the UE shall delete the older of these two MSKs.

Because the statement is unclear it is proposed to replace it with text introduced in clauses 2.3 and 2.4 of this contribution.

The following statement in clause 4.2 allows (although not encourages) the use of same MTK with different data flows , e.g. with two RTP sessions, which is not allowed by SRTP to avoid two time pads. 

The use of the same MTK (this implies also the same MSK) with two different transport services (or user services) should be avoided.

NOTE 1:
This is to avoid synchronization problems in the UE when a new MTK is taken into use in the traffic, i.e. if the MTK is not changed synchronously in the traffic flows the UE would discard the traffic with smaller MTK ID.

Because the statement allows a security flaw, i.e two time pad, it is proposed to replace it with text introduced in clause 2.3 and 2.4 of this contribution.
2.3 Key Groups, MSKs and MTKs 

TS 33.246 is not clear how Key Groups, MSKs and MTKs are used to protect the SA4 entitites, i.e. the RTP media flows and FLUTE channels, especially the usage of Key Group seems to be unclear. There are though some parts in the TS that describe the usage of Key Group:

Clause 6.3.2.1 says that: 

MSK ID is 4 bytes long and with byte 0 and 1 containing the Key Group part, and byte 2 and 3 containing the Key Number part. The Key Number part is used to distinguish MSKs that have the same Key Domain ID and Key Group part. Key Group part is used to group keys together in order to allow redundant MSKs to be deleted. The MSK ID is carried in the extension payload of MIKEY extension payload…
… If the UE receives an MSK and already contains two other MSKs under the same Key Domain ID and Key Group part, then the UE shall delete the older of these two MSKs.

These statements seem to say that subsequent MSKs within a Key Group are used to secure the same entity (i.e.RTP media flow or FLUTE channel) and are meant to replace each other in a “current MSK” and “next MSK” manner.
Therefore the following clarification is proposed for clause 4.2 of TS 33.246 to replace the text that was discussed in clause 2.2 of this contribution:
· An MTK shall not be used to protect parallel or subsequent RTP media flows or FLUTE channels. This is used to avoid so called two time pad problem. It is possible to update the MTKs within an RTP media flow or FLUTE channel to enhance the security.

· MSKs shall be used to protect MTKs of only one RTP media flow or FLUTE channel. It is possible to update the MSKs within an RTP media flow or FLUTE channel to enhance the security.

· MSKs within one Key Group shall be used to protect MTKs of only one RTP media flow or FLUTE channel. This is used to allow the update of MSKs. To allow smooth transition from "current" MSK to the "next", the MGV-S shall be capable of storing two MSKs within the same Key Group as specified in clause 6.3.2.1 of TS 33.246

2.4 Two User Services sharing a User Service Session

TS 26.346 [2] defines the relationships of MBMS User Services, MBMS User Service Sessions and MBMS Bearers. MBMS User Service Sessions are further broken down from MBMS Streaming Sessions to RTP media flows and from MBMS Download Sessions to FLUTE channels. 

Clause 4.2 of TS 33.246 includes a statement about the case when MBMS User Services share a Transport Service:

According to TS 22.246 [5] there exist MBMS User Services with shared and non-shared Transport Services. It shall be possible for MBMS User Services to share one or more MSKs for the shared Transport Services with other MBMS User Services.

NOTE 2:
While sharing MSKs among different MBMS User Services, care shall be taken that the Users are not given access to data that they are not entitled to.

If two MBMS User Services share a Transport Service, then they also share RTP media flows and/or FLUTE channels carried in the Transport Service. From key management point of view it should be irrelevant which Transport Services are used since the keys are used to protect what is carried inside the Transport Service. Therefore it is proposed to replace the old statement with the following statement: 
· According to TS 22.246 [5] there exist MBMS User Services with shared and non-shared Transport Services. In case two MBMS User Services share an MBMS Transport Service, they also share one or more RTP media flows or FLUTE channels carried in the Transport Service. In this case, it shall be possible for the MBMS User Services to share one or more MSKs and MTKs of the Key Groups that are used to protect the RTP media flows or FLUTE channels for the shared Transport Services.

3 Conclusion & Proposal

This contribution has proposed to clarify that the entity that should be protected in MBMS is RTP media flow in case of streaming and FLUTE objects in a FLUTE channel in case of download. This contribution also proposed to clarify that Key Groups, MSKs and MTKs are used to protect RTP media flows and FLUTE channels. An accompanying CR implements the changes in the TS. An example of using keys in MBMS is illustrated in the annex.
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5 Annex: Example of using keys in MBMS 

The following table shows an example of two MBMS User Services, sports Mobile TV channel and news Mobile TV channel. Both of the MBMS User Services include an MBMS User Service Session that downloads a joke per day. The table shows how the MBMS User Services are broken down into RTP media flows and FLUTE channels. 

The table shows how MSKs and MTKs belonging to different Key Groups are used to protect the RTP media flows and FLUTE channels. It should be noted that the MBMS download session is shared with User Services 1 and 2 so these MBMS User Services need to be able to share MSKs in Key Group C. 

Furthermore the table shows how traffic could be carried over MBMS bearers, but this is not a security issue and is only shown here for completeness. 

	User Service level
	User Service1
	Sport channel with joke of the day
	

	
	User Service 2
	
	CNN News channel with joke of the day

	
	
	
	
	
	
	

	User Service Session level
	User Service Session
	MBMS Streaming Session (Sport)  


	MBMS Download Session (Joke / day)
	MBMS Streaming Session (CNN)

	
	RTP media flow / FLUTE channel
	streaming audio 

(RTP media flow)   


	streaming video 

(RTP media flow)  


	file object download (FLUTE channel)
	streaming audio (RTP media flow)
	streaming video 

(RTP media flow)

	
	
	
	
	
	
	

	Key management level
	Key Domain 
	MCC/MNC
	MCC/MNC
	MCC/MNC
	MCC/MNC
	MCC/MNC

	
	Key Group
	Key Group A
	Key Group B
	Key Group C
	Key Group D
	Key Group E

	
	MSK 
	MSK A1 (current)
	MSK A2 (next)
	MSK B1 
	MSK B2 
	MSK C1 
	MSK C2
	MSK D1
	MSK D2
	MSK E1
	MSK E2

	
	MTK
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…

	
	
	
	
	
	
	

	Transport Service level
	Transport Service 
	MBMS Bearer N
	MBMS Bearer N+1
	MBMS Bearer N+2
	MBMS Bearer N+3 
	MBMS Bearer N+4
























































