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1 Introduction

It is possible to identify which MSK/MTK is used to protect any given SRTP packet by looking at the MKI field in the packet. This discussion paper deals with the problem of locating the position of the MKI field under some circumstances.

2. Analysis

The MKI field is located before the authentication tag that is the last field in the SRTP packet. Both these fields are located even after the codec data. The SRTP layer does not know anything about the codec used, and in particular it does not know the length of the codec data. In fact, the SRTP layer only knows about the SRTP specific fields (i.e., MKI and authentication tag) and the total length of the SRTP packet.

This implies that, to read the MKI field, the SRTP implementation starts by looking at the last byte of the SRTP packet, subtracts the length of the authentication tag and the length of the MKI field. Then it can read the bytes that constitute the MKI field.

To be able to do this the SRTP implementation must know the length of the authentication tag and the MKI that is used in the SRTP session. Since there is a possibility in MBMS for SRTP packets to arrive before the MSK MIKEY packets (containing the Security Policy) are received by the UE, it could be the case that the UE does not yet know the lengths of these two fields (the User Service Description will only tell the UE whether integrity protection is used or not). Therefore, the UE would not be able to deduce the identity of the MSK/MTK to request from the BM-SC.

3 Conclusion and proposal

The above analysis indicates that the UE must be told already in the User Service Description the length of the authentication tag and MKI field. Once the UE knows the length of the authentication tag, there is no need to signal integrity protection on/off in the User Service Description. If there is no integrity protection, the length of the tag can be set to zero. The accompanying CR implements this change to TS 33.246 [1]. 
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