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1 Introduction

SA3#37 agreed that SA3 should take the issues raised in contribution [S3-050048] into account when developing IMS security. One of the presented ideas was replacing the IMS AKA authentication mechanism with GBA. In this contribution, we further analyze the proposed ideas. We will show that introducing GBA to IMS is in fact a major change, and would require a lot of work in SA3 and other 3GPP working groups before any decision related to the idea can be made. 

The intention of "IMS GBA" is not to replace IMS AKA but have it as an optional method for authentication in IMS. An operator using GBA for a large range of services, might wish to deploy it also for IMS.
2 Analysis 

2.1 The role of NAF in IMS 

It is not currently clear which entity in IMS would take the role of NAF. Based on [05TD102 and 05bTD073] we assume it would be S-CSCF. However, [04bTD139] gives an impression that it could also be P-CSCF since GBA keys would also be needed for media protection at the edge of the IMS network. According to the current IMS security architecture, there are two parallel but interrelated security associations, one between UE and P-CSCF, and another between UE and S-CSCF. S-CSCF maintains information on the registration and security status of the UE. P-CSCF needs session keys for first/last hop protection. It is very unclear if the use of GBA would change the current security architecture, and in which way. Any changes should be very carefully considered in order to maintain backwards compatibility to Release 5 and 6. 

The role of the NAF would most naturally fall to S-CSCF, who is the authentication end point also in IMS AKA. GBA is a R6 specification and an option to use GBA based signalling protection for IMS should not prevent usage of “standard” IMS usage.
2.2 HSS versus BSF 

Current proposals assume that BSF would distribute keying material instead of HSS. However, it is not clear what happens to other tasks of HSS. In current IMS, HSS is not only used for distributing AKA authentication vectors, it is also used e.g. by I-CSCF for S-CSCF selection. It is not clear which tasks of HSS would be re-assigned to BSF, and which would remain. There are also other HSS related interfaces, such as Sh, that may be influenced by the proposed change. 

It is true that the procedure that I-CSCF uses for selecting S-CSCF needs to be studied further if IMS GBA is in use.
However, Sh interface could be used as is as: the NAF is able to receive the IMPI (and IMPU(s) from the BSF using an application-specific USS) over Zn interface. After the NAF has received the IMPI (or IMPU(s)), it can fetch any additional info from the HSS using Sh interface as before.
2.3 Cx and Zn interfaces

The interface that S-CSCF currently has towards HSS is Cx. Corresponding GBA interface, Zn, was developed based on the Cx interface, however, they are not identical anymore. Replacing the Cx interface in S-CSCF by Zn interface is a major architectureal change. 

As said before, IMS GBA would not replace IMS AKA, hence Zn would not replace Cx, but just being an alternative for operators that use their GBA system for a large range of services and with to extend the usage of GBA to IMS.
On the other hand, if the entity in NAF role is actually P-CSCF, then the change is even bigger because P-CSCF does not currently have any Diameter related interface. 

We think that the P-CSCF should not be the NAF in IMS GBA for this reason.
2.4 Key management 

It is important to remember that there are actually two parallel security sessions in IMS, one between UE and P-CSCF, and another between UE and S-CSCF. In Release 6 IMS, three keys may be needed, i.e. one for authentication between UE and S-CSCF, and two for integrity/confidentiality protection between UE and P-CSCF. It seem to be clear that current GBA is not able to provide all these keys to IMS at one stand, and consequently the use of GBA would require a change in the key management design in general. 

Other possibility is to the NAF specific key Ks_NAF directly as suggested in [05bTD073] where the Ks_NAF was used normally in the Digest authentication as specified in TS 33.222 and TS 24.109. The integrity and confidentiality key (128 bits in length) would then be obtained by splitting the Ks_NAF in to two parts, and used as CK and IK in P-CSCF. Hence the GBA system would not need to provide key separation unless further keys (for authentication, integrity, and confidentiality) are derived from the NAF specific keys. 
One reason why GBA was developed to help solving the AKA key synchronization problem, therefore future services should utilize GBA.
2.5 Load on HSS, and synchronization failure arguments 

It is not completely clear which problems GBA would actually solve for IMS signalling protection. Some used arguments are hinting load problems in HSS. ISIM/AKA related synchronization failure arguments are also presented. 

ISIM/AKA and GBA are actually competing solutions what comes to use of the same authentication vector space in several contexts at the same time. ISIM application is an instance of new authentication vector space if compared to USIM. Any new major application could, in theory, have a new xSIM application. GBA is another solution for a similar problem. In this time, one authentication vector is re-used with several applications.

IMS is not just one application using ISIM. It is THE application for which ISIM was developed. It is not immediate clear if the load on HSS, or the AKA synchronization are such a big problems that they would justify just a major change. 

At the time when AKA was specified, it was not seen that AVs can be used in multiple applications at the same. Hence, when different applications using AKA directly increase, the number of re-synchronization failures also potentially increase as these applications use different sets of AVs at the sametime. GBA is a solution to this problem. AKA is used only between the BSF and the UE (of course in I-WLAN and IMS as well), thus the number of re-synchronization failures decrease. Also, in GBA a single AV can be used indirectly in multiple appliactions (i.e., NAFs) and thus, saves AVs (this is a minor advantage though). If an operator wants to deploy GBA to avoid this problem also for IMS, the option should be there. When AKA was developed the problem was not imminent, but now there is the awareness and the solution.
2.6 Level of security 

There have been arguments that GBA would be more secure than AKA. For example, [05bTD073] states that “GAA is more secure that IMS AKA because authentication vectors are only in the BSF and not propagated else where (like CK and IK are to P-CSCF)”. This is not the only perspective to the issue. In GBA, keying materials originating from the same secret would be distributed to several places, even outside the Mobile Operator own trust domain (e.g. Internet). In AKA, the keying material is used only in one place. Judging GAA as more secure than IMS AKA seems like a oversimplification, and further analysis is required before complete conclusion can be made. 

It is true that in GBA, the key material originating from the same secret is sent to the NAFs. But the distributed key material is tied to the NAF (by using the NAF_ID, i.e., FQDN of the NAF), it can be used only by the right NAF. In AKA, the key material is used only in once place but it can be used in any context. However, we agree that further analysis is required before complete conclusion can be made but with a brief look it seems that the difference securitywise between GBA and AKA is minimal.
2.7 UE identities 

IMS security has been build based on the concept of Private User Identity. This identity is spread all over the IMS architecture, and known to several entities including HSS, S-CSCF, I-CSCF and P-CSCF. Private User Identity is used as a key for several functions, for example managing the IMS subscription in HSS, managing the IMS registration timers in S-CSCF, selecting the right S-CSCF in I-CSCF/HSS and managing the security association in P-CSCF. 

GBA uses different UE name space than IMS, i.e. B-TID. B-TID is not only different, but is also has very different characteristics than Private User Identity. For example, B-TID is not constant for one Private User Identity but it changes with every re-keying event. On the other hand, B-TID does not contain any information related to used Private User Identity. 

Zn interface allows the IMPI to be sent from the BSF to the S-CSCF (functioning as a NAF), i.e., the BSF knows the mapping from the B-TID to the IMPI.
2.8 Timers 

In IMS, S-CSCF is in control of registration timer for each UE. Every authenticated re-registration will automatically use a new AKA authentication vector, and update related session keys. 

GBA, on the other hand, has the lifetime of its own. This lifetime is not synchronized with IMS registration times. Furthermore, GBA does not even guarantee the freshness of the key even with re-authentication, and consequently the same key may be used several times in the same interface. The problem can be solved but it requires special security measures in S-CSCF. 

Both the S-CSCF and the BSF are under the control of the operator, and the operator can harmonize the key lifetime to be equal for both AKA and GBA. The S-CSCF can discover the actual bootstrapping time, when the BSF communicates the bootstrapping time to the S-CSCF (functioning as a NAF) over Zn interface. If the S-CSCF is not confident with the bootstrapping time, it can always request the UE to bootstrap again to ensure key freshness.
2.9 Split UE scenarios 

One of the main driving force behind the use of GBA in IMS seems to be the so-called “split UE” scenario [e.g. 05TD175]. In this model, the GBA enabled mobile phone would be used to bootstrap the security in PC or laptop, for example. The IMS traffic would not be routed via the phone, instead, the PC/laptop would use its own IP connection. 

It is not clear how the PC/laptop would maintain the connectivity with the mobile phone in case IMS needs re-registration. Also, there are no existing protocols available for letting the SIP application in PC/laptop to request GBA credentials from the phone. 

It is clear that the mobile phone should be reachable when the application in the PC/laptop requires new GBA keys. This naturally has an advantage as well: if the user has been using an application that has authenticated itself towards a service (i.e., a NAF) using GBA, and has left the PC/laptop but has forgotten to "sign-off", the subsequent re-authentication would cause the application to "sign-off" automatically.

In any case, the "split UE" scenario is not only tied to IMS application but other types of applications could use this functionality as well. However, the security of this scenario should be studied further in SA3.
3 Conclusion 

In this document, we further analyzed the use of GBA with IMS as a replacement for current ISIM/AKA based authentication. We identified many major changes to current IMS specifications. We feel that the proposed change is too big for SA3 to make any decisions on it alone. Other working groups, e.g. SA1 and SA2, should be consulted before making any decisions related to this idea. 

From security point of view, SA3 should carefully analyze what is actually gained by GBA in this context, and is this new security service important enough to motivate such a major change to IMS. 

The use GBA with IMS ("IMS GBA") discussed TISPAN recently is not intended to replace IMS AKA. We agree that the work needed to include GBA use in IMS probably is substancial, but we are just at the beginning of a new Release and the prospect of a larger task should not stop us from working on it, if we think it useful. SA3 should study the extend of the impact further and possible solution approaches. Furthermore, the "split UE" scenario should be investigated further in SA3. The split UE case is discussed by TISPAN for their Release 2 and their Release 2 might still fall into 3GPP R7 timeschedule. Hence, we should not exclude any work at that point time, but study the need and impacts.
SA3 should not rule out possible useful operator network optimisation at the beginning of a release, because the details are not all clear. Hence the working assumptions on IMS security extensions should not rule out GBA based IMS signalling protection.
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