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1 Introduction

This document assumes that SA3 will initiate Release 7 work on IMS security extensions in SA3#38. Document further discusses current TISPAN NGN/IMS Release 1 requirements, and identifies an initial list of working assumptions for future work. 

2 TISPAN NGN/IMS requirements and working assumptions 

TISPAN has many NGN/IMS related security requirements [see e.g. 1025]. Most of them are similar to 3GPP IMS, however, there are also some differences. We squeeze the most important TISPAN NGN/IMS requirements into four: 

· IMS signalling protection must work over a network that includes NA(P)T devices. 

· TISPAN has different requirements on “legacy terminals” than 3GPP. TISPAN is strongly focusing on broadband access, and IMS services must be available to all existing personal computers, and laptopos. The IMS client software should be easy to deploy in these devices, and for example downloadable NGN/IMS client software should not make changes to their operating systems. 

· IMS authentication must be independent from access authentication. There are also scenarios where the access link authentication is re-used (cf. Interim IMS security), however, they are optional for implementation. 

· There is a clear requirement on the use of ISIM. The ISIM may reside in the device itself, or be accessed remotely. Secure configuration of ISIMs may need to be further studied, e.g. “over-the-Internet” versus “over-the-air”. 

There are some technical topics that are currently out of the scope of TISPAN Release 1. They may be interesting technical ideas, however, they do not seem to fulfil immediate TISPAN Release 1 requirements. Two of these ideas are closely related to IMS signalling protection: 

· Re-use of 3GPP WLAN interworking (WLAN-I). This proposal assumes that TISPAN could mandate the use of “voluntary IP tunnelling”. Since WLAN-I includes NA(P)T traversal solutions, there would be no need to introduce any changes to IMS security. As it currently seems, TISPAN is not planning to mandate the use of this solution, and consequently SA3 should focus on other solutions that solve the NA(P)T traversal issue. 

· Use of GAA for IMS access (i.e. SIP as a new GBA Ua interface). This proposal has major impacts on IMS as a whole, not just to the security architecture (see other Ericsson contribution on this issue). SA3 should adopt a working assumption that broadband IMS access would be based on ISIM AKA. 

We continue promoting TLS as the best possible option. There are several reasons for this, e.g.

· TLS works through NA(P)T devices.

· TLS is already available in many SIP client implementations. This makes the deployment of TLS cheap and quick. Furthermore, 3GPP Release 6 UE already supports TLS.

· TLS is very easy to integrate to application layer. 

· TLS interoperates easily with all existing PC applications, and does not require changes to the operating system. 

3 Conclusion & Proposal

Assuming that SA3 will initiate Release 7 work on IMS security extensions, Ericsson proposes that SA3 adopts the following working assumptions: 

· Solution will be based on the use of ISIM. 

· Solution will be based on the use of AKA. GBA is not considered. 

· The starting point for the work should be that TISPAN needs a solutions that includes an IMS specific NA(P)T traversal mechanism. Solutions similar to 3GPP WLAN Interworking are not assumed even though they may be usable for some other context. 

We also propose that SA3 adopts TLS as the working assumption, however, we do realize that SA3#38 may be too early for this decision. 

4 References

[1025] Service and Capabilities Requirements for TISPAN NGN; Release 1, Draft ETSI TS 01 025 V0.1.3, available in http://portal.etsi.org/docbox/tispan/TISPAN/70-Drafts/ (ETSI password required).























































