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1 Introduction

As a reminder, here an excerpt from the meeting report on SA3#37:

“TD S3‑050101 Review of recently published papers on GSM and UMTS security. This was introduced by Siemens on behalf of Vodafone and Siemens  …

Siemens and Vodafone do not believe that the papers require 3GPP to make any changes to the UMTS security specifications. The most significant contribution of the papers in this area is to highlight the case when a UMTS subscriber is authenticated via a GSM BSS connected to a 2G MSC and then handed over to UMTS (case 5 in section V.A of the PIMRC paper) and believe that re-authentication at 2G -> 3G MSC/SGSN change in idle mode can be implemented by suitable configuration of authentication policy settings on existing MSCs and SGSNs. If the proposed countermeasures are agreed by SA WG3 then they should be forwarded to the GSM Association who could turn them into recommendations for operators.

The proposals were discussed briefly in the meeting and it was agreed that an e‑mail discussion should be held on this and a new contribution on the agreeable proposals should be contributed to the next SA WG3 meeting in order to allow a liaison to be sent to the next GSMA meeting in June 2005.

AP 37/05:
G. Horn to run an e-mail discussion based on TD S3‑050101 (Review of recently published papers on GSM and UMTS security) and provide a contribution to the next SA WG3 meeting.”

G. Horn sent a kick-off email for the discussion to the SA3 list on 18 March 2005. No comments were received on the SA3 list.

2 Recommendations

The authors provide a draft LS to the GSMA SG in the attachment to this contribution. The draft LS contains the recommendations which were already contained in S3-050101. SA3 is kindly asked to agree the sending of this LS from SA3#38.

