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Introduction

SAGE is working on the development of the UEA2 and UIA2 algorithms, as requested by SA3.  This liaison gives a progress report and some points for consideration.

Progress report

SAGE is on schedule to deliver a “provisionally final” specification of the algorithms by the end of June.  Formal conclusion of the project will take place either one or four months after that, depending on whether a three month public evaluation phase is included — more on this later.

Confidentiality algorithm

The confidentiality algorithm will be based on the well known public domain stream cipher SNOW 2.0 [EJ].  However, we expect to make a slight modification to the algorithm to increase resistance against algebraic attacks (which we believe to be the type of cryptanalytic attack most likely to threaten KASUMI).  We are in close touch with the SNOW designers on this.

Integrity algorithm

Two possibilities remain open for the integrity algorithm UIA2, and we would like input from SA3 members on this decision:

(a) The first option is a polynomial evaluation MAC, similar to the one used in the Galois Counter Mode of operation proposed for AES [MV], using the UEA2 function as the required source of one-time secret data.

(b) The second option is something like HMAC-SHA-256.

Given that UEA2 will be there anyway, option (a) is much more efficient for implementation, requiring much less space in hardware.  If UEA2 and UIA2 are considered as a pair, in isolation from anything else on the phone, then option (a) is certainly to be preferred.

The situation changes, though, if SHA-256 will be on the phone anyway, and if UIA2 can take advantage of this.  This is where we would like advice from SA3.  Can we just assume that SHA-256 will be there anyway, and that it is practical for manufacturers to design the phone in such a way that UIA2 can call on the same SHA-256 module?  If we can, then option (b) has some advantages: it becomes slightly more hardware-efficient, and it is better studied and perhaps carries slightly more assurance.

We would like to bring to SA3’s attention one further point regarding option (a).  If we select this option, it will be very important to ensure that the same value of COUNT||FRESH||DIRECTION is not used more than once with the same value of IK.  if it were, then the algorithm would become seriously insecure.  Our understanding from informal liaison with SA3 members is that this constraint should not be a problem, but we thought it was worth noting.

Public Evaluation

It is up to SA3 to decide whether a separate evaluation should be carried out, outside SAGE.  This was done for the KASUMI-based algorithms.  Our advice at the moment is that a separate evaluation would be a good thing.  That’s not to say that we don’t expect to have confidence in our design — we just make the comment based on the amount of relevant existing analysis and the degree of novelty of what we are proposing.

SAGE can advise on who might be suitable candidates to carry out the evaluation.  (Note that SAGE does not have budget to pay for this.)  We would suggest that evaluation from two independent parties would be appropriate.  Of course, SA3 may be able to find well qualified evaluators from within its own ranks ….

To be quite clear: independent evaluation is recommended, but it’s not essential.  If independent evaluation is not feasible — whether because of budget constraints or because no one suitable is available — we would still unequivocally recommend that the new algorithms be accepted and deployed.
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