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1
Introduction & summary of SA#37-working assumptions
This contribution discusses the ‘fallback to unprotected mode’ in view of the gateway solution (i.e. taking into account the working assumptions that were agreed by SA3#37). For the readers convenience the agreed SA3#37-working assumptions as described by S3-050174 are repeated below:
1. The gateway concept will only include two ‘protection profiles’: ‘Integrity only' and ’integrity and confidentiality’.

2. The security mechanism will be applied by the gateway above the TCAP layer. The target is to apply protection in a way which is agnostic to the application protocol, so that it can protect other protocols in addition to MAP. It is also hoped that the message format, security header, etc. from the MAPsec Rel-4 specification can be re-used.

3. Explicit verification of SCCP and MAP-payload addresses against MAPsec SPI will be studied.

4. The MAPsec gateway concept and the MAPsec Rel-4 NE-based solution need not coexist. A solution will be found, in co-operation with the specification manager, e.g. to ‘delete’ the MAPsec Rel-4 NE-based solution from the 3GPP specs, or to make it clear in the gateway specifications that interworking with the MAPsec Rel-4 NE-based solution is not supported.

2
Fallback to unprotected mode
2.1 
According to TS 33.200
The "fallback to unprotected mode" (enabled/disabled) parameter is available in each MAPsec node. It functions in two ways:
A) For the receiving direction a single parameter is sufficient (see TS 33.200 section 5.3) and indicates whether fallback for incoming messages is allowed or not, i.e. whether the receiving node may accept unprotected MAP dialogues.
There are security disadvantages in using an enabled “fallback to unprotected mode” for the receiving direction. Any attacker can still send unprotected MAP messages as long as one of the communicating PLMN’s requires the use of unprotected MAP messages. Routing filters may restrict the handling of unprotected messages coming from certain SCCP addresses, which will make the attackers job harder.
B) For the sending direction (initiating a MAP dialogue), the information should indicate for each destination PLMN whether fallback for outgoing messages is allowed or not. If fallback to unprotected mode is allowed, then upon receipt of an ‘Abort AC40 not supported’, the sending node may decide to reinitiate an unprotected MAP dialogue. 

There are security disadvantages in using an enabled “fallback to unprotected mode” for the sending direction. Any active attacker can still send unprotected MAP messages by forcing an ‘Abort AC40 not supported’, with the intention to observe or modify the subsequent initiated unprotected dialogue. Any damage is limited however as it is a per PLMN parameter. In order to allow a smooth migration when employing MAPsec within a PLMN, for a limited period of time, fall back to unprotected mode may be active. This allows correcting the policy table or to search for the errors, but still be able to continue the SS7-MAP traffic. The use of the -per PLMN-sending fallback- indicator allows to run MAPsec during a transition phase from MAP to MAPsec. It is not a perfect security solution, but still better than no security at all.
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Figure 1: Fallback allowed in sending direction
2.2 
For the gateway

In a Gateway Architecture the en/decryption of MAP messages is performed in Gateways which work stateless and are located at the borders of the PLMN’s as shown (for PLMN A) in Figure 2: 
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Figure 2: MAPsec Gateways
Within section 2.1 the goal of the ‘fallback’-parameter was described as defined for MAPsec Rel-4 (TS 33.200). In this section the use within the Gateway architecture is evaluated. 

In a Gateway Architecture, however, the fallback in sending direction (Figure 1; Figure 2) cannot be properly handled within the gateway. Since the gateway shall be stateless it does not know how to proceed when receiving the abort message which indicates AC 40 i.e. that protection is not supported at PLMN B:
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Figure 3:AC40 might be sent to a different Gateway.
A solution could be to define inter-gateway signalling: When receiving the Abort AC 40 not supported message, the gateway informs all other gateways within the PLMN that for the next (e.g.) 30 minutes messages to that PLMN (origin of the Abort) shall not be protected. There is no retry for the failed dialogue but the service disruption is minimized. This extra protocol would only be useful in the introduction phase of the gateway, therefore this solution is not preferred.
This fallback-handling problem can also be solved (avoided) by applying a migration strategy which is coordinated between the two PLMN operators and which assures that protected messages are not sent from PLMN A to PLMN B before operator B confirms completion of gateway-introduction in his network.
Following two-phase approach for introducing gateways between two PLMN’s can be used in order to avoid fall-back to unprotected mode in sending direction (i.e. the per destination PLMN parameter). 

Phase 1: Key exchange; then set up of the policy databases (routing) and accept incoming protected traffic in all gateways (note that all outgoing traffic is still unprotected) but unprotected incoming traffic is still allowed (i.e. fall back indicator is enabled in receiving direction). When this phase (phase 1) is finished (at both sides) the operators can start to setup their networks so that outgoing traffic is protected. 

Phase 2: Outgoing protected traffic will not meet the "AC 40 not supported" condition since phase 1 was finished. Now both networks can be setup so that all outgoing traffic to the partner PLMN is protected. 
Conclusion: A Fallback indicator in the sending direction is not needed in this two phase approach but the fallback indicator in the receiving direction can only be reset if all partner PLMN’s use gateways.
3
Summary
SA3 is kindly asked to adopt the working assumption that no Gateway-Gateway protocol is needed for purpose of supporting fallback in the sending direction.
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