3GPP TSG SA WG3 Security — SA3#38
S3-050222
April 26- 29, 2005

Geneva, Switzerland
Source:
Siemens

Title:
Feature dependencies evaluation 
Agenda item:
GERAN network access security (6.6)
Document for:
Discussion and decision

1 Introduction

The Technical Report on GERAN Security: ‘Access Security Review’ (S3-050213), intends to describe the potential vulnerabilities and threats in GERAN in order to come to a feasible set of long term countermeasures. This contribution looks at a list of potential security enhancements (see below) from the viewpoint of their interdependencies in order to prepare for prioritization of security enhancements. A final evaluation should be done when the TR has been progressed further.  The content of this contribution could be seen as input for Sections 10 and 11 of S3-050213. 
Following security enhancements for A/Gb mode are evaluated: 

1) Protection against algorithm negotiation bidding down attacks.

2) Ensure that the use of 3G AKA (i.e. UMTS security context) is always possible when USIM is available so as to provide re-play protection (session key freshness)

3) Providing key separation.

4) Protection against access signalling modification.

5) Enlarging the GERAN A/Gb encryption algorithms key size e.g. 128 bit. 

6) Protection against new ‘access’ network security feature downgrade attacks. 

2 Evaluation of features
2.1
Protection against algorithm negotiation bidding down attacks.

This is the weakest spot in the whole GERAN ‘A/Gb’, and therefore this feature should have the highest priority within the GERAN access network enhancements Work Item. The enhancements (3) and (5) can be circumvented if there is no solution for (1). 
· The authenticated cipher mode command is to be enhanced with a mandatory start ciphering command. Can only be made effective together with (6).
· The special-RAND solution can only disallow the use of particular algorithms in a particular access context, but does not provide a solution against False BS choosing the weakest of the permitted algorithms for the mobile. This is however not considered to be a problem, as long as the Home network is always informed about the capabilities of the VN and can send special-RANDs tailored to the VN capabilities. The down grade attack then consists of choosing between strong algorithms. Separate considerations apply when for unequal key-length algorithms (See (5)). The special-RAND solution can be introduced stepwise.
2.2
Ensure use of 3G AKA is always possible when USIM is available so as to provide re-play protection (session key freshness)

All core networks should be upgraded to support 3G AKA which means that a USIM capable mobile with a USIM inserted could mandate 3G AKA over GERAN. This effectively means that a UMTS security context will be available in the core network and the mobile, therefore ensuring an effective 128-bit key availability for GERAN. See Annex for Figure 18 of TS 33.102.

The features relates to the discussion around MITM in GSM-UMTS Handovers (S3-050101)
, but goes one step further in that this effectively forbids Rel 98- VLR/SGSN in the core network, such that upgraded mobiles can enforce 3G AKA. Instead of a configuration advice as for MITM in GSM-UMTS Handovers, the upgrade requirements need a solution against new ‘access’ network security feature downgrade attacks (6). Providing a GSMA agreed cut-off date
 (which is timely introduced before upgraded mobiles ‘mandating 3G AKA over GERAN’ become available for use), provides a possible means to ensure (6).
2.3
Providing key separation.

This feature ensures that a session key can only be used within a particular context. The benefit is that a retrieved session key cannot be reused outside of the defined context (e.g. retrieved within GSM and reused within WLAN, retrieved by A5/1 vulnerability and reused within A5/3). This context can be for instance on access domain level or algorithm level. Special-RAND structure could provide access domain level key separation by a specific flag. Cryptographic wise key separation (by session key pre-processing in core or access network and mobile) may require the feature (6). It needs further study to find out whether RAND is not overloaded with all sorts of flags and the random part becomes too short, if all many different key separation cases are to be supported.

Ensuring 3G AKA (2) ensures time-constrained session key separation such that a successful weak algorithm attack has only a limited time-window in the sense that the cipher key retrieved by the attacker cannot be used indefinitely as 3G authentication vectors cannot be re-used and become invalid when the next authentication run occurs. Could be enhanced with re-authentication when a UE moves between networks (network access type wise key separation). But re-authentication after handover is technically difficult to achieve and, although permitted by current specifications, has never been tested.

2.4
Protection against access signalling modification. 

According to good security practices, requires a key derivation solution to create an independent encryption and authentication key. The enhancement requires feature (6).

Could be implemented in different flavours e.g. with a small subset of commands or a wide list. Has bigger impacts and higher realization complexity on GERAN than the other features. Seems to require introduction in all networks to be effective, no gradual or partial introduction seems satisfactory.

2.5
Enlarging the GERAN A/Gb encryption algorithms key size e.g. 128 bit. 

Has less value without requiring (1). Note: Special-RAND does not protect against bidding down protection in a network which (allows) supports a mixture of different encryption-key-length algorithms e.g. GEA3 and GEA4 if both would be allowed.

Can benefit from (2) and requires that a mobile that supports the GERAN enhancements, shall support USIM interface which is fulfilled already in Rel-5.

2.6
Protection against new ‘access’ network security feature downgrade attacks.

It is required that a new mobile should still work in an old network. But for certain security features (within an enhanced mobile) to work securely there is no choice in support (SHALL), otherwise downgrade attacks become possible.
One solution is to upgrade the core/access network first before security enhanced mobiles can be used. (See footnote 2), and agreeing on a cut-off date, to guarantee that all necessary network/access features are available before upgraded mobiles need them.
Other possibility is to use the special-RAND to indicate the network capabilities E.g. by indication that an extension field follows e.g. in the Authentication and ciphering Request or in the cipher mode command. This provides a means to flexibly upgrade serving networks, with the additional advantage that much more data can be carried within such an extension. Impacts however are higher than the special-RAND solution as known from S3-030588 (with algorithm restriction list only). Could be used to protect against network supported security feature-set bidding down protection, as a vehicle to support more than secure algorithm restriction list transfer only. The Home network would need to store the Serving Network support, while the Serving network will control extention field values e.g. the permitted algorithm settings or other required fields.
It is also required that an old mobile should still work in a new network, and users cannot be forced to upgrade to new mobiles. It has to be ensured that a MITM does not pretend to be an old mobile not supporting any of the enhanced features. If a mobile after a certain Release can assume that the enhanced security features are implemented in all networks, then communication not using these features (e.g. signalling integrity) can be rejected. This raises the same type of questions which came up when discussing the rejection of unciphered connections. 
3 Summary of Feature dependencies
A solution for (1), (2), (3), (4) and (5) may all require (6).

Enhancements (3) (for algorithm separation), and (5) may be circumvented if (1) is not provided.

Feature (2) is useful for (5).

Enhancements (3) (for domain separation) does not require (1) and should also be studied with priority.

4 Conclusion
(1), (2) and potentially (3) and (6) are most useful and have to be analysed first.  

Annex A :  Figure 18 of TS 33.102v630)
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Figure 18: Authentication and key agreement of UMTS subscribers

Simplification for a Rel-7 mobile: Only the left two flows will be possible.

Authentication with pre Rel-7 mobiles (and an upgrade of the core network  to support 3G AKA) will result in the left 3 flows.  
� - Networks should be configured to ensure that all 2G-MSC/VLRs, which support handover to UTRAN, also support and use UMTS AKA.


- PS handover is currently being developed in 3GPP - see TS 43.129. If inter-system RAT handover (GERAN A/Gb to UTRAN) is supported, then networks should be configured to ensure that all 2G-SGSN, which support handover to UTRAN, also support and use UMTS AKA.


� Flag based solutions (cf S3-030542, S3-040262 Annex) on the UE to allow ‘new mobiles to roam in old networks’, are considered complex and not practical.
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